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RESUMEN

1. TiTULO

CONECTIVIDAD INALAMBRICA UTILIZANDO REDES MESH: ALTERNATIVAS PARA LAS
SOLUCIONES INDUSTRIALES'

2. AUTORES
Carlos Antonio Acevedo Solano

Luis Hernando Santamaria Bernales™

3. PALABRAS CLAVES

REDES MESH, REDES INALAMBRICAS, MULTI-SALTOS, ENRUTAMIENTO, SOLUCIONES
EMPRESARIALES, PROTOCOLO, ROUTER MESH, CLIENTES MESH.

4. DESCRIPCION

El trabajo realizado en esta monografia consiste en una descripcién de las Redes Inalambricas
Mesh, las cuales, son una tecnologia que ha venido evolucionando fuertemente en la Ultima
década. En este documento se explica como es la infraestructura de una red con esta topologia, se
dan a conocer las caracteristicas y las ventajas que ofrece la implementacion de la misma, asi
como las diferentes métricas implementadas, protocolos de enrutamiento estandarizados o de tipo
propietario y demas parametros que se deben tener en cuenta para el buen disefio de una Red
Mesh. De igual forma se hace una revisién general de las modificaciones hechas a los protocolos y
estdndares de las redes inalambricas WAN y LAN, que permiten a las mismas soportar la
conectividad de las Redes Mesh. Por dltimo, se presentan las soluciones industriales mas
relevantes en el mercado de esta tecnologia y los dispositivos Mesh que ofrecen, enmarcados en
tablas comparativas que resaltan caracteristicas tales como protocolo de enrutamiento, métrica,
protocolos de seguridad, bandas de frecuencia, modulacion, calidad de servicio, potencia de
transmision y consumo de energia de los diferentes dispositivos ofrecidos por cada fabricante,
caracteristicas relevantes indicadas con el fin de dar a conocer a los interesados alternativas para

el disefio y montaje de una Red Inalambrica Mesh.

: Monografia
Estudiantes Facultad de Ciencias Fisico-Mecdnica. Escuela de Ingenieria Electrénica. Director: Ing. José de
Jesus Rugeles
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SUMMARY

1. TITLE

WIRELESS CONNECTIVITY USING MESH NETWORKS: ALTERNATIVES FOR INDUSTRY
SOLUTIONS"

2. AUTHORS
Carlos Antonio Acevedo Solano

Luis Hernando Santamaria Bernales

3. KEY WORDS

MESH NETWORK, WIRELESS NETWORK, MULTIHOP, ROUTING, BUSINESS SOLUTION,
PROTOCOL, MESH ROUTER, MESH CLIENT.

4. DESCRIPTION

The work in this monograph is a description of Wireless Mesh Networks which it is a technology
that has been evolving fast over the last decade. It explains how is composed the infrastructure of
a network with this topology, the characteristics and advantages and also it is shown the different
metrics and routing protocols and other parameters to consider in designing a Mesh Network. It
also provides an overview of changes to the protocols and standards of wireless LAN and WAN
networks so they can support full connectivity with Mesh Networks. Finally we present the most
relevant industrial solutions in the market for this technology and Mesh devices that are offered in
order to inform interested parties, the alternatives for the design and installation of a Wireless Mesh
Network.

' Monograph
Students of Faculty Physic-Mechanical Sciences. Electronic Engineering School. Director: Ing. José de Jesus
Rugeles
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INTRODUCCION

Durante los ultimos afios el uso de la redes inaldmbricas wi-fi 802.11 se ha
incrementado de manera notable debido a los bajos costos de esta tecnologia y a
su facilidad de implementacion, permitiendo a los usuarios versatilidad como una
alternativa a las redes cableadas ya que permiten alta movilidad manteniendo un

buen ancho de banda.

Las redes enmalladas se presentan como una gran alternativa para mejorar la
robustez y la calidad del servicio de un red inalambrica 802.11 habitual a un bajo
costo. Al igual que la mayoria de los desarrollos en el area de las
telecomunicaciones sus origenes estan en la milicia, en esta red los radios de los
soldados funcionan como nodos y a medida que nuevos usuarios ingresan a la

misma, amplian el area de cobertura.

Debido a lo anterior y teniendo en cuenta las ventajas sociales de una tecnologia
como esta, se han venido desarrollando durante este nuevo siglo diversos
proyectos alrededor del mundo, para implementar redes comunitarias en zonas

urbanas, como también para zonas rurales con el fin de cerrar la brecha digital.
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JUSTIFICACION

En los ultimos afios las redes inaldmbricas han tenido un enorme crecimiento a
nivel industrial y doméstico. Disefiar y desarrollar estas redes con topologia Mesh
puede brindar numerosas ventajas en comparacion con las actuales. Este trabajo
de grado pretende realizar una descripcion general de las Redes Inalambricas
Mesh a partir de las publicaciones existentes y de los estandares de la IEEE, para
tener una nocién del funcionamiento de los dispositivos que utilizan esta
tecnologia. Ademas se presentan las diferentes alternativas en cuanto a
dispositivos que existen en el mercado con sus respectivas caracteristicas. Tanto
las empresas, como la comunidad académica y personas en general que se
encuentren interesadas en utilizar las Redes Inalambricas Mesh o en brindar este
tipo de soluciones empresariales como modelo de negocio pueden ver esta

monografia como un punto de partida.
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OBJETIVO GENERAL

e Realizar un analisis comparativo de las alternativas de conectividad
inalambrica utilizando topologias de Redes Mesh existentes en el escenario
actual de las Telecomunicaciones considerando las soluciones comerciales

empleadas a nivel mundial en la industria.
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OBJETIVOS ESPECIFICOS

Realizar una descripcion general de las Redes Inalambricas Mesh a partir
de publicaciones académicas y los protocolos asociados como el 802.11s y
802.16.

Realizar un cuadro comparativo de los productos que ofrecen las empresas
fabricantes mas representativas donde se observen caracteristicas como
tipos de modulacién digital, protocolos de enrutamiento inalambrico, bandas
del espectro radioeléctrico utilizadas, tasas de transferencia, potencia de
transmision, técnicas de acceso al medio y algoritmos de seguridad

utilizados.
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1. REDES INALAMBRICAS MESH

Las actuales comunicaciones inalambricas se basan en redes cableadas que
realizan funciones de puente para formar la red. La dependencia en una
infraestructura cableada trae inconvenientes en muchos casos como por ejemplo
sus costos para algunas zonas y la escalabilidad para ampliar la cobertura.
Existen aplicaciones como juegos inalambricos que no trabajan eficientemente
sobre estructuras centralizadas. Las redes inaldmbricas se pueden beneficiar si se

trabajan en estas necesidades.

Las redes enmalladas o Mesh, como se les conoce comercialmente, se basan en
multiples Routers interconectados inalambricamente capaces de escoger las
mejores rutas para los paquetes dependiendo del trafico y las caracteristicas de la
red. En una red con una topologia fija las estaciones no tienen la posibilidad de
elegir una ruta para mejorar el rendimiento de la comunicacion. Es necesario el
estudio y la comprension de los protocolos enrutamiento para permitir determinar
las ventajas y desventajas de cada uno en la topologia de malla. Estas redes
pueden integrarse mediante funciones gateway y de puente con redes como
Internet, IEEE 802.11, IEEE 802.15, IEEE 802.16.

En base a las caracteristicas Unicas de las Redes Inalambricas Mesh existen
multiples aplicaciones en las que se puede explotar esta tecnologia. Las
aplicaciones de mayor potencial incluyen por ejemplo servicios inalambricos de
banda ancha, sistemas de vigilancia instantanea, redes de alta velocidad de area
metropolitana, redes comunitarias, los sistemas inteligentes de transporte entre
otras. Las Redes Mesh también pueden llevar acceso a Internet de dltima milla a
areas rurales donde es sumamente inconveniente llevar una solucién cableada por

la dispersion de usuarios y geografia.

Para que el montaje de la red Mesh sea viable la red debe poder ampliarse en
extension sin sacrificar la capacidad del canal y mejorar la conectividad con

usuarios que no estén en la linea de vista. Estas redes soportan redes ad-hoc y
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son auto configurables y con capacidad de formacion de la red mallada.
Principalmente, las redes inalambricas Mesh son redes multihop (que realizan

multiples saltos entre nodos) y tienen diferentes tipos de acceso a la red.

Los dispositivos hoy en dia no necesitan estar ubicados dentro de la misma area
del punto de acceso. Simplemente pueden disfrutar de los mismos servicios a
través otros puntos de acceso que se encuentren al alcance y dentro de la misma
red. Caracteristicas como la calidad de servicio, la administracion de la energia, la

seguridad y enrutamiento pueden integrarse al desarrollo de las redes Mesh.

1.1. Caracteristicas de las Redes Mesh

Las principales caracteristicas de las redes Inalambricas Mesh de las cuales se

sustentan algunas de las ventajas, son las siguientes:

e Las Redes Mesh soportan redes Ad Hoc y tienen la capacidad de formarse
por ellas mismas, de realizar reparaciones y organizarse por su propia

cuenta.

e Para proveer mayor cobertura sin linea de vista en los nodos, tienen la

funcién multi-salto sin cableado en su infraestructura. [1]

e Las Redes Mesh tienen mdltiples accesos ya que integran redes

heterogéneas que incluyen redes cableadas e inalambricas. [2]
e Los Routers Mesh tienen poca movilidad y se dedican exclusivamente a
proveer la configuracion y el enrutamiento, lo cual libera a los Clientes Mesh

y otros nodos finales de la carga de la red.

e EIl consumo de energia es diferente para los Routers Mesh y para los

clientes Mesh.
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1.2. Arquitectura Mesh

Una red Inaldmbrica Mesh se forma interconectando mdaltiples Routers
inaldmbricamente (no se necesitan cables para interconectarlos) los cuales
tienen poca movilidad y forman la estructura principal de la red, a los cuales se
les llama Routers Mesh. Por otro lado estan los clientes que hacen uso de la
red los cuales pueden ser desde computadores, celulares, camaras,
impresoras o cualquier dispositivo que soporte conectividad inalambrica de una
red PAN, LAN o WAN. A los clientes de la red se les conoce como Clientes
Mesh y son completamente madviles dentro de la red, realizando un traspaso de
un Router a otro de forma automatica sin perder la conectividad. Los Routers
Mesh y los clientes Mesh los llamamos nodos dentro de la red y se
interconectan formando la Mesh como se ve en la figura 1. [3]. Para
interconectarse con el exterior, los mensajes de los Clientes Mesh viajan sobre
los Routers Mesh saltando de uno a otro hasta llegar a un punto de acceso que
tenga salida a Internet. Por lo general los puntos de acceso tienen tanto

interfaces cableadas como interfaces inalambricas.

Internet

Wireless Mesh

Backlhone
= Mes! Router -

/ with fateway % ; N Mesh Router =~
/ \ |

yith Gateway Wired Clients

! \ 1 S

\${ | SRS . - N Mesh Router @
mthg‘(sxate“;x\?lli{nd * Sl ET T \ _ BB (,alewav/llndge =
# - Wireless Clients
Mes Rm;t;i N e
_~Mesh Ronter ~—— & F e
l é @ /,./with Gateway/Bridge with Galowav/l}rldge S é o A ‘ﬂ;
| £

& 2 =z 'wnsor
_ AccessPoint __— = i = Sink Node

[
Wi-Fi 7 % 2 :Sen'sm‘-' X
Networks ( Sg A ) Networks
N & Base Station 2 B'xse Station ‘

N I
1

Cellular T WIMAX
Networks Networks

Figura 1 Infraestructura de una Red Inalambrica Mesh [3].
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2. FUNCIONALIDAD

En esta seccion se describen aspectos importantes para garantizar la

funcionalidad de una red Mesh.

2.1. Métrica:

La métrica es un parametro que permite comparar una ruta con otra para que
el enrutador pueda escoger el mejor camino, basado en una o varias metricas.
Las mas comunes son: saltos, ancho de banda, retraso, fiabilidad, carga y

costo.

2.1.1. Conteo de saltos:

Es la métrica de enrutamiento tradicional mas usada por protocolos de
enrutamiento como AODV, DSR, DSDV disefiada para redes inalambricas
multihop. Simplemente se busca la ruta con el menor nimero de saltos.
Esta métrica tiene una alta estabilidad lo cual permite que se encuentren
rutas de peso minimo eficientemente. Las desventajas es que toma todos
los enlaces como si fueran iguales, lo cual puede resultar en rutas con poco

rendimiento.

2.1.2. ETX:

ETX [4] (Expected Transmission count) est4 definido por el nimero de
transmisiones requeridas para entregar un paquete en un enlace
inaldmbrico. La ventaja de esta métrica es que favorece las rutas con mayor
rendimiento y menor nimero de saltos asi como las rutas largas tienen un
menor rendimiento debido a la interferencia intra-flujo. Sus desventajas es
gue es una meétrica para un solo canal multihop en una red inalambrica y no

considera las diferencias entre las tasas de transmision.

21



2.1.3. ETT:

La métrica ETT [5] (Expected Transmission Time) es una extension del ETX
la cual considera enlaces de rutas o capacidades lo cual aumenta el
rendimiento de una ruta midiendo la capacidad del enlace mejorando el
rendimiento de la red. El problema es que no da solucion a las desventajas
de ETX.

2.1.4. WCETT:

La métrica WCETT [6] (Weigted Cumulative Expected Transmission Time)
es una extension de la ETT y retiene muchas de sus ventajas, ademas
considera la interferencia dentro del flujo para seleccionar la ruta. Tiene
problemas de compatibilidad con protocolos de enrutamiento de estado de

enlace.

2.1.5. MIC:

La métrica MIC [7] (Metric of interference and cannel switching) esta
disefiada para soportar carga balanceada de enrutamiento y para
considerar la interferencia entre el flujo. La carga requerida para mantener
actualizada la informacion ETT para cada enlace puede perjudicar
considerablemente el rendimiento de la red dependiendo de las cargas de
tréfico.

2.1.6. LAETT:

Los dos principales objetivos de LAETT [8] son proveer una ruta que
satisfaga el ancho de banda requerido por el flujo y dejar espacio para
solicitudes futuras balanceando la carga sobre la red. Combina
caracteristicas de acceso inalambrico y estimacion de carga. No tiene como

tal en cuenta la interferencia dentro del flujo.
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2.1.7. EETT:

La métrica EETT [9] selecciona rutas multicanales con menos interferencia
para maximizar el rendimiento de extremo a extremo. Es usada para dar

una mejor evaluacion de la ruta multicanal.

2.1.8. ILA:

Esta métrica (Interference Load Aware) ILA [10] esta construida sobre la
métrica MIC. Se compone de Metric of cannel interference (MTI) y cannel
switching cost (CSC). Esta métrica encuentra rutas con menor congestion,
bajo nivel de interferencia, menor tasa de pérdida de paquetes y
transferencia alta de datos. Su desventaja es que el componente CSC

captura interferencia solo en dos enlaces consecutivos.

2.1.9. iIAWARE:

Esta es la primera métrica de enrutamiento para Redes Inalambricas Mesh
multiradio que toma encuentra la interferencia en el flujo y se caracteriza
por el modelo de interfaz fisica [11]. El inconveniente de esta métrica es que
da mas coeficiente de ponderacion de ETT en comparacion a la

interferencia del enlace.

2.1.10. Airtime Link Metric:

Esta métrica es la que se propone usar en el borrador del IEEE 802.11s.
Consiste en calcular cada enlace por pares dentro de la malla y se define
como la cantidad de recursos consumidos de los canales por la transmision

de la trama sobre un enlace en particular.

2.2.Enrutamiento

Los protocolos tradicionales como RIP, EIGRP y OSPF no se adecuan bien en

las redes de multiples saltos y redes ad-hoc ya que asumen topologias
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estables y no actualizan sus estados frecuentemente. La mayoria de los
protocolos de enrutamiento usados en las Redes Inalambricas Mesh son
heredados de las redes Ad-Hoc como lo son Ad hoc On-Demand Distance
Vector (AODV), Dynamic Source Routing (DSR) y Optimized Link State
Routing (OLSR) [12]. Estos protocolos tienen como base la métrica de
contador de saltos la cual no funciona muy bien con las Redes Mesh ya que
esta métrica no tiene en cuenta la calidad del enlace y no es recomendada
para construir las rutas a partir de ella. Para las Redes Mesh un 6ptimo
protocolo de enrutamiento debe considerar una estructura de alta capacidad,
métricas de mudltiple rendimiento, escalabilidad, robustez y enrutamiento
eficiente con la infraestructura Mesh [13]. Algunos de los protocolos de

enrutamiento recientemente usados se presentan a continuacion:

2.2.1. MP-DSR:

MP-DSR es un protocolo de enrutamiento de multiples rutas compatible con
calidad de servicio, basado en el protocolo Dynamic Source Routing (DSR),
el cual crea y selecciona la ruta a partir de métricas de calidad de servicio
en términos de confiabilidad de extremo a extremo. El célculo o la forma de
medir la confiabilidad de punta a punta se puede expresar como la
probabilidad de tener una transmision satisfactoria entre dos nodos en la

red dentro de un periodo determinado [14].

2.2.2. AODV-ST:

El protocolo Ad hoc On-demand Distance Vector-Spanning Tree (AODV -
ST) utiliza la métrica ETT. Utiliza una estrategia proactiva para descubrir las
rutas entre Routers Mesh y los Gateways y una estrategia reactiva para

encontrar rutas entre Routers Mesh [15].
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2.2.3. LQSR-MR:

Este es un protocolo de enrutamiento disefiado para mejorar la calidad del
enlace y trabajar con un ambiente MultiRadio el cual usa la métrica WCETT
en lugar de la de contador de saltos en LQSR. El protocolo identifica a
todos los nodos dentro de la red inalambrica Mesh y le asigna pesos a
todos los enlaces compartiendo dentro de la informacién de cada enlace a
toda la red la asignacion del canal, el ancho de banda y las tasas de
pérdidas [16].

2.2.4. AODV-MR:

Es una mejora del AODV para que funcione con redes inalambricas Mesh
multiradio. El protocolo asume que cada nodo tiene por lo menos un canal
en comun con su vecino. La capacidad de la red es aumentada
considerablemente ya que se tiene un nivel bajo de interferencia y
contencion por el trafico distribuido en varios canales que no se
sobreponen. AODV-MR [17] utiliza la métrica iIAWARE.

2.2.5. AODV-HM:

Este protocolo se llevo a cabo realizando dos modificaciones al protocolo
AODV-MR, cambiando su métrica por la del contador de saltos minimo y
maximizando la diversidad de canales en la ruta. Con estas modificaciones
se descubren los enlaces multiples entre los nodos vecinos para que la
diversidad de canal seleccione el mejor enlace. Este protocolo puede
diferenciar bien entre Routers Mesh multiradio y clientes Mesh de un sélo
radio. Ademas, se esfuerza para maximizar el enrutamiento a través de los
Routers Mesh con el fin de reducir al minimo la carga en los clientes Mesh.
La seleccion de la interfaz de nodos multiples de radio se lleva a cabo de tal

manera que se alcance la diversidad de canales maxima [18].
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2.3.Administracién de Energia

Las Redes Inalambricas Mesh tienen muchas ventajas en cuanto a que se
pueden extender facilmente para lograr una mayor cobertura y ademas utilizan
poca potencia para la transmisiéon de datos lo que las hace una solucion
econdémica. Sin embargo, existe un reto importante en cuanto al consumo de
energia por parte de los usuarios o dispositivos que se encuentren cerca de la
puerta de enlace (Gateway). Debido a que la informacion de la red va
realizando saltos buscando llegar al Gateway para obtener salida a Internet, los
dispositivos vecinos necesitan re transmitir mayor cantidad de trafico, lo que
implica mayor consumo de energia. A medida que hay mas trafico y carga
sobre estos dispositivos el rendimiento de la red también puede verse
afectado. Es por eso que hay que tener en cuenta a la hora del disefio este

factor.

El problema puede ser solucionando de diferentes formas. Se puede reducir
las distancias de los saltos de los nodos que se encuentren cercanos al
Gateway. Otra solucién es tener una redundancia en cuanto a puertas de

enlaces para tener varias salidas a Internet.

2.4.Seguridad

La seguridad es otro aspecto fundamental dentro de las redes inalambricas,
para que la informacién que viaja a través de la red no sea alterada o copiada
por otro intruso. Para las redes WLAN ya se han desarrollado muchos
esquemas de seguridad, el problema es que estas mismas propuestas no
sirven para las Redes Mesh por la misma razén de que no hay un nodo

centralizado confiable que pueda distribuir una clave publica.

Los mecanismos desarrollados para las redes Ad-hoc pueden ser utilizados
para las Mesh pero existen algunos problemas ya que estos no estan lo

suficientemente terminados para ser implementados en la practica ademas de
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las diferencias que existen entre las arquitecturas. Por estas razones para las
Redes Mesh se deben implementar nuevos esquemas de seguridad que
tengan algoritmos para la distribucion de las claves, aseguramiento de la MAC
y los protocolos de enrutamiento, entre otras, de lo cual en la siguiente seccion

se especifican algunos.

3. ESTANDARES Y REVISIONES

En funcion del tamafio de una red se establece si es una red PAN, LAN o WAN.
Para las redes inalambricas la IEEE estableci6 diferentes estdndares dependiendo
del tamafio de la red. Para las redes inalambricas LAN el protocolo es el 802.11,
para las redes inalambricas PAN el protocolo asociado es el 802.15 y para las
redes WAN el protocolo establecido fue el 802.16. En esta monografia se
profundiza en los estandares y revisiones actuales que conciernen al
establecimiento de una red inalambrica con topologia Mesh de éarea local y

extendida.

3.1.IEEE 802.11s

En el 2004 la IEEE comenzé los trabajos de estandarizacion de las Redes
Mesh, denominandolo como IEEE 802.11s, donde se busca la extender la
cobertura del 802.11, con el objetivo final de proveer un protocolo para la
autoconfiguracion de caminos entre puntos de acceso (AP) con auto
mantenimiento. La Ultima version del borrador es la 3.0 publicada en el 2009.
Los protocolos existentes 802.11a/b/g no habian sido pensados para que

funcionaran con multi-salto.

Las redes inaldmbricas Mesh implementan un Gnico dominio de difusion y por
lo tanto se integran perfectamente con otras redes 802. En particular, 802.11s
apoya la entrega transparente de uni- y multi-, tramas de difusién a destinos
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dentro y fuera de la red. De esta forma, con el fin de identificar de forma Unica
una estacion Mesh, un BSSID de malla de igual forma como funciona el
Service Set Identifier SSID para las redes 802.11[19]. Las Redes Mesh estan
definidas por un perfil el cual consiste de tres elementos: el Mesh ID, el
protocolo de seleccion de ruta y una métrica para la seleccion de la ruta. Las
estaciones Mesh pueden soportar diferentes perfiles, pero todos los nodos que
la nube Mesh, en algin momento deben compartir el mismo perfil [20]. La

arquitectura de la red IEEE 802.1s se puede ver en la figura 2.
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Figura 2 Arquitectura de una red 802.11s [21].

Para poder soportar multihop, que es el problema que tienen las redes 802.11,

en el borrador 802.11sse extiende la estructura de la tramade
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datos agregando un campo adicional de control Mesh como se observa en la
figura 3. El campo afadido de control Mesh consiste  en un campo
de tiempo de vida de malla (TTL), un nimero de secuencia de malla, un campo
de acoplamiento de las banderas y, posiblemente, un campo de direccion de
extension de malla. EInimero de campos TTLyla secuenciase usan
para prevenirque las tramas se queden circulando por la red
infinitamente. Cuando las estaciones de acoplamiento se comunican a través

de un solo salto, las traman no llevan el campo de control Mesh. [22].
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Figura 3 El campo de control del 802.11s dentro de la trama [22].

En el campo de extensién de direccion se puede observar que se permite
agregar tres direcciones en vez de dos, ya que las tramas estandar de manejo
tienen tres direcciones Unicamente. De esta manera se incluye la direccion 4
en el campo de control Mesh reemplazando la cabecera de trama estandar.
Las estaciones Mesh llevan la informacion acerca de la Red Mesh y ayudan a
otras estaciones a detectarlas y a unirse a ellas, asi como un Access Point
ayuda a detectar a las estaciones un BSS y su configuracion. Las estaciones
Mesh se detectan unas a otras de acuerdo a un escaneo pasivo donde se
realiza una observacion de las tramas o un escaneo activo donde se realizan
pruebas de transmision con las tramas de acuerdo a su configuracion. La
informacion que se comparte es un Mesh ID el cual es el nombre que se le ha

dado a la red, un elemento de configuracién para conocer los servicios Mesh y
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los parametros soportados por la Red Mesh tales como protocolo y métricas.
Luego de identificar una red compatible con los parametros de la estacion se
utiliza el protocolo de manejo de enlace entre pares Mesh (Mesh Peer Link
Management Protocol) para establecer la conectividad con otra estacion Mesh.
Si se llegara a perder el enlace fisico las estaciones Mesh pueden mantener el

estado de enlace para permitir una reconexion rapida. [22].
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Figura 4 Capa de enlace para Redes Mesh 802.11s.[22]

Existen diferentes requisitos que imponen los organismos de control de
diferentes paises sobre las bandas de frecuencia usadas por 802.11 por lo cual
las estaciones Mesh necesitan cumplir con la normatividad. Por ejemplo, en
Europa los dispositivos se deben cambiar a un canal diferente cuando se
detecta una estacion de radar en la banda de 5GHz [22]. Como en las Redes
Mesh no hay un coordinador central se desarroll6 un algoritmo de distribucion
basado en 31 bits aleatorios de la prioridad del canal para el arbitraje. De
acuerdo con esto si una estacion Mesh requiere cambiarse de canal de
frecuencia, esta comparte a la estacion de al lado la nueva frecuencia y esta a
su vez replica el mensaje. Después de un periodo de tiempo las estaciones
Mesh realizan el cambio a la nueva frecuencia. Si alguna estacion tiene un valor
de prioridad mayor, esta indica el nuevo valor de frecuencia mediante un
broadcast, asi las estaciones finalmente llegaran a un acuerdo eventualmente

del nuevo canal a utilizarse.
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Las tramas proveen un tiempo de referencia utilizado para sincronizarse y para
ahorro de energia. Existen 2 modos de ahorro de energia: el ligero el cual se
encuentra en un modo de consumo basico y entra a funcionar a la maxima
energia cuando algun vecino va a realizar una transmisién de una trama. Y esta
el modo de suefio profundo el cual Unicamente se pone activo para transmitir

Sus propias tramas.

Dentro de la topologia de la Red Mesh, se puede esperar que las estaciones
ubicadas en la frontera estén mas propensas a transmitir con mayor facilidad ya
que estas tienen menos vecinos. Mientras que las estaciones localizadas en el
nucleo pueden congestionarse y empezar las tramas y el trafico agregado lo
cual perjudica a la red considerablemente ya que una trama ya ha atravesado
multiples nodos para llegar ahi. Por esta razén se incluye un mecanismo de
control en 802.11s el cual utiliza una trama de manejo en la cual indica la
duracién de la congestion y les avisa a los vecinos que disminuyan la velocidad
de transmisién. Cada estacion tiene la independencia de escoger si quiere

utilizar estas notificaciones o no.

Para contrarrestar las desventajas de los productos de malla actual, una serie
de nuevas normas se estan desarrollando en el estandar IEEE 802. Estas
normas prevén la integracién de rutas y envio de tramas en la capa MAC, para
gue operen de forma transparente desde la perspectiva de las capas superiores
[23]. Una caracteristica notable de IEEE 802.11s es el hecho de que la red de
malla se implementa en la capa de enlace, basandose en las direcciones MAC
en lugar de direcciones IP para sus mecanismos [20]. Esta caracteristica
permite el disefio y desarrollo de nuevos dispositivos de red que proporcionan

comunicacion multihop para capa 2.

El IEEE 802.11s no obstaculiza que diferentes protocolos o métricas se utilicen

pero se define que por defecto se use el protocolo HWMP y para el mecanismo
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de descubrimiento de rutas la métrica se use el Airtime Link [20]. Si se hace
enfasis en que una Red Mesh solo puede usar un perfil al mismo tiempo por lo
tanto solo puede usarse un protocolo y una métrica. Esta recomendacion se
puede interpretar como un intento de evitar la renegociacion de perfil por la
complejidad y el costo que se le pueda agregar a un dispositivo para que lo

soporte.

Para poder diferenciar el enrutamiento inalambrico de la capa 3 y la 2, el
basado en MAC (capa 2) se toma como de seleccion de ruta. De esta forma las
Redes Mesh aparecen con un dominio Unico de broadcast en el cual se pueden
soportar cualquier protocolo de capa 3 como por ejemplo Address Resolution
Protocol (ARP), Dynamic Host Configuration Protocol (DHCP) y Spanning Tree.
Ademads, la capa MAC tiene la informacién requerida en el medio inalambrico.
Por lo tanto, las soluciones de Redes Inalambricas Mesh tienen la capacidad de

operar mas eficientemente que las Mesh basadas en IP. [24]

Con el fin de soportar el reenvio Multihop en la capa MAC, 802.11s introduce
cambios en los formatos de las tramas MAC y un método opcional de acceso al
medio, al igual que muchas otras optimizaciones para mejorar el rendimiento y
la seguridad de las redes inalambricas Mesh. Los mecanismos propuestos en el
borrador inicialmente para la seleccién de la ruta fueron el RA-OLSR (Radio-
Aware Optimized Link State Routing) [25] y HWMP (Hybryd Wireless Mesh
Protocol) [26]. El primero, el cual ya se encuentra descontinuado, RA-OSLR es
un protocolo basado en OLSR con la diferencia que esta adaptado a trabajar en
la capa de acceso en lugar de la de red. Actualmente el protocolo obligatorio en
802.11s es HWMP el cual es un protocolo de enrutamiento mixto que combina
elementos reactivos y proactivos que permiten la seleccion optima y eficiente de
la ruta dentro de una gran variedad de Redes Mesh. El protocolo utiliza varias
de las reglas del protocolo AODV adaptado para la capa 2 y la métrica Airtime
Link. Los fundamentes del AODV se utilizan para encontrar las rutas entre la

red mallada y otras reglas se utilizan para configurar proactivamente un arbol de
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vector-distancia a un nodo de la red como raiz, opcional para que un nodo

construya la topologia de la red.

3.2.IEEE 802.16

El IEEE 802.16 se compone de una serie de estandares avalados por la IEEE
para desarrollar normas para el progreso global de las redes inaldmbricas de
banda ancha del Area Metropolitana WMAN comercialmente conocidas como
WiMax. El estandar suministra un amplio rango de soluciones para sistemas
gue van desde configuraciones punto multipunto hasta configuraciones
enmalladas, desde sistemas basados en portadora Unica hasta basados en
multiples portadoras y que incluyen rangos de modulacion y codificacion de

acuerdo con las condiciones del canal [27].

Internet

Customer Premise
(Home, Business or HOTSPOT)

Figura 5 Red Mesh donde convergen redes Wi-Fi y WiMax.[27]

Con respecto a las Redes Mesh basadas en 802.16, tienen varias ventajas si se
compara con las Redes Mesh basadas en 802.11. Por la naturaleza de WiMax
se puede decir que las ventajas obvias son poder tener redes con mayor
alcance y mayor ancho de banda, pero existen otras mas. Hay que tener en
cuenta que en principio las redes basadas en 802.11 no fueron concebidas para
Redes Mesh por lo que hay falencias principalmente en proveer calidad de

servicio para ambientes multihop y también carecen de extensiones de
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seguridad que aseguren que la informacién transmitida no sea vulnerada
cuando este viajando a través de los diferentes nodos de la red. La
convergencia entre las redes WiMax y Wi-Fi es uno de los objetivos de la
mayoria de empresas que ofrecen soluciones Mesh, ver figura 5, donde existe
una infraestructura WiMax que atraviesa zonas municipales y llega a las redes

Wi-Fi residenciales.

Existen varios aspectos fundamentales para el enrutamiento sobre las redes
Inalambricas Mesh. El disefio para el enrutamiento debe direccionar los
inconvenientes en escalas pequefias y grandes. Un buen algoritmo de
enrutamiento tiene que asegurar la estabilidad entre una ruta larga y ademas
brindar un buen rendimiento entre las rutas cortas. También debe garantizar la
robustez frente muchos tipos de fallas, que van desde interrupciones de canal,
enlaces con tasas de pérdida intermedias, desconexiones de canal y nodos con
problemas [28]. El enrutamiento debe superar estos problemas y al mismo

tiempo debe ser escalable a una cantidad de nodos superior.

El IEEE 802.16 define el enrutamiento aleatorio en el cual las estaciones
seleccionan aleatoriamente la estacién base mientras se construye el arbol.
Existen dos modos de operacion especificados en el estandar. El primer modo
es el modo de operacién punto a multipunto, el cual trabaja con una estacion
central base con la capacidad de manejar varios sectores al mismo tiempo. El
otro modo que especifica el estandar IEEE 802.16 es el Mesh el cual utiliza la
tecnologia de Acceso Mdltiple por division de tiempo (TDMA) para proporcionar

calidad de servicio en los enlaces de la red.

La trama consiste de una sub trama de control y una sub trama de datos, en la
cual cada trama es dividida en 256 ranuras para la transmision de los mensajes.
IEEE 802.16 utiliza multiplexacion por division de frecuencias ortogonales
(OFDM) para implementar acceso mdltiple por divisibn de tiempo en la capa

fisica transformando bloques de bits en simbolos de constate duracion que van
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sobre multiples portadoras ortogonales [29]. El ancho de banda del enlace

termina siendo el rango de frecuencias utilizado por las portadoras.

Los simbolos OFDM son agrupados en tramas TDMA de igual longitudes las
cuales se repiten sobre el tiempo como se observa en la figura 6. Existen dos
tipos de control en la subtrama, el de control de la planificacion y el de control
de la red. La subtrama de control se encuentra divida en multiples ranuras. El
primer tipo de control concierne a la informacién de la planificacion de los datos
para que esta sea compartida por los nodos y el otro tipo se utiliza para
compartir informacion de la configuracion de los paquetes, donde se muestra la

informacion de la topologia, informacion de la red y mensajes de gestion.
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Figura 6 Estructura de la trama Mesh para IEEE 802.16. [30]
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La planificacion basada en TDMA para acceso de canales en redes WiMax
multihop proveen una granularidad fina comparada con los sistemas 802.11
RTS/CTS. Ademés si se aprovechan las caracteristicas de la composicion de
capas que utiliza el estandar 802.16 se puede mejorar la calidad de servicio
considerablemente. Sin embargo, la interferencia sigue como el mayor
problema en este tipo de redes, la cual depende en como los datos son

enrutados en la red WiMax [31].

En cuanto a seguridad las comunicaciones de las Redes Mesh 802.16 estan
protegidas con cifrado de paquetes salto a salto. Los datos en los paquetes

pueden ser cifrados con claves de 56bits DES o con el algoritmo AES. Para
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cada caso el cifrado es realizado con una clave de cifrado de trafico (TEK)

compartida y privada para la conexion.

4. SOLUCIONES INDUSTRIALES Y PRODUCTOS MESH

Para poder llevar el servicio de conectividad inalambrica a Internet a un bajo costo
en comparacion de las tradicionales redes Wi-Fi, varias compafiias como Motorola
con “MotoMesh” y Proxim Wireless Corporation con “ORINOCO” han venido
desarrollando investigaciones en el campo de las redes inaldmbricas en malladas
con el animo de apropiarse de esta tecnologia y comercializar sus productos
algunos con protocolos propietarios, encontrando en esto un muy buen modelo de
negocio debido a sus bajos costos de inversion. Por su parte Intel también ha
mostrado interés en las Redes Mesh desde 2002 realizando investigaciones en
bajo consumo de potencia y balance de trafico, y junto con Cisco son participes
activos en el proceso de estandarizacion del IEEE 802.11s que involucra la

topologia de Redes Mesh.

La seleccion de empresas se realizdé de acuerdo a un sondeo en los principales

buscadores de Internet. La tabla 1 despliega las empresas encontradas.

Empresas Encontradas

Empresa Pagina Web

Aerial Broadband (descontinuada) www.aerialbroadband.com
Arrow Span www.arrowspan.com
BelAir Networks www.belairnetworks.com
Cisco WWW.cisco.com

Firetide www.firetide.com

Kiyon www.kiyon.com

LamTech www.radiantnetworks.com
Locust World www.locustworld.com
Mesh Dynamics www.Meshdynamics.com
Motorola www.Meshnetworks.com
Nokia (descontinuada) www.rooftop.com
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http://www.kiyon.com/
http://www.radiantnetworks.com/
http://www.locustworld.com/
http://www.meshdynamics.com/
http://www.meshnetworks.com/
http://www.rooftop.com/

Netkrom Technologies www.netkrom.com
Open-Mesh www.open-Mesh.com
Packet Hop www.packethop.com
Proxim Wireless Corporation WWW.proxim.com
SkyPilot www.skypilot.com
Strix Systems www.strixsystems.com
Tropos Networks www.tropos.com

Tabla 1 Empresas Encontradas

Se tomo en cuenta como criterios para seleccionar las soluciones industriales a las
empresas que estan vigentes y operando actualmente, que sean fabricantes de
Routers Mesh, que ofrezcan soluciones inalambricas LAN, WAN y MAN y que
presenten las hojas de especificaciones de sus dispositivos. En la comparacion
de productos no se muestran los costos de los mismos, ya que es necesario
ponerse en contacto directamente con las empresas para solicitar una cotizacion
dependiendo de las necesidades del usuario. La tabla 2 muestra la informacion

general de las empresas seleccionadas.

Descripcion de las Empresas Seleccionadas

Nombre de la Empresa Descripcion

MotoMesh Empresa con aplicaciones enfocadas a dar solucidon de acceso a internet
movil de banda ancha, soportando usuarios moéviles de alta velocidad,
protocolos de enrutamiento, transmisién, radio y MAC multicanal tipo

propietario.

ORINOCO Empresa con aplicaciones enfocadas a dar solucidon de voz sobre WLAN y
transmisién de video inaldmbrica, entregando asi una convergencia de voz,

datos y video con todos los beneficios de movilidad.

BelAir Networks Empresa con aplicaciones enfocadas a dar solucién de conectividad del tipo
WAN, enfocada a prestar servicio de conectividad en diferentes sistemas

de transporte a alta velocidad.

Firetide Empresa con aplicaciones enfocadas a dar solucidon de conectividad en la

capa de enlace para interiores y exteriores en los anchos de banda de

2.4GHz y 5GHz, implementando protocolos propietario, seguridad y una
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potencia de transmision variable.

Tropos Networks Empresa con aplicaciones enfocadas a dar soluciéon de conectividad MAN,
soportando la movilidad de sus clientes dentro de las ciudades mediante la
implementacion de protocolos propietario que optimizan el throughput,

soportando seguridad y permitiendo una facil instalacion de sus equipos.

Strix Systems Empresa con aplicaciones enfocadas a dar solucidon de conectividad a
interiores y exteriores con cobertura WLAN, la cual soporta multiples

radios y es compatible con 802.11/a/b/g.

Netkrom Technologies Empresa con aplicaciones enfocadas a dar solucién de conectividad con
cobertura WLAN y WMAX en capa 3, ofreciendo acceso a internet de banda

ancha, vigilancia de video, y telefonia IP.

SkyPilot Empresa con aplicaciones enfocadas a dar soluciéon de conectividad para
internet de banda ancha, soportado en las bandas de 2.4GHz y 5GHz y
mediante el uso de protocolos propietario y una programacién dinamica

del ancho de banda.

Open-Mesh Empresa con aplicaciones enfocadas a dar solucién de conectividad con
cobertura WLAN; ofrecen dispositivos de facil implementacion permitiendo
al usuario disefar su propia red mediante la implementacién de un

Gateway y diferentes repetidores.

ArrowSpan Las soluciones de redes inalambricas Mesh ArrowSpan permiten a los
proveedores de servicios expandir facilmente redes inaldmbricas existentes
hacia redes de mayor cobertura, ofreciendo productos de alta calidad y

escalabilidad.

Cisco Las soluciones Cisco permiten manejar multiples tamafios de cobertura de
las redes las redes para aplicaciones como Aplicaciones empresariales de
campo, seguridad publica, uso publico, uso municipal o de empresas en
ciudad. Logrando asi ser viables para hogares, oficinas, empresas o

ciudades que las quieran implementar.

Tabla 2 Descripcién de las Empresas Seleccionadas

A continuacion se presentan las soluciones industriales seleccionadas mostrando
un cuadro comparativo de los dispositivos de acuerdo a los parametros
encontrados. En los anexos se encuentran las hojas de especificaciones de los

dispositivos presentados.
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4.1. MotoMesh

MotoMesh [32] se enfoca en brindar soluciones a nivel municipal donde los

trabajadores tengan acceso a Internet y puedan entregar fotos, planos y demas

informacion desde el campo. También que los residentes y visitantes tengan

acceso a la red Wi-Fi desde diferentes puntos clave de la ciudad como se

aprecia en la figura 7. En la tabla 3 se presentan los dispositivos MotoMesh

tipo Outdoor para el disefio de la red.
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Figura 7 Solucion MotoMesh para servicios municipales.[32]
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DISPOSITIVOS MOTOMESH DE MOTOROLA
o . IAP 6300 — .
° IAP 4300 Intelligent . IAP 7300 — Intelligent
-] . Intelligent . Motorola AP 7181 Motorola AP 7161
=] Access Point . Access Point
= Access Point
59
w 8 2.4 GHzand 4.9,5.4 or 2.4-2.462 GHz, 5.470
L 9 2.4 GHz 2.4,4.9 GHz 2.4GHz and 5Ghz
c 2 5.8 GHz -5.865 GH
® o
o
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Authenticatio | Authentication: MEA-
g Authentication: 802.1X | n: RADIUS, Hardware device Authentication:
T (Infrastructure/Client) 802.1x, EAP- authentication & 802.1x .
5 . Stateful Firewall, IP
0 and MAC address TTLS or EAP- EAP/802.1xmutual; (Infrastructure/Client) | =
3 filtering, NAT, 802.1X,
o hardware PEAP. 802.11 b/g-RADIUS and MAC address 802.11i WPA2
o A1 ,
@ authentication Encryption: 802.1x with EAP/TTLS | hardware
o . o WPA. 24x7 Dual band
E Encryption: WPA2 AES, WEP, (or EPP/PEAP). authentication .
= . . . sensor capabilities
e (AES, 802.11i), WPA WPA2 (AES, Encryption: AES, Encryption: WEP,
< (TKIP), WEP 802.11i), WPA | TKIP, WEP, WPA, AES-CCM, TKIP
(TKIP) WPA2
802.11b/g up to
o -3 802.11b/g: 54 Mbps 54 Mpbs (burst data 54Mbps
o E’ 54 Mpbs (burst data 6 Mbps (burst | (burst data rate) rate) 802.11a: up to 54
E “g rate) data rate) MEA: 6 Mbps (burst 802.11n: Up to Mbps
= g data rate) 300Mbps 802.11n: up to
300Mbps
Qo C
8 3 |35dBmERP
= S E | (802.11b/g), 34 dBm N.A. 24 dBm 36 dBm EIRP 25 dBm
= & 5 |ERe
e -
o o Patented, Layer 3 Routing,
° £ Patented, Layer 2, Patented, Layer 2, Patented, Layer 2,
w9 ) Layer 2, . . 802.1q/p, DynDNS,
S = hybrid . hybrid hybrid .
o £ hyb
S s . . ybrid . . . . DHCP server/client,
o 8 proactive/reactive ) proactive/reactive proactive/reactive .
€ 2 . proactive/rea . . BOOTP Client, PPPoE
s c routing i i routing routing
a o ctive routing and LLDP
. On board IDS, and
. . 802.11e, weighted
o 802.11e, weighted fair . . secure guest hotspot
T 0o . fair queuing and IP
T © queuing and IP . access
85 . 802.1p precedence bits (ToS) | 802.11e QoS
2 precedence bits (ToS) . WMM, WMM-
T » . supported via DSCP
o supported via DSCP UAPSD, 802.1p,
(MEA: 802.11p) .
Diffserv and TOS
Tabla 3 Productos MotoMesh de Motorola.
4.2.ORINOCO

Dentro de la solucibn ORINOCO [33] ofrecen diferentes puntos de acceso

Mesh con capacidad para entregar datos de forma flexible y fiable a redes de

voz y video de areas metropolitanas y con aplicacion a redes empresariales

Wi-Fi como se aprecia en la figura 8. La comparacién de los productos que

ofrece la empresa se encuentra en la tabla 4.
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Tsunami™
MP.11 5054-3UR

Figura 8 Solucion Mesh metropolitana y empresarial ORINOCO.[33]

DISPOSITIVOS MESH DE ORINOCO

° ORINOCO AP- ORINOCO AP- ORINOCO AP-
< ORINOCO AP-4000MR ORINOCO AP-49500M
3 4000M/AP-4000 4000MR-LR 4900MR-LR
=
8 Indoor Outdoor Outdoor Indoor Outdoor
2
802.11B/G: 2.472 to
802.11B/G: 2.412 to | 802.11B/G: 2.412 to
.3 2.462 GHz
2 2.472 GHz 2.472 GHz
o 802.11B/G:2.412 | 802.11A:5.25t05.35 | 802.11B/G: 2.472 to
3 802.11A:5.15 to 802.11A:5.15 to
o t0 2.472 GHz GHz (FCC UNII 1 and 2.462 GHz
x 5.25GHz, 5.25 to 5.25GHz, 5.25 to
o 802.11A:5.745t0 | UNII2),5.725t05.85 | 4.9 GHZ: 4.94 to
o 5.35GHz, 5.47 to 5.35GHz, 5.47 to
” 5.85 GHz GHz (FCC UNII 3 ISM) 4.99 GHz (FCC Only)
8 5.725GHz, 5.85 to 5.725GHz, 5.85 to
c 4.9 GHZ: 4.94 to 4.99
o 6.08 GHz 6.08 GHz
@ GHz (FCC Only)
E IEEE 802.11i and IEEE 802.11i and AES IEEE 802.11i and IEEE 802.11i and AES IEEE 802.11i and
.5 AES Encryption Encryption AES Encryption Encryption AES Encryption
3
c
Nl
%)
g '—; OFDM; DSSS OFDM; DSSS OFDM; DSSS OFDM; DSSS OFDM; DSSS
o T
a O
2
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Tasa de transferencia

802.11B:1, 2,5.5,
11 Mbps
802.11G: 6,9, 12,
18, 24, 36, 48, 54
Mbps
802.11A:6,9, 12,
18, 24, 36, 48,54
Mbps

802.11B:1,2,5.5,11
Mbps

802.11G: 6,9, 12, 18,
24, 36, 48, 54 Mbps
802.11A:6,9, 12, 18,
24, 36, 48, 54 Mbps

802.11B:1, 2,5.5,
11 Mbps
802.11G: 6,9, 12,
18, 24, 36, 48, 54
Mbps
802.11A:6,9, 12,
18, 24, 36, 48, 54
Mbps

802.11B:1,2,5.5,11
Mbps

802.11G: 6,9, 12, 18,
24, 36, 48, 54 Mbps
802.11A:6,9, 12, 18,
24, 36, 48, 54 Mbps

802.11B:1,2,5.5,
11 Mbps
802.11G: 6,9, 12,
18, 24, 36, 48, 54
Mbps

o < | +20 dBm for +24 dBm for +20 dBm for all
T © +20 dBm for 802.11b, +18 dBm for 802.11g .
c .8 2| 802.11b, +18 dBm 802.11b, +24 dBm modulations on 4.9
E 2 E +18 dBm for 802.11g and 802.11a/4.9 GHz;
‘% @ 2| for802.11gand for 802.11g and GHz; +24 dBm for
W8 ® and 802.11a +20 dBm for 802.11b
S & 5| 80211a 802.11a 802.11b/g
N

g B0 ) ) Maximum . .

5 ¢ Maximum 9 Watts Maximum 9 Watts Maximum 10 Watts Maximum 20Watts

2 g 20Watts

o o

O T

o O

=

) . . .. .z .z

% E Informacion no Informacion no Informacion no Informacion no Informacion no

8 s suministrada suministrada suministrada suministrada suministrada

S £

a o

Calidad de Servicio

Draft IEEE 802.11e
support along with
802.1p and 802.1q
improve
performance of
video and voice
application

Draft IEEE 802.11e
support along with
802.1p and 802.1q
improve

performance of video
and voice applications

Draft IEEE
802.11e support
along with 802.1p
and 802.1q
improve
performance of
video and voice
applications

Draft IEEE 802.11e
along with 802.1p
and 802.1q improve
performance of
video and voice
application

Draft IEEE 802.11e
along with 802.1p
and 802.1q improve
performance of
video and voice
application

Tabla 4 Productos ORINOCO.

4.3.BelAir Networks

En Ontario, Canada la empresa BelAir Networks [34] brinda por medio de

802.11b cobertura a amplias zonas ofreciendo soluciones de enrutadores con 3

radios incorporados, arreglos de 8 antenas direccionales, y balance de cargas.

Una de sus aplicaciones relevantes es el monitoreo dentro de vehiculos que

vigjan a 240Kph usando nodos BelAirl00M que crean la infraestructura como

se aprecia en la figura 9. También puede ser usada para dar servicio

inalambrico dentro del vehiculo. La comparacion de los productos de BelAir se

muestra en la tabla 5.
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Figura 9 Solucién Mesh para Monitoreo vehicular de BelAir Networks.[34]

DISPOSITIVOS MESH DE BELAIR NETWORKS

BelAir100SNE

. . BelAir200 .
BelAir100M . BelAir100T . BelAir100N . Strand-
. BelAir20M . Wireless . BelAir100LP LTE
K] Mobile Mesh . . Wireless . . Wireless Access . Mounted
] Mobile Bridge ” Multi-service . Picocell .
3 Node Mesh Node . Point Wireless Access
s Switch Router .
Point
g Outdoor Outdoor Outdoor Outdoor Outdoor Outdoor Outdoor
2
Dual 2.4/5 GHz
IEEE Wi-Fi, WiMAX, 2.4 GHz, 5 GHz, radios and
802.11a/b/g. dual-band 2.4 2.3GHz, 2.5 Cellular, and 4.9 | 4.9 GHz Public Frequency Dual 2.4/5 GHz
ual-band 2.
o .® | 4.9 GHzPublic = GH Y GHz and 4.9 GHz Public Safety and 5.9 Bands 700, 800, | radios 802.11n
Q z
-E S | Safety, 5.9 GHz Safety GHz ITS 1700/2100, Wi-Fi radios
2 § GHz ITS spectrums. Spectrums 1800, 1900,
© o
o u 2600MHz




Authenticatio

Authentication:

Authentication:

Authentication:

Authentication:

Authentication:

Authentication:

n: 802.1x
(RADIUS) and 802.1x (RADIUS) | 802.1x (RADIUS) | 802.1x (RADIUS) | 802.1x (RADIUS) | 802.1x (RADIUS) | 802.1x
an
and EAP and EAP and EAP and EAP and EAP (RADIUS) and
EAP methods
. methods methods methods methods methods EAP methods
Encryption: X X X X X i
WEP 64 and Encryption: Encryption: Encryption: Encryption: Encryption: Encryption:
an
128 bit, TKIP / WEP 64 and 128 | WEP 64 and 128 | WEP 64 and 128 | WEP 64 and 128 | WEP 64 and 128 | WEP 64 and
l ) B . . . . .
MIC bit, TKIP / MIC bit, TKIP / MIC bit, TKIP / MIC bit, TKIP / MIC bit, TKIP / MIC 128 bit, TKIP /
er
802 ’1) per 802.1x, per 802.1x, per 802.1x, per 802.1x, per 802.1x, MIC per 802.1x,
1x, . . . . . .
802.11i AES 802.11i AES 802.11i AES 802.11i AES 802.11i AES 802.11i AES 802.11i AES
A1
e MAC add MAC address MAC address MAC address MAC address MAC address MAC address
address
2 access control access control access control access control access control access control
o access control | . . . . .
[} . lists lists lists lists lists lists
v lists
2.4GHz
e up to 19 dBm transmit
o € . Up to 38 dBm
oS © EIRP (17 dBm) and Transmit Power .
o B Unknown . Unknown Unknown EIRP transmit
S E 5GHz receive (- up to 2W
c & power
3 c e up to 30dBm 93dBm)
o QP
a & EIRP
2 “260 Mbps in 8
e “260 Mbps in 8 bonded P
o onde
€ 5 | Unknown 600Mbps Unknown 600Mbps Unknown bonded 44annel
w ‘G L, 44annel
a S operation” o
S 5 operation
©
o ‘m
§ E’ 23 Watts 16,8 Watts Unknown 58 Watts 24 Watts 60 Watts 28 Watts
(7]
§ o
O T
o O
S e
"
% 'qé Informacién no Informacion no Informacién no Informacién no Informacién no Informacién no | Informacién no
e g suministrada suministrada suministrada suministrada suministrada suministrada suministrada
° S
&35

Tabla 5 Productos BelAir Networks.

4.4 Firetide

Firetide [35] ubicado en Hawaii y Silicon Valley, USA, ofrece conectividad en
capa 2, tanto en ambientes indoor como outdoor, con protocolos propietarios,
trabajando en las bandas 2.5GHz y 5 GHz, variando la potencia de transmisién
e implementando protocolos de seguridad WEP y software de gestion aptos

para la soportar video, voz y datos sobre la red. La solucion que ofrecen se

44




acomoda perfectamente para la ampliacion de una red existente e integrarla

con otras como se observa en la figura 10.

~

Wi-Fi Clients

“dmd
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///// Mesh2 W

Internet

Vs W

Bonded

VolP
9

HotPoint
Access Point

HotView Pro™

MeshBridge™ i P
[ tonnerﬁgn @\} Surveillance Management
Cameras Software
Figura 10 Solucién empresarial de Firetide. [35]
DISPOSITIVOS FIRETIDE MESH
HotPort 6100- HotPort 6200-
° HotPort 6102 - HotPort 6202 -
< HotPort 7010 HotPort 7020 . . 900 - Dual- 900 - Dual-
S Dual-radio Dual-radio . .
o radio radio
=
Indoor Outdoor Indoor Outdoor Indoor Outdoor
2
[
902 — 928 Mhz 902 - 928 Mhz
2.412-2.483 2412 -2.483
2.412-2.483 2.412 -2.483 2.412-2.483
GHz GHz
GHz GHz GHz
4.94 - 4.99 GHz 4.94 - 4.99 GHz
4.94 —4.99 GHz . . 494—-499GHz | 4.94-4.99 GHz
2.412 -2.483 GHz . (US public safety | (US public safety . .
(US public (US public (US public
5.15-5.25 GHz band) band)
o safety band) safety band) safety band)
S 5.25-5.35GHz 5.15-5.25 GHz 5.15-5.25 GHz
S 5.25-5.35GHz 5.15-5.25GHz | 5.15-5.25GHz
3 5.470 - 5.725 GHz 5.25-5.35 GHz 5.25-5.35 GHz
S 5.470-5.725 5.25-5.35GHz | 5.25-5.35GHz
& 5.725-5.850 GH 5.470-5.725 5.470-5.725
o GHz 5.470-5.725 5.470-5.725
° GHz GHz
»n 5.725-5.850 GHz GHz
3 5.725-5.825 5.725-5.825
c GH 5.725-5.825 5.725-5.825
© GHz GHz
o GHz GHz
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40 bit, 104 bit 40 bit, 104 bit 40 bit, 104 bit 40 bit, 104 bit 40 bit, 104 bit
40 bit, 104 bit WEP keys 128 WEP keys WEP keys WEP keys WEP keys
WEP keys 128 bit, | bit, 256 bit AES 128 bit, 256 bit 128 bit, 256 bit 128 bit, 256 bit 128 bit, 256 bit
256 bit AES keys keys (WPA2, AES keys AES keys AES keys AES keys
(WPA2, end-to- end-to-end (WPA2, end-to- (WPA2, end-to- (WPA2, end-to- | (WPA2, end-to-
end data) data) end data) end data) end data) end data)
MAC address MAC address MAC address MAC address MAC address MAC address
filtering filtering filtering filtering filtering filtering
Digitally signed Digitally signed Digitally signed Digitally signed Digitally signed Digitally signed
- firmware files firmware files firmware files firmware files firmware files firmware files
ﬁ Digital certificates | Digital Digital Digital Digital Digital
& on nodes certificates on certificates on certificates on certificates on certificates on
b nodes nodes nodes node node
o 2
s S | Firetide Firetide Firetide Firetide Firetide Firetide
§ g AutoMesh™ AutoMesh™ AutoMesh™ AutoMesh™ AutoMesh™ AutoMesh™
% § Protoco Protoco Protoco Protoco Protoco Protoco
5
up to 400 mW up to 400 mW
25 for 2.4/5 Ghz for 2.4/5 Ghz
© ‘» | upto400 mW per | upto400 mW . .
S E up to 400 mW up to 400 mW radio & 630 radio & 630
c £ | stream per stream
g £ mW for 900 mW for 900
o © . .
a s Mhz radio Mhz radio
()]
el
o
€ o | 30Watts 48 Watts 27 Watts 45 Watts 27 Watts 45 Watts
S ‘oo
23
o ¢
O o
v O
T e
17
—g 'qg’ Informacién no Informacién no Informacién no Informacién no Informacién no Informacién no
e S suministrada suministrada suministrada suministrada suministrada suministrada
S £
a o
3
- © | QoS$802.1p QoS 802.1p QoS 802.1p QoS 802.1p QoS 802.1p QoS 802.1p
3 2
5 3

Tabla 6 Productos Firetide

4.5.Tropos Networks

La empresa Tropos Networks [36] implemento a una escala mayor la solucion

llamada MetroMesh la cual se basa en una arquitectura de red que utiliza

estandares abiertos de

radio y comunicaciones
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infraestructura fisica comun que le permita a una ciudad trabajar en diferentes
aplicaciones incluyendo Smart Grid, sistemas de transporte inteligente, video
vigilancia y seguridad publica como se puede apreciar en la figura 11.

\
I tropos 6320

@ Mobile Worker

e = 802,11 a/b/g/n

= == Alternative wired/wireless

@ Wired Collector

Figura 11 Solucién municipal MetroMesh de Tropos Networks.[36]

MetroMesh utiliza Routers optimizados de Tropos con un sistema operativo
propietario apto para Mesh que hace que la red sea muy resistente, tenga
rendimiento escalable, de alto rendimiento, y la arquitectura de red segura que
es escalable y econdémica. La tabla 7 muestra la comparacion entre los

dispositivos de la empresa.

DISPOSITIVOS METROMESH DE TROPOS NETWORKS

Modelo

7320 6320/6310 5320 9532 4310 3320/3310

Tipo

Outdoor Outdoor Outdoor Outdoor Outdoor Indoor
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Available in

s 3 . single (2.4
o < Dual-band 2.4 Dual-band 2.4 Dual-band 2.4y 5 Dual-band 2.4y 4.9 Single-band GHz) or dual-
T 3 y 5 GHz y 5 GHz GHz GHz 2.4Ghz .
39 radio (2.4/5
&
GHz)
¢ 802.11g/n: ¢ 802.11g/n -
¢ 802.11g/n: OFDM (64- OFDM (64-
OFDM (64- M, 16- AM, 16-
I QAM (16 Qiﬁ/l QPSK 802.11g - OFDM ® 802.11g - OFDM 802.11 QiM QPSK
© - . . - . . - X :
£ ’ G & (64-QAM, 16-QAM, y
= QAM, QPSK, BPSK) (64-QAM, 16-QAM, QPSK. BPSK] OFDM (64- BPSK)
s BPSK) * 802.11b: QPSK, BPSK) 202 1'1b DSSS QAM, 16- *802.11b —
0 . . -
3 ©802.11b - DSSS (DBPSK, ® 802.11b - DSSS (DBPSK, DQPSK QAM, QPSK, DSSS (DBPSK,
1§ DSSS (DBPSK, DQPSK, CCK) (DBPSK, DQPSK, C(’ZK) ’ BPSK) 802.11b | DQPSK, CCK)
s DQPSK, CCK) ¢ 802.11a/n: CCK) $02.11a - OFDM - DSSS (DBPSK, ¢ 802.11a/n -
L] . a -
© * 802.11a/n: OFDM (64- ¢ 802.11a - OFDM DQPSK, CCK) OFDM (64-
S (64-QAM, 16-QAM)
iZ OFDM (64- QAM, 16- (64-QAM, 16-QAM) QAM, 16-
QAM,16-QAM) QAM, QPSK, QAM, QPSK,
BPSK) BPSK)
Authentication | Authentication Authentication | Authentication
: WPA, WPA2, : WPA, WPA2, : WPA, WPA2, : WPA, WPA2,
802.11i, 802.11i, L Authentication: 802.11i, 802.11i,
Authentication: .
RADIUS, RADIUS, . 802.11i, WPA, RADIUS, RADIUS,
802.11i, 802.1x
802.1x 802.1x . . WPA2, 802.1x 802.1x 802.1x
- . . (including EAP- . . . .
© (includes EAP- (includes EAP- (including EAP- (includes EAP- | (includes EAP-
-] TLS/TTLS/SIM/PEAP
5 TLS, EAPTTLS, TLS, EAPTTLS, ) TLS/TTLS/SIM/PEAP TLS, EAPTTLS, TLS, EAPTTLS,
o EAP-SIM, EAP-SIM, ) ) EAP-SIM, EAP-SIM,
v Encryption: Open, .
PEAP) PEAP) Encryption: Open, PEAP) PEAP)
k k WEP, TKIP, AES i i
Encryption: Encryption: WEP, TKIP, AES Encryption: Encryption:
Open, WEP, Open, WEP, Open, WEP, Open, WEP,
TKIP, AES-CCM | AES-CCM, TKIP AES-CCM, TKIP | AES-CCM, TKIP
.2
o ©
c 9
a E| cSMA/CAwith | CSMA/CA with . . CSMA/CA with | CSMA/CA with
o ® CSMA/CA with ACK | CSMA/CA with ACK
S o ACK ACK ACK ACK
S 2
= o
o
(5]
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e ETSI/EU 5-20

e ETSI/EU 5-20

 ETSI/EU 20dBm

e ETSI/EU 5-20

dBm (EIRP) set (EIRP)
. . dBm (EIRP) set dBm (EIRP) set
in 1 dB units; ) _ FCC/IC 36dBm ) :
in 1 dB units; in 1 dB units;
FCC/IC 21-36 (EIRP)
c FCC/IC 20-35 FCC/IC 20-35
6 | dBm (EIRP) set ¢ ETSI/EU 29dBm
@ . . dBm (EIRP) set dBm (EIRP) set
€ in 1 dB units . . (EIRP) . .
7 in 1 dB units in 1 dB units
s ® ETSI/EU 15- FCC/IC 43dBm * 36dBm (EIRP)
4 e ETSI/EU 15- . * 36dBm (EIRP) * ETSI/EU 15-
“ | 30dBm (EIRP) (EIRP) point-to- « 29dBm EIRP
g ) 30 dBm (EIRP) ) 30 dBm (EIRP)
© factory-setin 1 X point i
S . setin1dB . setin1dB
c dB units; . 36dBm (EIRP) point- .
o units; FCC/IC o units; FCC/IC
° FCC/IC 20-35 to-multipoint,
a 19-34 dBm 19-34 dBm
dBm (EIRP) . sector .
. (EIRP) setin 1 . (EIRP) setin 1
factorysetin 1 . 33dBm (EIRP) point- .
. dB units L . dB units
dB units to-multipoint, omni
g8
g 9
S E PWRP PWRP PWRP PWRP PWRP PWRP
25
e £
a o
8
v ©
'g | 54 Mbps con - 54 Mbps con - 54 Mbps con -76 54 Mbps con -76 54 Mbps con- | 54 Mbps con -
é “E 84dBm 84dBm dBm dBm 76 dBm 76 dBm
Ju
Tabla 7 Productos Tropos Networks
4.6. Strix Systems
Strix Systems [37] dedicada exclusivamente a las soluciones de Redes

Inalambricas Mesh de alto rendimiento tiene una arquitectura modular que

soporta varios radios, varios canales y varias tecnologias de radiofrecuencia,

apta para prestar servicios e implementarse en ciudades grandes y redes con

cobertura nacional. De acuerdo como se muestra en la figura 12 la solucion

Mesh de Strix Systems pretende ser expandible y robusta para satisfacer

diferentes servicios tanto a dispositivos cercanos, en el medio y de ultima milla.
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Figura 12 Solucion de convergencia bandas de frecuencia de Strix Systems.[37]

DISPOSITIVOS MESH DE STRIX SYSTEMS

o
§ A1N5600 OWS Outdoor MWS100HSX HSX Hot Zone EWS Edge
=
é- Outdoor Outdoor Outdoor Outdoor Outdoor

g8

w £ 2.4 GHz, 4.9 GHz, 5 2.4 GHz, 4.9 GHz, 5 Dual-band 2.4 y Single-band

& 8| 2.4GHz 49 GHz, 5GHz

€ B GHz GHz 4.9 GHz 2.4Ghz

@ &

e Orthogonal ¢ Orthogonal

:E, Frequency division e 802.11a/4.9 - Frequency Division

8 Multiplexing(OFDM) BPSK, QPSK, 16 QAM, | e Multiplexing

'§ t_g e BPSK,QPSK,16-QAM, 64 QAM (OFDM)

E 2| 64-0AM « 802.11g — DBPSK, « (BPSK, QPSK, 16-

'g e 802.11b - DSS(QPSK, DQPSK, CCK QAM, 64-QAM)

-f:" BPSK,CCK ) * 802.11b — DSS

(BPSK, QPSK, CCK)
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Authentication: 802.1x
support, RADIUS — Up
to 2 RADIUS servers per
BSSID, RADIUS Client

Authentication:
802.1x support,
including RADIUS

Authentication:
802.1x support,
RADIUS —Up to 2
RADIUS servers per
BSSID, RADIUS Client

P ) P WPA-PSK, WPA2- | WPA-PSK,
- Functionality, EAP- client, EAP-MD5, EAP- | Functionality, EAP-
© PSK, WEP, TKIP, WPA2-PSK,
° MDS5, TLS, TTLS, PEAP, TLS, and PEAP-TTLS, MDS5, TLS, TTLS, PEAP,
5 AES, MAC Address | WEP, TKIP, AES,
&0 WPA, WPA2, PSK, ACL, WPA2 WPA, WPA2, PSK,
o . . . ACL MAC Address
n Strix Access/One Encryption: IEEE ACLs, Strix AcL
Encryption: Backhaul: 802.11i with AES and | Access/One
AES CCM, Client: AES, WEP Encryption: Backhaul:
TKIP and WEP AES CCM, Client: AES,
TKIP and WEP
2
i
H4 802.11a/g/4.9 - 802.11a/g/4.9 —
§ ® | Unknown g/ ¢/ Unknown Unknown
S 9 OFDM OFDM
“ g
= o
o
©
o ¢ | Upto27ds 802.11a: 26 dBm
o m
s 6| PO~ (802.11a/g/4.9): 26 4.9 GHz: 30 dBm
B .82 | Transmit Power Control Up to 26 dBm, 802.11b/g: 26
e E dBm 802.11b/g: 26
g 2| byldb 400mwW dBm
o © dBm
a5
8
o o
T 9 | Upto300 Mbps-64 54 Mbps con -75 54 Mbps con -
9 @ 54 Mbps con -75 dBm | 54 Mbps con -74 dBm
© % | dBm dBm 72 dBm
- c
©
=
g2
® g
% ‘e Informacién no Informacién no Informacién no Informacién no Informacién no
§ .g suministrada suministrada suministrada suministrada suministrada
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Tabla 8 Productos Strix Systems

4.7.Netkrom Technologies

Netkrom Technologies [38] es una empresa americana que ha incursionado en

soluciones

inalambricas en diferentes paises del

mundo

incluyendo

Latinoamérica. En cuanto a Redes Mesh la empresa ofrece una solucion

llamada MetroMesh en la capa 3 que realiza cambio de bandas de radio de

una red comun de una red estandar Wi-Fi para ofrecer servicios de Internet
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movil, vigilancia de video, acceso a Internet de banda ancha en residencias y
pequefios negocios, y acceso de telefonia IP. Ademas ofrecen una solucion
municipal a ciudades o pueblos que no tengan otra fuente de acceso,
instalando nodos MetroMesh en lo alto de los edificios para tener cobertura
dentro del area de la ciudad hasta el suelo. Se benefician igualmente los
residentes del edificio donde exista un nodo, ya que pueden tener acceso a
través de la tecnologia “Ethernet over Powerline” obteniendo una conexién de
hasta 10MB. El tiempo de saltos que tomaria para un usuario salir a la
infraestructura inalambrica y llegar a un nodo principal no supera los 10ms.
Igualmente el sistema ha sido probado ingresando desde vehiculos que viajan
a 140km/h.

Figura 13 Solucién municipal de Netkrom Technologies.[38]

DISPOSITIVOS DE NETKROM TECHNOLOGIES
3 ISPAIR Multi-band B Station 500
3 Multi-band Backhaul/AP Dual Radio . ulti-band Base Station
o Series
=
)
.'g- Outdoor Outdoor
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Tabla 9 Productos de Netkrom Technologies.
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4.8. SkyPilot

SkyPilot [39] es una empresa con base en Santa Clara, California que ofrece a
nivel mundial una solucién llamada SyncMesh que se caracteriza por ser
robusta y ofrecer diferentes tipos de servicio dentro de un &rea extendida.
SyncMesh es escalable, reduce el tiempo de disefio de la red y es compatible

con otros sistemas de redes.

Figura 14 Solucion SyncMesh de SkyPilot.[39]

DISPOSITIVOS DE SKYPILOT

SkyPilot Gateway SkyPilot Gateway DualBand SkyPilot Gateway TriBand

Modelo
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Tabla 10 Productos de Skypilot.

4.9.0pen-Mesh

Open-Mesh [40] es una empresa establecida desde el 2007 que ofrece una
solucion que dice ser de bajo costo para dar conectividad de Internet en

cualquier lugar que se necesita, ya sea en un hotel, un apartamento, una

55



oficina, el vecindario, centro comercial, café como por ejemplo. Ofrecen todos
los componentes necesarios desde los puntos de acceso, enchufes y software
para el montaje de la red. La empresa tiene soluciones alrededor del mundo

como se observa en la figura 15.
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Our networks put WiFi where people live, work, 0 QE
and play all over the world. 6
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Figura 15 Lugares donde se encuentra la solucion Open-Mesh [40]

DISPOSITIVOS OPEN-MESH

MR500 OoM1P

Modelo

Outdoor Indoor / Outdoor

Tipo

2.4 & 5Ghz 2,4 GHz

Bandas de
frecuencia

Informacion no suministrada Informacion no suministrada

Protocolos de
enrutamiento

WPA2 / WPA-Enterprise WPA encrypted.

Seguridad
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Tabla 11 Productos de Open-Mesh

4.10. Arrow Span

ArrowSpan Inc. [41] es una empresa fundada en 2005 la cual desarrolla
equipos para redes MESH de alto rendimiento, ofreciendo productos multi-
radio para el disefio de redes Wi-Fi MESH y movil MESH, dando solucion a
espacios indoor y outdoor ofreciendo un alto nivel de escalabilidad y seguridad
en sus sistemas, con productos como el Quad RF MeshAP 3800 y el 700MHz
mobile MESH 7700.
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Figura 16 Solucién ArrowSpan [41]
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Tabla 12 Dispositivos ArrowSpan
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4.11. Cisco Wireless MESH

Cisco Wireless Mesh Networking Solution [42] ofrece una solucién con alta
escalabilidad, despliegue de seguridad, capacidad de redes outdoor
metropolitanas MAN para acceso publico, asi como extensiones Wi-Fi outdoor
para redes empresariales. Esta es una solucién robusta de alto rendimiento de
facil despliegue, escalabilidad, movilidad asi como politicas y protocolos de

funcionamiento unificados para soluciones de redes indoor y outdoor.

Estas es una solucion de tipo empresarial que busca agilizar los flujos de
trabajo, disminuir la necesidad de mano de obra y aumentar la productividad de

las empresas en las ciudades y en el campo.
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. Wireless LAN @’_.Q//

Controller [

Point-to-Multipoint
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(] (]

Hot Zones p—— 4

Hotspots

Figura 17 Despliegue de Dispositivos Cisco [42]

DISPOSITIVOS DE CISCO
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2.401t02.473 GHz; 11
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© 4.940 to 4.990 GHz;
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Differential Binary Phase
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Sequence Spread Scheme (MCS) 802.11g Mbps
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% 802.11g: OFDM Divisional Multiplexing Mbps
5 (OFDM):
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g modulation (QAM) at 24
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Seguridad

Wireless
bridging/Mesh

X.509 digital
certificates

MAC address
authentication
Advanced Encryption
Standards (AES),
Temporal Key Integrity
Protocol (TLIP)
Wireless access
802.11i, Wi-Fi
Protected Access
(WPA2), WPA

802.1X authentication,
including Extensible
Authentication
Protocol and Protected
EAP (EAP-PEAP),
EAP-Transport Lauer
Security (EAP-TLS),
EAP-Tunneled TLS
(EAP-TTLS), and Cisco
LEAP

Advanced Encryption
Standards (AES),
Temporal Key Integrity
Protocol (TLIP) VPN
pass-through

IP Security (IPsec),
Layer 2 Tunneling
Protocol (L2TP)

MAC address filtering

Wireless bridging/Mesh
X.509 digital certificates
MAC address
authentication

Advanced Encryption
Standards (AES), Temporal
Key Integrity Protocol
(TLIP)

Wireless access

802.11i, Wi-Fi Protected
Access (WPA2), WPA
802.1X authentication,
including Extensible
Authentication Protocol
and Protected EAP (EAP-
PEAP), EAP Transport
Lauer Security (EAP-TLS),
EAP-Tunneled TLS (EAP-
TTLS), and Cisco LEAP
Advanced Encryption
Standards (AES), Temporal
Key Integrity Protocol
(TLIP)

VPN pass-through

IP Security (IPsec), Layer 2
Tunneling Protocol (L2TP)
MAC address filtering

Cisco Wireless Security
Suite supporting WPA and
WPA2, including:
Authentication:
Management frame
protection provides for
the authentication of
802.11 management
frames by the wireless
network infrastructure.
This allows the network to
detect spoofed frames
from access points or
malicious users
impersonating
infrastructure access
points. If an access point
detects a malicious attack,
an incident will be
generated by the access
points and reports will be
gathered on the Cisco
wireless LAN controller,
Cisco WCS, or CiscoWorks
WLSE.

802.1X support including
Cisco LEAP, Protected
EAP-Generic Token Card
(PEAP-GTC), PEAP-
Microsoft Challenge
Authentication Protocol
Version 2 (MSCHAPv2),
EAP Message Digest 5
(EAP MD5), EAP-Transport
Layer Security (EAPTLS),
EAP-Tunneled TLS (EAP-
TTLS), EAP-Subscriber
Identity Module (EAP-
SIM), and EAP-Flexible
Authentication via Secure
Tunneling (EAP-FAST) to
yield mutual
authentication and
dynamic per user, per-
session encryption keys
Encryption: WPA: Cisco
TKIP or WPA TKIP; key
hashing (per-packet
keying), MIC and
broadcast key rotation
WPA2: AES (802.11i)

Cisco Wireless Security
Suite, including:
Authentication

802.1X support
including LEAP to yield
mutual

authentication and
dynamic per-user, per-
session

encryption keys
Encryption

Support for static and
dynamic IEEE 802.11
WEP keys of 40 bits
and 128 bits

WPA TKIP and Cisco
TKIP enhancements:
key hashing (per
packet keying),
Message Integrity
Check (MIC), and
broadcast key rotation
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802.11a: 54, 48, 36, 24,
18,12, 9, 6 Mbps
802.11b: 11,5.5,2,1
Mbps 802.11g: 54, 48, | 902:112:6,9,12,18,
36,24, 18,12, 9, 6 24, 36, 48, and 54
8 Mbps Mbps .
2 4.9 GHz: 802.11g:1,2,5.5,6,9, Data rates of 54 Mbps in Data rates up to 54
S . :
:._-, 5 MHz: 13.5, 12, 9, 6, 4. 11,12, 18, 24, 36, 48, the 2.4-GHz band Mbps
2 5,3, 2.25, 1.5 Mbps and 54 Mbps
s 10 MHz: 27, 24, 18, 12, 802.11n data rates (2.4
g 9, 6,4.5,3 Mbps GHz and 5 GHz)
v
° 20 MHz: 54, 48, 36, 24,
T
- 18,12, 9, 6 Mbps
2.4 GHz
802.11b (CCK)
28 dBm with 2 antennas 802.11b:
802.11g (non HT duplicate | 100 mw (20 dBm)
mode) 50 mW (17 dBm)
28 dBm with 2 antennas 30 mW (15 dBm)
802.11n (HT20) 20 mW (13 dBm) 250 mW (24 dBm)
28 dBm with 2 antennas 10 mW (10 dBm) 200 mW (23 dBm)
2.4GHz y 5GHz 28 dbm | 5 GHz 5 mW (7 dBm) 155 mW (22 dBm)
4.9GHz 20dbm 802.11a 1 mWw (0 dBm) 125 mw (21 dBm)
Maximum power 28 dBm with 2 antenr_1as 802.11g: 60 mW (18 dBm)
i i 802.11n non-HT duplicate | 30 mw (15 dBm) 30 mW (15 dBm)
s€ |ng.W| ve?ry. ) (802.11a duplicate) mode | 20 mw (13 dBm) 15 mW (12 dBm)
according to individual | 28 4Bm with 2 antennas 10 mW (10 dBm) Maximum power
c country regulations 802.11n (HT20) 5 mW (7 dBm) setting will vary
) . ) U
B 27 dBm with 2 antennas 1 mW (0 dBm) according to individual
g 802.11n (HT40) Maximum power setting country regulations
s 27 dBm with 2 antennas ) )
s . . will vary according to
. Maximum power setting - dividual
'g will vary according to individual country
S individual country regulations
3 regulations
°
Q.
-]
T
8 -g Informaciéon no Informacion no Informacién no Informacién no
§ I suministrada suministrada suministrada suministrada
S E
a o
Tabla 13 Dispositivos Cisco Wireless MESH
4.12. Disefio de en una Red MESH

Para escoger la mejor alternativa para desarrollar una Red Inalambrica MESH

se deben tener en cuenta varios factores. Primero se debe tener claro los

elementos necesarios para crear la red, los cuales se muestran a continuacion:
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Nodo Mesh: Los nodos MESH son los que conforman la infraestructura de la
red y los encargados de establecer las mejores rutas y de soportar la
comunicacién. Estos dispositivos implementan funcionalidad de los

controladores inalambricos dependiendo del fabricante.

Punto de acceso: Ademas de tener la funcionalidad de un nodo MESH, tiene

la funcién de dar acceso a los clientes a la infraestructura.

Puerta de enlace: La puerta de enlace o Gateway permite la salida de la red a

una red externa (Internet).

Software de gestidén: Es necesario un software de gestién y administracion de
la red que permita conocer la operatividad de los nodos, mostrar las
conexiones y propagar los cambios en las configuraciones realizadas. La
mayoria de las soluciones MESH presentadas anteriormente ofrecen un

software de gestion para el control de sus dispositivos.

Todas las soluciones tienen sus ventajas y desventajas por lo que depende de
las necesidades de cada usuario para escoger la mejor opcién. Factores como
la facilidad de administracion de la red, la implementacion, la escalabilidad de
la red, el soporte técnico, soporte de servicios de tiempo real, deben ser

tenidos en cuenta.

A titulo personal de los autores, se considera que una de las soluciones MESH
gue se podria implementar en Colombia es la de Motorola con MotoMesh. Si
se observan los cuadros comparativos, la mayoria de empresas ofrece
dispositivos con soporte de doble radio (2.4Ghz - 5Ghz), una para
interconectar nodos y la otra para los usuarios. La solucion MotoMesh ademas
de tener este servicio se destaca por su algoritmos de seguridad y ademas por
ser muy flexibles con disefios livianos y pequefios. Entre su oferta se puede
destacar el AP 7181 el cual puede ser facilmente instalado en edificios, techos
y postes de luz, reduciendo el tiempo requerido para la implementacion.
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Motorola ademas de ser una empresa bien posicionada en el mundo, ofrece su
solucion MotoMesh en Latinoamérica lo cual es importante ya que
seguramente se puede tener acceso y soporte a la solucion en las
instalaciones de Motorola en el pais. La solucibn MOTOMESH Duo fue
seleccionada como finalista en el Grupo de Disefio de Redes y Servicios,
dentro de la categoria Servicios Inalambricos Mdviles de Redes, por su
implementacién en un proyecto de investigacion y educacion en China,
ademas de obtener el premio de Eos Excellence of Achievement Award de
NXTcomm [43].
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CONCLUSIONES

A pesar de que las Redes Inalambricas Mesh son una solucién compatible
con otras tecnoldgicas cableadas e inalambricas existentes y se han
realizado diferentes actividades de estandarizacion, aun no se encuentra el
estandar IEEE 802.11s definitivo que se reconozca a nivel mundial, lo que
ha dado paso a la implementacién de la tecnologia por parte de empresas
gue no estan vinculadas al proceso de estandarizacion como BelAir
Networks, Tropos Networks y Strix Systems, a desarrollar protocolos
propietarios para sus dispositivos inalambricos. Como consecuencia los
dispositivos de diferentes fabricantes no se pueden interconectar entre si,

perjudicando la expansion de las Redes Mesh.

Dentro de los productos ofrecidos en las soluciones empresariales se
encuentran dispositivos que tienen multiples interfaces de radio y diferentes
canales, con lo cual se aumenta la capacidad de las Redes Mesh,
dedicando asi un radio para la interconexion de las diferentes interfaces
alambicas e inalambricas y los demas canales para la comunicacién de los
Routers y clientes Mesh. Igualmente se debe considerar el aumento de
consumo de energia que implica tener un mismo nodo con mdultiples radios

incorporados.

Se debe tener en cuenta los requerimientos de la red para la seleccion de
un protocolo de enrutamiento ya que a pesar de que una Red Mesh puede
soportar protocolos ya existentes como los tradicionales RIP y OSPF, la
mayoria no tienen un buen desempefio sobre esta. Utilizar un protocolo de
enrutamiento hibrido como el HWMP que combine las caracteristicas de
los protocolos proactivos y reactivos es la recomendacion de la ultima
revision IEEE 802.11s.
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Existen diferentes empresas en el mundo que han trabajado en el
desarrollo de la tecnologia y la utilizan para proveer servicios en muchas
aplicaciones como acceso a Internet de banda ancha, aplicaciones de voz y
video, conectividad en medios de transporte a altas velocidades, vigilancia,
y han demostrado que son una opcion que le hace contrapeso a las

tecnologias actuales WLAN, WMANSs y sistemas 3G.

En Colombia la implementacién de una Red Mesh puede ser una buena
alternativa de negocio para ofrecer servicios municipales al estado,
servicios de acceso a Internet en areas rurales y para empresas privadas

donde es complejo y costoso llegar con una solucion cableada.
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ANEXO 1 Hojas de Especificaciones Motorola

FRODUCT EPEC SHEET
APl
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WiNiG 5 ENABLED OUTD0R 892 TIN MESH ACCESS POINT

AP 7161

Ersakthrough your wals and extend 1o the outdoors with WiNG 5 and the AP 7161, delivering nggedized cutdoor
Eari:msma and the abiity to defend your perimeters from intrusion. APT1E1 brings b:ﬂ:iar the lsbsst in S02.11n
3 MM tri-radio design with 247 Irinueion probection sysiem Aiflefense bath in sofiware ard dedicated

seneor radio support, lg things can coms in small pclages.

T E L A
Mimiorola's WNEG B WLAK

CAPACITY AND PERFORMANCE

LEADING MESH DEPLOYMENTS

&P 7%1 haz been optimzed within the Motorak WiHG

G platfamn ba provide keading capadty, periarmance and
design andisidealiarindustid and enberprise campus, Wdea
murezilanee, public safety, and smartgrd utility deploymenis.

MOTOROLA MESHPATROL FERIMETER
INTRUSION SECURITY

Exrtending the indoar netwark 1 the oubda orsinoreases the
nzed o guard againet urw anied imruders and atiadors, and
mmnizr hepaformance snd s slabiity of mesh netwerks.
Inaddition 4 indusiny standand security for clients and

radip baddaul, the AP7 91 prov ides ru e perimeter s=oxity
usngziter &dedicabsd duabhand senzar or sofware mode
in2 4GH: and BGhz bands. Canoument around-ihe-clok:
duatband Hetwark & sauran o= sensing and wine less ratfois
provided togrher with spacinun analy sis — eininating e
need far separaie devices: The Imiagrated Wine less IPS sereor
option erabless the oo guratian o one radia for 247 raque
detection and termination, and twe others can simultansasly
b= dadicabed tnwireless diat aooess andfor meshing. Az a
resulk, enberprises can nowd eploy the most mbust Windess F3
walution while s2ving maney — the cast o purchase, deploy and
mina ge dedicried vasar handware is siminabsd.

INDUSTRIAL AND ENTERPRISE CAMPUS
DEPLOYMENTS

The: AP TIE1, specifical byd evigresd for cutdaor use, defers
enterprise-dass wirdkes s neiworking in hansh ervioomenis.

In exddition 1o & MEM 4% madified hausing, APT1E] has
extend e temperaturs range operatian ard an ameyaf
weathearized arenna and power acoessaries.

Matorola AF7T 11 gives can pus e wiranments, s=F-forming,
seFhealing MESH capatskiies, and suppart fr Wi
rukimedia (W MM adzreians ta enare quality of savics
{OaSiwhike cost-=Hectively standng retworks be

ard b=tween buildings —with na nezed 1o ratal sdditonal
Etheerriet cable or fiber. Wit inbsgrabed rarter, frewal, DHLF,
A5 mndhotsprt services, the AP TIE] offers a supsrior
oubdaor WLAN sakfion

VIDED SURVEILLANGE NETWORKS
Capacityinvidea mwrezinos solubiare Ecriticalia the
periarmance of manynetwar ks desigred ba monitor and
powide safeiy. To assist with the deploymental videa whene
the camera sppiicatianresides, he AP 7161 offers band
unlecbed radin A echility betting the usar chaase therada
iype, betwezn 1 46he, BGhe and 4.96he bands. The &P
supparts Zc MWD | W kiple Input Muttiple O]
technalagy reaching a mesinun data rabe of 300 Mbps, ta
mairiain hiph performance and better quaktyaf ransmission.

RELIABLE SECURE PUBLIC SAFETY NETWORKS
The AP 7131 is desigreed b optimize netwark svailabiliy
thasgh s czniral and pre-2nptive inkdipence which
dyreami cal by smns s weea boor faiing s grads, seourely moves
mabile 1s2rs 12 abemate APs, andboasts signal power ta
mutamatically fll FFholes and erewre winemupted mobie
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PRODUCT SPEC SHEET
AP 7161

The AP 7161 band unlocked radios allow flexibility and
deployment options for the public safety market. The
powerful radio increases coverage, performance and
obstruction penetration for outdoor use. In addition, receiver
sensitivity has baen increased proportionally so users have
an increased ability to maintain high-performance access
for mobility and client devices in the network.

SMART GRID ULTITIES

Automatic Metering Infrastructure (AMI) is being deployed
by utilities companies to increase efficiency and eliminate
the need for their workforce to manually read utilities meters.
The AP 7161 is designed to optimize wireless data for this
application and will have sufficiently more bandwidth for
multiple agencies applications, thus increasing the RO for
the different agencies.

AP 7161 SPECIFICATIONS CHART

HARDWARE SPECIFICATIONS 802.11 b/g/n
Operating Voltage 36-57VDC Operating Frequency 24-7483 GHz
Operating Current Not to exceed 750 mA@4BVOC yax AETmmmit 26 dBm
ower
Pawer In [POE] POE support inbound power - BOZ.3AT on GE1
[POE) fpa pao 80211 a/n
Dimensions funit] * 3ZcmW xZ25cm Hyx 10em D 5
mounted 126nWxBSnHx39nD Operating Frequency 4 340Ghz —4 990 GHz and 5 25Ghz -  35Ghz and
Weight Ui S4bo23 5.470GHz - 5.875GH:z
i nit .4lbs/2.
g e Max AP Transmit 25dBm
Mounting Adaptable mounting kit for wall & pole deployments with Power*
optional extension arm accessory
*Transmit Powar may vary based upon tha deployed country
LED 6 Top Mounted weatherized LEDs, with multi function
red NETWORKING AND SOFTWARE SPECIFICATIONS
Uplink Outdoor Rated N-TYPE connectors Secunity Stateful Firewall, IP filtering, NAT, BOZ.1X, B02.11i WPAZ,
WPA. 24x7 Dual band sensor capabilities
Antenna Connectors Outdoor Aated N-TYPE connectors * [subject to softwara license keys and sensor radio SKU}
dvanced Forensics
Console Port Outdoor rated RJ 45 Console Port Connectivity Troubleshooting
Wireless Intrusion Prevention
Hardware Reset External Hardware Reset Button LiveRF Spactrum Analysis
Multi Band Security Outdoor Z4x7 Intergrated Wireless Intrusion Prevention Quality of Service On board DS, and secure quest hotspot access
Sensor stem (IPS]/Assurance Sensor WMM, WMM-UAPSD, EI]EZ 1p, Diffservand TOS
( SKU - AP-7161-66540-INTL, AP-7161-86540-US]
Routing r 3 Routing, 8021/} DﬁnDNS DHCP server/client,
ENVIRONMENTAL SPECIFICATIONS BE[IJWTP Client, %PPUE am!:L
Operating Temperature  -40to +70 Degraes Celsius APPROVALS
Storage Temperature  -40 to +85 Degrees Celsius Radio* FCC Title 47, part 15, part 30; EN 301 48317
, EN 301893 15.1 DFS. EN 302502 DFS;
Operating Humidity 5100% AN 30c: Eﬁﬁ |nd£s|mr Canada; China SAAC
. . ustralia/New Zeland
Operating Altitude 8000 Feet *Far mara country spacific ragulstary information placsa contact
Storage Altitude 30,000 Feat Matorala o your utharized Partner
Electrostatic Discharge  ENB1000-£-2. Air +/-15kV, Contact +/-8kV Safety EEEEE%%QEE% E%AE%EU%E‘S Ty
RoHS/WEE/CM)
Enclosure Outdoor IP67 rated, corrosion resistant enclosure ASTM
*For more cwmspmﬁ: ragulatory information plaasa
B117 Salt, Fog, And Rust resistance contact Motorolaoryourautharizad Partner
Wind Ratings 150 mph * (unit bracket measurement] OPTIONAL ACCESSDRIES
Operational Shock |ECE0721-3-4, Class 4M3, MIL STD 810F Mounting Kit
Operational Vibration |ECE0721-3-4, Class 4AM3 Extension Arm for Mounting Kit

RADIO SPECIFICATIONS

General Radio Specifications

Network Standards |EEE 80211 g{]hfg,fn, B02.11e, B0Z.11i, WPAZ, WMM, and
WMM-UAP:

Supported Data Rates  802.11b/g 1,2 5.5,11,6,9,12,18,24,35 48 and 54Mbps
802.11a gﬁ 4 12,16,24,36 48 and 54 Mops
802.11n: MCSU]Euplo3UEIMbps

B02.11n Capabilities 323 MIMO with 2 Spatial Streams
20MHz and 40MHz Channels Supported
300Mbps Data Rates per Radio
Pal:kem%gre tion (AMSOUAMPDU)
Reduced Interframe Spacing

IPGE Qutdoor Rated B02.3AT Power Injector

Mounting Kit for Outdoor IP 66 802.3AT Power Injector

External Antenna Options

WARRANTY

One (1] year on AP 7161 hardware *accessories not included

130} Day on Accessories

190} Day on Software

For more information on how the AP 7161 can benefit your business, please visit us on
the web at www.motorola.com/mesh or access our global contact directory at

www.motorola.com/enterprisemobility/contactus

Part number: S5-AP7161. Printed in USA 04/11. MOTOROLA, MOTO, MOTOROLA SOLUTIONS and the Stylized M Loga are trademarks or regi tr;
Trademark Holdings, LLC and are used under license. All other trademarks are the property of their respective owners. ©2011 Motorola Solutions, Inc. All rights reserved.

Specifications are subject to change without notice.
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FEATURES

Ideal Applications

* Industrial and Warehouse
operations

*Public Safety

* Municipal and Operator
Access

» Smart Grid Applications

*\/ideo surveillance
applications

e Extended hotspots for
public access

e Enterprise, Education
and Healthcare campus
facilities

802.11n support with 3X3
MIMO

Delivers maximum wireless
network throughput to
support virtually any
enterprise application,
including voice and video

Band-unlocked dual
band design

The ability to dedicate
multiple radios to multiple
functions increases security
without increasing costs;
band-unlocked radios
enable 24x7 dual band
Wireless IPS sensing on
both 2.4GHz and 5GHz with
concurrent 802.11a/b/g/n
client access and mesh

Mesh networking
Patented Mesh Networking
alogirthms that allow
wireless extension of
existing wired or wireless
networks in remote or
outdoor locations

Outdoor rated IP 67 Cast
Aluminum Enclosure
Equipment designed to
withstand wind, rain, and
extreme temperatures
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Elevating Bandwidth to the N™
Power: The Motorola AP 7181

Tha Motorol Mesh Wida fres Meteordk IWAMN portfolo inchides the &F 7121, an ouideor high
madiiracio 202,11 n mash sooass point thet deliars moaptional netaork npunt','md parfurrrum:a-. By
eirbraning tha 302 .11 n siandand and optimimng redio Fandwers and sofbeasra companants, makmum
throughputs and oonna mions for mesh networking ane realized. The AP T1E1 dalum fst, smble oonreotions
and aboas BIZ TIn oapsbiftes to ba sendad cubdaors. Tha AP 7121 is the result of years of cusiomar
reaaarch and desslopment and is designad spacifically 1o maet the outdo or natwork reeds of snterprsas,

mericipal agancias, and Anst syeiame

Supar Antanna Tachrnology
Muotomls's selusive ntsligart ADEFT MD.unu-n-:I
Hamrent Paral Tachnology) antenna

develop=d specficalky for the &P 718 'Ihn.ﬂEEF'T
systam allows the AF 7121 to achiews manmum data

mtes by arabling dual deia stream communication
vz dual polanzation antennas. Levaraging muliple
ransmit and mesive BF dairs, dual polarizad
antannas and softaan configumbla down ik, the
AF 131 achiswss sncellent covarage without tha
saf-shadreing caused by muttipla dipok anderras.

High Capesniby

Tha AP 7181 features 2.4 GHr and B.x GHr mdios
that support 263 MBAG Mutiple Input Mubple
Owiputl technology reachineg a mecamum dam nrise of
200 hbpe. This resutis in additoral capacity; which
delvers i menis at both the dient and baddaul
kvl Tha MIRACH i combinad with high
peifarmanca radias designe-d by Motorols to mairdain
high possmr trarsmissions at soma of the highest
dita rates. Thesa radios, coupled with tha abiicy

ta usa 40 MHz charnel widths, abras tha added
oapacity of the AP 7181 to be lveraged for adwanoed
applications.

Excellent Mesh Routing

The &P M1 81 ofiers robust data connections
throughout the network by levemging Motonoh's
lancireg routing techrology, MeshConnan™.
fashConna provides atficient rowing, low bBenog
ke reking ovearhaad, high-spsed handoffs and
prevsn soabltg The Dpporiunistic Radio Link
fdspmtion ﬂ:llglbfﬂ.l B & ey dension-making slamamt
within MashConrea™, dasignad 10 saleot dats mias
that will provic tha bast throughpat ot smy given
tire. OALY helps ensura Mommols mesh natworks
delver sustained throughput at the highost posshile
dirts rabe.
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Tha &P 7121 featuras fast Fand-ofs, inteligart
reuting and sesmless. s<ourity, &l ey maobilty
anhanoemaris @ bisive to Motorols. Tha AP 7181
unables & true mebile office nthe fiold, keepirg
highly mobie workers connacted to key otfioa
applications, resdiing in improvad responss tmas
and greater procsss effidencias.

Mesh 'Wida frea Nebwork Maregement and
Daplioyrnant
Tha &F 7121 has bean designad 10 proide added
fleaibdity in both mourting loostion and softaar
cenfiguration to halp minmioe depl oyment and
rtalation costs, maximize A ard provide fora
kv total cost of cranership MCC). Froma mounting
tea, tha &F 7121 has baon designed for sasy
rstalation on buldings, reot iops and light poles,
reduaing tha tims requined for deployment.

The unit's depleyment procass offers & olear wark
flore and organied menu gptions for configurdicn.
Couplad with natwork wida managemant through
Crie Font%Wirekess Manager, ona applcation mnba
used to menitor and mainkasin AP 7181 condigumtion
oonsstency throughouta deployed natwork, and
further assist with post deploymant opdimizmion vwa
templabzs and discovery of insmled nodes.

Ona Company. One Network One Complats
Eolution.

Criy Motorcl dalivars mebiiey srd sgifty nsida tha
artarprise, batwean |looations and out 1o andusar
darvicas. Tha AP 7101, ogethar with tha APT131
rdonr scosss poin, oreatas ona of the anly sasmlass
rndoon'outdo or mesh nebwerk solutions n the

rousing ensunng contguous coveraga throug hout
Oty OF CRM PUS SMAN N mels.
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ORINOCO* Wi-Fi Mesh Series
For Metropoltan and Enterprise Appiications

High Capacity Mash Amess Points Dollvar Faribie, Stabibls and Rallsbi Data,
Violos and Video for Large Metmpolitan and Enberprisa W A" Deploymants
Prvezmd by the DRNOCT Mash Craation Proton, the dua redo ORKIOCD WA Mash
Acress; Frois dol @ i, vols 2 e vy WAL In e adge of 3 netanrl owr &
Pcachis, aic-forming, sail-faaing, recar ina of sght mesh baddbone:. The dual-mdio
arhiteciur speraios the meh Esckbona =i fom the sdge somes et Ronsing
Capmcity rompenad io sngie-adic Msh achiecuns. The DRINOCD Wi Mash Series
corests of an indoor form ecior (AP-4000 and AF-S00K) and a nuggedined, ouldoor
form facior (4F-A000ME and AF-SLE LR Seamies: inlegration batwean ORNOCD
ndoor and ouirionn Mesh S002 ponks anabis oding aidoor WA mesh neteons o
‘eaianed indioors
« DAMOCO Mirsh Omsation Profoosd {0CF) anabies mash baridaul and WHF cvesage on o
rain, il T sermnd racio = s ekl o WA rverage
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ORINOCD Wi-Fi Mesh Series
Technical Specifications
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Capabilitios of fod and mebd

WikdaX for ULZ and glohad markets
= Tounami~ MP1E -

WikdaX for the 3.5 GHr frequency band
= DRNOCD® Wi-A Mash -

Outidoor and irdoor Wi-F mash for
Fromim'Wiless 5 & golsl poneer in sEkEhio
g winie; netweoriing. From WA o
wiies; Gigeiit Ethemet - our WLAK, mesh,
[point-Ao-Mutipoint and poil-Ao-poim paoducs:
am ikt thugh o exom giotol
chanimal mebwenc

ORINOCO® Public Safety Wi-Fi* Mesh
For Emergency Response and Metro Wi-A Applications

High Capactty Mash & coess Points Dalber Flaxible, Scalable, and Relablk Data,
wobkoe and Wideo for Large Public Safety and Wi-F Daploymsnits

tupporing both 4.9 GHr public safoty and 2.4 S metropalitan WA rotworks thesugh
dual 4574 GHz radics, CRINDC O Pubic Safoty WiHA Mizsh dalteers the wersaiility and faatun
mobnsinesz required by todey’s demanding emenency response and matio W-A 2pplicaions.
Dealivaring unparalciod orierpriss-scake senatty, management and Quality of Senioe QoS
fatures, the acces points ane: premnfigured with r-mode sopport for best in dass perlommane

and fiedhility In brge public saiety deployments. Offering 2 oost-efferciive, sralabio mesh
wohuthon, DRINDCD Pulsic Safoly W-A Miosh Sories corsksts of indioor and cutdoor form

factors. The AF-43000 Indoor aones point’s small form fador enablies installaon in a bulkding

or 2 vehide runk. Housad In 2 niggedized endoaung, the AP-4S00RS5-LR' may be deployed

ouidoor in exbema weather conditions.

& Tha ORMOCD Miesh Craation Protoon] IDMCF ensbies mesh backoul and WA ooverage
on one radio, while $a second radio & used ecdushely for WA aoverage

+ Indusinploading throughput with BIZ. 119 and 4.9 GHr smultanoous operation

+ Robust RADLE accounting and authariration interisce: araisie; detallerd = iweriter usane trarking

& WIMNUEE. 1 e draht Qualy of Sorvice suppont for data, woios, and video:

Froactive Securtty Measures to Frodect Your Hetwork

DAMNDCD aooess points support th latest securty stiandards, inchading ESE BOZ. 111 and AES
ererypiion, and add proacthe seourity maesres o prosent atade

 intrz-oal blocking and traffic redirection to present subecrber-to-suroiber attades

« Eroadcrd bandwidth throtting provenis broadost attades

# [EEE BOZ. Tx murtual suthentication

w Dynamic per-usa, per-semion rotating oy

« Eoque acoes point detection and notfication

* S managermant Inerfaces SNMPY, 551 and 55H

Easy to Daploy and Managa

Ease of daploymant and integration with e wined rotwor: ane ofical facton in 2 sucomeshdl,

proftable wirdess network miloul. CEMOCD acoe points excel with ey cypabilitios that

sty WLAN depioymant

& Scffforming and| saf-aaling CRINOC D Mish Craation Protoonl atomatially moues trathc
through the best path 25 mesh acoess points are added or removed from the: network

« Took to speed Installation and optimization: anomatic channal salection, adjustable taeme
powe, axtornal anterra connediors’
+ Aomole managoment via SHKE HTTP and Telnat

Rallable by Dasign

With owar 25 years of sperionon In the design and manufackone of windess Lk, Frodm

Wirdess undarstands that servion prividers and emerprses rguine e sme uptime and

rallshility In 2 wirckess. network 25 In 2 wired retwork. DRINCCD aoress points ofier

& RAohust foatures for motropsitan WA and ontorprise appllcations

w  Auiomadc reontfiguration of seourty policy in e eeont of power ko

w [l firmraane image support - for rolbad: in the evant of software or condiguration
change problams

# Porags-var-Eernet suppor

# AL Power option for light pole installatiors!
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ANEXO 3 Hojas de Especificaciones BelAir Networks

BelAir

METWORKS

Data Sheet

BelAir20M Mobile Bridge

HalAlr Matworks wirgless mash producs hav
aheays been differentiated by thalr ablliy o
support vehicular spead mobility with sndard
wirgless devices. Tha Bal&ir20i Mobik Brdge
mow @utends this capability to address the high-
periormance mobile connectivity requiremants of
peuibdic ¥Y1-FI acoess fior commuters, telamatics
IFEEMSs monikoring train operations, polnt of =i
applicatiors for tdokoting, and video security
cameras and monktoring applications In wehides
travoling as fast a= 150 mph (240 kph). Tha
BalAIr20M i based on the industry's highest
periormance dual ‘v redio wirsles mesh nodes.

true sandunds-based seambess mobility, the
BalAir?0M employs ‘make before broak’ handowar
ensuring unintermrupted bigh-performanoe
broadband connectivity for critical applications,
Induding voice and wideo, 25 the wehide maves
throughout the wirsless mash natworc.

Yehicular Mobilicy

T Balfir1OM, mounted In traks. busas, and
other mass transit or public vehides smmiassly
Integrates with the deployed BalAir wircloss
Infrastructure to provide full and transparent
mobile broadhand connectivity for voloz, video,
and data applicaticns at high wehioular speads — up
to |30 mph or 240 kph. ke the rest of the Balfr
Metwores wirnless mash product portiolia, the
BalAIrdoM = as a discoverable neowaork:
alamant In tha BalView Metwork Managemant
system. Tha Balfir2i® has full meshing capabillides
to tracksidal noadside applications.

Application Examples

& Belfur0M node mounted Ina tain or bus can
provide baddaul for applictions such as web access
fior private or public use and video montoring within
tha wehicks Woice over IP @n be insalied for
emarpency @iling or workdoros automation.

Dual-radio architecture

The dual-radio design of the BelferTd provides
support for conourment S00Mbps operation using

84

= Seamiess high speed mobiny for
uninterrupted broadtand services

= Enfanced ‘maim before break” handowvar -
fastest and mo=t roiable

= Metwork Marapement wia CLLWWER or
BalYiow FME
»  Cam ba B2 Jaf powarad

bath the 1.4 and 5 GHz frequency bands. Tha 5
GHz frequency band = desiged to mesh with fixed
outdoor 5 GHz mdics avallable on any of the
Beldir Metworis products.

Wireless radio modules

Tha Balfurdl i a dual radio node. Bath radia
miodules support tha [EEE BOLI In Draft 20 and
can ba softeare uppraded as the s nls
finaltred The sandard configuration s a 14 GHz
radio I 242 mede and tha 5 EHz In 1x] moda,
akhough other confgurations ans Tha
Baltar?] ako supports B02. | la'hip operation for

full compatibility with legacy cliems.

Layer 2 Metworking Capabilities
The Belfur20f4 has an integrated Layar 2 Switch
angine that prowides axtensive QoS YLAM,
Meteork Security and Traffic Maragement
capabilities that are necessury for tansporting



mission oridal, dme seraitive applications such as wolkcn
and video The Balfur700M fully supports the bridging of
rmuitiple: client acoess devices (&g bptop, IPhone, atc)
o the “backhaul™ adic link. Monsoer, the Balfr2iM
rmalmains the s (connectediot connected) of tha
Eackhal link. thees erabling = Ethernat port o fadliae
Inter-worikdng with third-party exterral muld-radio
router solutons [o.g. inModan).

Metwork Management

Tha Bal&ir?IM @n be manaped wia 2 Command Lina
Iorface (CLI) Wab GUI or with Balfir Matsoris
Bolvies Motwork Mansgoment Systom [MIFE). Bath
CLI and '¥eb G provide device level support. and
Balview MM5 provides complato network-wide support
fior Fault. Configuration and Perormance Manapement.
BalYieer MM5 works on alther Windows XP or SUMN
Sofarts phtiorms and @n also ba Integrated Into othar
ramagement systames. Balfur Metworks Is the leading
provider of mobile broedband mesh networking
solutions, delivering the Industry’s highest performance
and meast comprefensive product: line. Targated at the
local govermment, hospiality, deferss and indiuscrial
rmarkets, Beliir Mateoris & deployed for public sfery
metweorks, munidpal nateorics, port and mass transit
Insalbtiors, hotel and werus retwaorks, deforss
applictfors, and plart deploymants.

Matworking

= |port 1001001 000Bae- T [Cat & RJ-45)
= |EEE BOZID MALC Bridgging

= |EEE BTN VLA

» [EEE BOZ1w R5TF)

-IEW

« 1§ SHIDE por wocem rad. MESSID q-pu-mraumu
APy per aoners Fdio

» Support for SHTE KCMP HTTE ARF TCE LIDR Teinet, TFTP

and IF trafic

nit
= Seioure ool and remote aooes
« Command Iine, HTTP and HTTES Yeab GUN, SMHMPy LNTY

¥3 and S5H¥1 mipriacer
= Ml HIB-8, BOL. 11, Echmex g, Inrface Group

= Mulipic usar priviieps kevall with RADILIS asshontission
= Armreara u through TFTF with support for
mﬂ

= RALHUS acooumeng

BelAir

HMETWOREKS

TIF (ke Meoworic, (e

d o 1603250
E T 4 - F§- ] =
;||m-r.-,.|,.-.|.n; warw b-alairmatworks.com

? PG I, P a:t_ql-_r
by repea. ROFMERE-AT
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Radios

= JE00-24HA 5 MHr gor LS Canade, TS,

= 51505350 S5 ETI5-5E0E MHz [lor Caradal
= 4005000 5035051 B150-5150 MHz flor Japan)

» 51505350 BM-5715 5255878 MHz flor ETH)

Dutput power
TAGHT

v Up o |'¥ dBm BRF
EGHE
v up o 30dBm BRF

LAGHT

= et P
BGH (1R

 Up b SR

Transportation Regulatory

« EMNEI0ES

= EMEDITI-3-2

= EM &0350-1 and 1B &07350-1

« [EC £1373

« UL T2

= Authansaoon: BIL Ix and EAF mothodz
» ENCryption-WER 64 and |28 b, TKIP | MIC. par 800.1x,
BOR | 11LAES

» MAC addrers across comirol Bt

» Bogue AF dotortion

Aﬂn:n-:k

= Baadioc FOC parc |5 aned pasrt 27, ETH EM 300 320, EM 300
480, B 30 85% and Canads RSS 210 lome 5

« EMC FOC &7 CFR 15, subpart B Cher B and EM 301
4B 1T Cher B part

» Safetr ANSUL sid no£0950.1, CEA-CI T T sod no. 80950
|, \CE-80FE0-1

= RF mfiary- FCC OET Bulkaiim £5, Hokh Caroel Sadory oo &
= CE! Hark

Physical and Elactrical

» Diimenzions (W x O x Hi 210mem x 125mm x 25mm

» LED) Inddetors: AF-1, RF-2, LAN, FYR

» FoE: Hominal Inpet Volager 48354

» ACIDC Fower adaptor: Inpet: | 00—J40ACY, Outpet: 48VALEA

Ervironmantal
- Temperatuahumie
« Ot - e i s0oC
« Soripe -Hg o Mo C
» Bmidiy Max 5%
= Environmant. Yisration: [EC £8 part, tem Eok Fh
= Emvironmen. Shoedc IEC £8-1-25 ASTM 03332
= Drope IBC §8-2-21, or B0 4180
= ARt 16T £8-2-80 et Fidk, EC £5-2-4 | iest FMMD
= Agoue 150 TITR IS

= Flanum U043

To Mnd oUR Mg, conEct Balfdr Motsoris:

niniEbeimatworks. com

1877 -Baldir] {1-E77-135-247 1)



BelAir

NETWORKS

BelAlriOOLP LTE
Picocell

Leveraging BelAlr Neoworks years of experience
In carrier Wi-Fl and cellular+Wi-Fl solutons, the
BelAir 100LP LTE Pocel is designed for mobile
carriers who want to bulld lrge-scale small cell
retworks for future proof capacity and covenge
« quickdy and cost-efleccively. The BadlAir |00LP
provides a high capacity underiay or coverage
extensdon to complement tower and reoftop-
based macrocel deployments In areas of high
wer concentration or where the macrocel!
doesn’t reach.

The BelAir [OOLP incorporates patented
Inmovadons - induding switched mesh backhaul
and hybeid dber coax (MFC) Integradion ~ o
address the radidoral power, mounting and
backhad challenges that have Impeded the
adopuon of small cel necworks. Avallable in boch
pole and strand moune (pictured) varfants, the
BelAir I00LP offers unematched deployment
fexitilicy and speed and can be instaled and

up and running In less than |5 minutes.

Muitl-radio architecture

The BelAirlOOLP is 2 nvdd-radic compact base
smoon supportng a combimacion of icersed LTE
celular techoology along with 8021 In Wi-Fi in
one rugged, carriergrade product The patenced
strand-mount archizecture leverages HFC for
meunting, power and backhaul suppordng
DOCSIE® 3.0 and Euro. DOCSIS 3.0 Incerfaces.
Serand-moundng options inclade sertal plane,
pedestls, cabinets or underground vaults The
pole-mount varant leverages BelAlr Neoworks
patented switched mesh backhaul to simplify
deployment and reduce egress requiremencs while

mainzining high performance. The pole-mount
varant an be AC or DC powered.
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+ Licersed and unficersed access radics ~ LTE + daad

8021 In Wi
n ul:hu‘hdwm
'mummlmtmtm

+ Transmit Power up to 2W
o TOO
+ FOD avd
Mmu.mm
i
. BOLIIN- rado
euqht

OMMOISM rado
.wnammmwmm

Olbna’dmﬂ
MMMMBMW

-mmmmwun
clais receive

+ Madmum Ukelhood for increased
dam at short range

ouw*mmmwu
throughput at all ranges
hnqul-n-mmmvo
conpuncton with

u-wmm.-m




The BelAir i 0OLP Indudes two |EEE 802.11n-2009
complant 3x3 MIMO radics, each of which supports
the latest processing capabiities ~ transmit
beamforming and beam steering, space-time block
coding, independent J-streans of data, maximal rado
combining, and unmatched radio sensicvite. The
SelAir [0OLP also features a modular pladorm
accommodate operators” LTE preferences

Undcer the radome, the rugped BelAir I00LP has a
combiration of WI-Fl and LTE antennas These
patented steerable antennas enable operaton in Mgh
incerference enwironments. The BelAirl00LP also
Inclodes advanced algorithns and spectrum analyzer
capablicies to maximéze performance.

Layer 2 networking capabilities
The BelAir |0OLP has an Integrated Layer 2 Switch
engine that provides extensive QoS VLAN, Network
Security and Traffic Maragement cagablbtes that are
necessary for tranaportng mission-critical, dme
sensitive applications likce voice and video.

BelAiros
Driven by the BelArOS operating system common
w the BelAir Networks portiolio, tve BelAir 100LP
deltvers:
+ state-of-the-art edge policy enforcement with
cencralized auchentcaden
+ touchiess autormatic configuration
+ hugely scalable monitoring and diagnestics
+ end.co-end quality of service (both over the air
and on the nerwork)
+ metwork-wide moblicy
+ Vinal AP apbiives that enable multple operators
o share common wireless necwork Infrascrucoure
for access and backhaul while offering 2 customized
wier experience through direct integration with
thelr specfic back end syscerms (AAA, Polcy
Maragenment) on a per SSID besis

BelView Network Management
The BelAir 0OLP can be maraged via a2 Comvnand Line
Inrerface (CLI), Web GUI or with BeView NMS The
BelAir I00LP also supports TR06Y. Both the CU and
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WEB GUI provide device level support, while
BelViewNMS provides complete network-wide
suppore for Faude, Configuration and Performance
Management. BelView NMS works on elther Windows,
Unux or SUN Sokrts pladorms and can also be

Integrated ino other management systems. Bullt on a
scalable client-serverdam collector architecture

BeiView NMS can support up to 50,000 base sadons.

Networking

* l-poet |VIDIVI000 BASE-TX (Cat 5 RJ-45)

* DOCSE 3.0EwoDOCSIS 3.0 8x4 bonded DEUS cluaneds
(achieves 4 dowratream throwhpur of 260 Mbgs in 8
bonded chunnel operation)

« IEEE 802.1D MAC bridging

= |EEE 802.1Q VLANS

* Layer 2 (BO2 1) o hayer 3 (DSCF) Qus

* L2TP LZVPN with redundent turmels

* B BSSIDs per Wi-Fi radio enabling & virtusd AFs per
Wi-F radio

* Suppect for SNTE ICMP, HTTEARS TCR UDE Telnet

Management

= Secure local and remote wocess

* Commund Ine, HTTP snd HTTPS Web GLR, SNMPYINY
w3 and SSHv2 mamigenent interfaces

* MBx MIB-I, SNMP2, 3021 |, Ethernet-like, Interface

Growp
* Firtware upgrade theough TFTP sod FTP with dued bunks

and support for aumomatic rolitsck
* TR-DET support

Policy Enforcement
* Multiple wer priviege levels with RADIUS authentication
RADILS accounting

WI-Fi Security

= Auchentication. 302 1x (RADIUS) and EAP methods,
ndluding EAP-SPMUAKA

* Encr ypCon WEP 64 and 128 BL TP / MIC per 802 1%,

* 80211 ASS

* MAC pddress sccess conrol s

* Rogue AP detection

Approvals

* Radior FOC pure 15247C, pare 15407, purt 90 (PSB), part
SO (ITS), pere 90 subguerns Y ead M, BN 300-328, EN 301-
893, IR0 R I006IR 1007, indestry Canads RSS 210 lssve
7RSS 2! lase 2

« BMC FCC 47 CFR part 15, subpuet B Clias B, FCC 47
CFR Part 76614 snd EN 301

* 4291017 Claas B

* Safety: ANSUUL std no S0550-1, CSA-C222 std no. 0950~
1,CB-60950-1

* RF safety. FCC OET Bulletis £5, Health Carads Safety
code &



+ Ot se! IPESTELRDY o wel and dusty conmfition
+WWiA Slkance certificidon: B021 |, WS VPR WM,
WHHLFS

Physical and Electrical

(Sorandmaowunt versihon)

+ Sme: 19.5TL) = 1057(W) = 1057{H)

+'Wieight 10k

+ Typiial pureis cordiiffgtion: © SO

+ Poeer supgly: 80w BTV ac quasi-eguare wares, 47 1 53 He,
Ehreugh K5 threaded interfse

+ Froded shipped with F-afipier

+ Pows, Fiello anhd Etherfetl LEDS

Protectlon Ciroults
+ |EC S0-4-5 hevel 4 durge
+ GRIDES - & Ky (3000 4) surpe

Envircnmental

+ Oiperating temperature -81°C o +60"C

+ Slofape lemperature: 000 Lo H50°C

+ Dperating humidicy: 5 b 5% non-condensing
+ Sheck and vibraton: ET2300G0 | 5-1-4

BelAir

HMETWORKS T firedl et e, corvand Selb Metmur bs
L“f-ﬂllt-id—m w m
T f Ty e — | -BTF-Eelbir] [1-BT7-235-2471)

a PR W ES e T

—#‘u.‘l.‘l 20 PR 0 S I-Elmm

LAKIPIZ1 00 | Ik AL TR | woenw b lal Fre Cevo Fis. com

LIELIMIF4Rm
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BElAir Data Sheet

NETWORKS

BelAirl| 00M Mobile Mesh Node

Eadfir Maoworks wingless mesh products Fave dbways besn
differentiated by thelr abiicy to support wehicular speed
mobility with standard wiroless davices. Tha Balfer 1008
Mobile Mesh Mode now extends this capability to address
the high-performance mobile connecthvity requiremsents

of critic@l Public Safety and ITS applications In wehicles
traveling as fast as 150 mph (240 kph).

Tha BalAsr| 00 15 based on the Industry’s highest
parformanca and most faxible dual and tri rmdio wireless mash

nodes. It provides mobile broadband support for Wi-FL W IMAR, Features
4.9 GHz Public Safoty, and 5.9 GHz Intellipert Transportation + Highest performanca
Sarvices (I TS) bands. Offaring trus smndards-based seamlass :"""';:“"‘“m
mobility. the B dAlr| 30M employs ‘make before break’ Salery, and 5.3GHT ITS bands
handowar ensuring uninterrupted high-performance broadband » Seamier hgh mpad mosiiy for
connecthvity for cridal applications. Including wodce and video, as m‘“x;ﬂ
the vehide maves throughout the wireless mash neowork. — famest ard mos releRle

= Matwork Manapement wia CLI, Wab or
Vehicular Mobility ExlViow MMS
Tha Baldur| 00M, mourtad in busas, trains, polics cars and ‘“'*"‘"::""'E“"‘
other mass transit or public vehides seamlessly Integrates with
the deployed BolAir windless infrastructune to provide full and Radio module options
transparent mobile broadband connectivity Sor voloz, video, and = At Radlo Moduls (ARM) IEEE
dar applications 2t high vehicuiar speeds — up to 150 mgh or :;l":'_:!'l:?ﬂ'ﬂuﬂr-
140 kph. Like the rest of the Balfir Matwaorks wirckess mash » Barkhaul Badk Moduie (BRM) [EEE
product portiolo, the Balfrl (M4 5 maraged as a dscovenbla EOL 3 pre-WIFA WIMAK, 4.5 GHz
natworic element In the Bal'Yiew Meowork Management sysmmo Publlc Safary. 5.9 GH2 ITS

= Fadhs mioduies avalbibe in mukipe
Tha Balfur| 00M has ful meshing @pabiites to tracksidal Neensed and unboargod frequency bands
roadside and @n connect at muldple frequency bands, offoring - modubr archiinciure enabies
tha full redundancy exservtal for wideo monitoring and emargancy MURHIRquUancy [PpOrt on 3 Zingla noda

oonnecthity appliatons.
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Application Examples

A BalAir 100M node mountad In a train or bus
@n provide backhaul for video monitoring within
tha vehicles. It can aso be configured to provide
local wireless access within the vehicle for private
or public use. Voica over IP can be Instalied for
emarpancy @lling or workforce automation.

Tri-radio Architecture

Tha tri-radio design of the BalAir! 00M provides
support for up to two Backhaul Radio Modules
(BRMs) and Access Radio Modules (ARMs) plus one

90

corventional radio module In the ame wirclass mash
node. The BalAir! 00M @n be configured with a BRM
and ARM for traditional wirglass mash or with dual
8RMs for reslient dual band backhaul deployments.

Wireless Radio Modules

Tha BalAir| 00M can conzin any combination of ARMs
and BRMs, providing the ideal flaxibiity and apadty

for mcbile mesh networks. Tha ARMs and BRMs support
a broad range of WI-Fi (IEEE B02.1 1a'hig), 49 GHz
Publc Safoty and 5.9 GHz ITS applications making It

the most varsatfie solution on the market for providing
muld-sarvica capabilities over a wirelkess mesh necwork.



Layer 2 Networking Capabilities
Thiz: Balfir] 00M has an intograted Layer 3 Swieck
erging that provides axtenshe Oob, WLAM, Matwork
Sacurity and Traffic Managemant capabilites that
are necessry for transporting mission crickcal. dra-
serisitive applications such as woice and video,

Thea Bal&ir| 00M fully supports the bridging of multple
dient access devices (o.g ketop, IPhone, etc.) o the

“backhaul™ radio link. Moroover, tha Badéur 100M
mainzins tha srtus [connected'not connected) of the
backifaul hnk. ttes enabling i Ethenat port to fadikte
It r-working with third-party axternal mufd-radio
router sokrtions (&g InMotion)

Metwork Management

The Bal&ir| 10M c@n ba managed via a Comemand Ling
Interfaca (CLILWyeb GUI or with Belisr Maowaorks
Bal¥iew Matwork Maragement Systam (M. Both
Ol andWabk GLI| prowide device lowel support. and
Bal¥iew MIMS provides complabe notwork-wido support
for Fault, Configeration and Porforrmance Managemont
Eal¥iew MIMS works on afther Windoess ¥P or SUMN
Sobiris platfiorms and @n also be Integrated Into other
Maragament FYsLEms.

Balfir Metworics i the lading provider of mobila
broadband mesh natwaorking solutions, dalrering tha
Industry’s highest performance and most comprehansha
product ine. Targeted at the locl povernment,
hospility. deferse and industrial mardets, Baliir
Mateorks Is deployed for public sifety natearks,
munidpal retworis, part and mass transk realixtions,
hotel and venue neteorks, defense applications, and
plant daploymants.
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Metworking

« |-port IV BOBASE-TX {Cat 5 Rj-15]

« |-port ID0BASEFX [5HF)

 |EEE B03. 1D Mk Bridping

 |EEE 8031 WLAME

« |EEE BIQ. Iw {RSTP) and IEEE BOO.1x (H5TF)

« |EEE B03. | p prioritimsion with 4 quess

» LITP Tunnaling for soumisss mobilty

= |6 SED= por pocess mdic. MESHD sepport for B virbual
APy par accas redo

« Suppcet for SMTR ICHE HT TRARETCR UCETeinat,
TFTF and IP raific

« Support for meikl-cliant

« Simaling of “Eackionl™ nk soe to Echernet port

HManagement

» Sacure loml and remote acoes

v Comumand Ene, HTTF and HTTPS Wel GILE, 5Py 1 D3
and SEHVE manapemant interfares

« MIBz MBI, SMFPYL, BIL I |, Echarmsai-Nie, Intartans Groop

» Multipls war priviege leval with RADILIS authentation

» Armmsare upgracs throegh TFTF with cupport for
automanic rolisack

» RADHUS 2ocounting

Transportation Regulatory
» ERI5IDSE

= ERBEDI2I-2-F

» EM &0950-1 ard IEC 60¥50-1

» [BC 61373

= UL T4E

Seouricy

~ Aothantication: BOZ. Ix [RADHUS) and EAF methosds

« Encrpption: WEP 64 and 128 bt TEIF § MEC par 801 1x,
BOLI 11 AES

= MA&C address acoest contrdl lEke

» Roguse AP datartion

Approvals

» Radio: FCC 15 and part I7, BN 300 318, EM 300 440,
EM 33| B73 ared Ireduptry Cansedy S5 210 lenue &

« EMCFCC AT CFR part 15, subpart B Clsz B and EM 30
AESL LT Claee B

~ Saifaty: AMESUL sbd noelFsd-1, CEA-CTLY std no
&S50 1, TE-50E50- 1

« Lazer sxfoy: Chex | beor produs complies with T
CFR. 1040 and IEC 60875

« RF mfety- FOC OET Bullatin &5, Health Canada Safaty
onda &

» Cidoor e PeSMMEMAATEALY o wat and desty
condithong

» CE mank

» Mtz n: kO

» Kore: MICIDNE- 15

» Russtr GOSTR

v India: ETA-TArH0E, ETA- TErAS

» Tabwarc LPODOOZ, ET OIS LPIMEE, ETC0R4L PDOTE,
ETC04L FOO45a



Physical and Electrical

« S 12 I (305 cm) high x 735 In {18 cm) wide x & In.
{15.3 om ciaap

«'WWRighic 10 sz [4.5 g

« Trpicll posor consumption 23 Yeaits

» Posver supphy 100 to T40W ac, 47 o 63 He or 34 o
1 B0 de

« Bachiup B Baitory

» Basiory barkp tms 40 minuwe cyplial

« M connectors for confacton 1o adormal anbenne

» Forsor; Fudio and Ethornat bmps

Protection Clrcuits
v IEC S0000-4-5 Ioval 4 Turge
» R, 1089 - & k¥ (3000 4) TUps

Enwironmenital

» Dpemting tempanmture: 407C to +557C
+ SIOMEpR temparature +40°C to +80°C
« Cparasing humidity: 5 to 55% non-condensing
« Shock and vibration ETSE00-009-1-4

BelAir

HETWGSRES BelAlr hatworis:

Coprpret T b Mamworic ek B et
v [ D T B ST LT

s o --ul'-ld]-h:-'m I EFT-Badfir] {1-EF7-135-2471)
LES pu: 1110 FRALGRY ) 1 151 354 PO

Lﬁ“;:ﬂﬁqlq:: wwar balaimatesorks.com BOMA 10060-AD1
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BelAir

METWORKS

BelAir| 00N
Wireless Access Point

The Belfarl 00K AP Is tha Industry's highest performance
and most flaxible dual edie concurment wireless AR

It Indudes two BUL| | n radics that @n support both 1.4
GHz and 5 GHz, and can ba AC or DOPoE powsred

In addition to'Wi-H frequencies, the Ballir| 00N cn abo
accommiodate 4.9 GHe Public Safery and 5.9 GHz ITE
speotrums. Building on Baldir Fetworks experience

with the word's larpest WI-FI notearks, tha Baldir] 00K
provides unparalleled support for high cpacdty data, woica
and videa appliatons

Dual radic architecture

Tha dual radio design of the Balfir| 00N supports wircless
access at both 1.4 GHz and 5 GHz for broadiband mobila
wiraless applications or 2 combination of acoess and winsloss
mesh or poirt to point backhaul. it 1= deployed by servioa
prowiders and In priwie networks. Tha kigh parformanca
radics ofier 3 world clhss user experience for mobile dtm,
mobile muldmedia and #wed mobile comvergenm applicatione.

801.1In Radios

Tha Balfar| 30N Inegrates two IEEE 8021 lafhiph
compliant: radios, suppordng TX1 (two Transmit, teo Aecehe]
MIMO operation at 14 GHz and 4.9 - 5.9 GHz Buikt mo IEEE
swrvdard B | |n specfictions, the BelAur| 00M suppors a
mdmum concument rat of &00 Mbps

BelAirO5

The Integrazed BelAdrOS cparating systemn Includes softwarn
madules that delver sciabla Righ spesd microcllubr mobiicg,
statg-of-the-art edge policy enforcament, with centralized
authentiation, touchioss automacic configurat on, bugalky
safable monitoring and diagnostics and end-to-and quality

af sarvice (both ower the alr and oni tha netwark).

Metworking Capabilities
Tha: Balfari 00N has an intograed Layer 3 switch engine that
provides awtensive (oS, ¥LAM, network seourity and traffic

rmanagement @pabilties that are necesmry for tansporing
mission ridkal, dme-sansitve applimtions e voice and video.
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Features

= Modubr dual rdio architechura

= Supports BOL. | latdpn YWi-H

= Szamless mobility for unintemupted
sarvica

= MWaowork management vl CLILWEB or
Bl Viesr MFE

= | 0F 1 DOVIDD0 BASE-TX, Ethemiot varfams

= | HlBasaFX opton

=& or DX iPok option

Radio modules

= Radios can operate In multiple frequency
bands and man ba deployed in combination
i suppot access andior backhaul:

14 GHz Eadio Modula

-240 — 14815 MHe

4.9.59 GHz Radio Module (can operate In
any of thesa bands)

- 4540 — 950 MHz

- 5150 — 5350 MHr

- 5715 — 5850 MHr

- 5850 — 5915 MHx

Antennas

» Radios can ba duplaxed Into pair of dul
hand arvennas or separated ivio owo
pairs. 2s required

= Sevoral iInternal and extermal anterma
optons are valbblo




Metwork Management

The Bedfur 100+ @ b= manaped via 2 Command Line
Inceriace (CLILWWER GUI or with Belur Mateorks
BefView network moregemnent. Both CLI and VER GLI
prowide davica level mupport, while BalView prowidas
comple® network-wide support for Gk, confguradon
and periormance maragement. BelWiew works on ather

Windows XP or SUN Solans phiforms. The Beldur | 30M

and Balview @n alzo be integrated Into other
rmampement sysems lke HF Cpan'view or BM MNotWies:

Bolir Metworis Is the market shame lmder I Sarvics
Provider Wl-F solutiors The company's portiolio of
Indoor and outdoor wirakess LAM accpes points, comrol
and management: systoms orabla servios providers,
gowarnmant and busineeces o delivor high periormanoa,
salable and fledble maraged WWI-F services m both
enterprisa and public users. BolAir Metworks solutons
prowide a compeling retum on Investment and address
the need for public'Wi-A hat spots and hotzones,
sorure wircless LAN, colluker datm officad, wirdess
baddaul and video survellbnee. Innowative mble,
talecom and mablle service providers: use: Beliar
Motworks to drive revenus and Improee

compatitvanass.

Metworking

= |-port /10071000 BASE-TX [Cat 5 RJ-45)
= |-port 100 BASE-FX option

« IEEE BOL 1D MAC bridging

» IEEE BOL IQWLAML

» IEEE BOL Iw [ASTF) & IEEE BOL |5 (MSTF)

» IEEE B0 |p prioeitiztion with 4 quoses
» LTTF and LIVPH with redundant b

» |6 5904 par AF B SE0k par arcass radlo. MSSID mupport
for B wirtul AP par arces Fadlo
» Support. for S9TF ICME HTTRARRTCE UDR Telrat,

Management

» Sarure inml and remote arres

= Comimaned ng, HTTP and HTTPS Wels GLIL SMMPy |0
v3 and SSHY2 Monapament inteefaneg

BelAir

HETWORES

Copeygred 2140 Baddar Memwode, e
hesrmnra. ard mmmed

« Mz MIB-IL, SMMPYL, BOL. 11, Etheemen-lke, I ntartscs
Grop

« Misltipia wer priviage ievak with RADAUS authentication

= Firmare: upgrada throusgh TFTP with oepport for
automasi: roilback

» RADILIS accounting

Security

» Authantiction BOL |x (RADULS), EAF and LAM [WISFr)
mathods

« Encrypton:WEF 64 and 128 it TKIP { MIC por B0 Ix,
BOLIILAES

» FAC address acoees control lhe

» Rogua AP dataction

Approvals

« Radioc FOC part |5.3470C, part 15407, part 90 {F5E), part
0 (TS}, part %0 subparts T and M, EM 300-318, B 301-
E93, IR I00SIAIN0LIA 00T, Industry Carad RS5 110 lese
7,RE5 111 kxua

« BMIC: FCC 47 OFF part 15, sobpart B Chax B and EM 301
AB5-11-17 Ciams B

« Safaty: AMSUL cbd no.60F50-1, CEA-CI13 sid no. 60950
1, CB-50550- 1

« RF maty: FOC CET Bullatin &5, Hmith Canads Safary coda &

« Duwdoor e PETMEFAAX for wat and dusty condiions

« CE markc

Prysical and Electrical

« Stemr 75 In. {19 cm) high x 13 In. 33 om) wide x 5.5 In
{14 cmj deep

«Weght |3 I [5.5 ig)

« Typical power congumption: 74 ¥vatts

« Powar fupply- 100 to 240'Y A, 47 o &2 HI

« Powar upphy- <400 to 71V DCIFE vanant ako wvalkibia
« Asaliasic wail oF pok: MOURHNg kit with thoft Satarran:

ant-ampar screws
= Powar, mdio and Etharnat lamps

Protection ciroulis

« EC 63000-4-5 loval 4 surgs
« GRIDES - & k&' [3000 &) purga

Environmental
= Oparating temparature: -407C o +65°C (o Raators

rogquirad) )

= Siorge temparabine 40°C to +B0°C

« Ciparating humidity: 5 to 95% non-rondansing
= Shock and Wbrtion ETSI300.0019-1 -4

To Tind et maore, cona BalAdr Meworks

Imicsifibebimetsorks.com

I-E7T-Boldgel (1-ETT-135-2401)

" s o o o Be 11 3-354- 070

L= A1 TRARLTI 2] —

Veimr e e g | erebalai BOMA 10 1D0-ADI
7T T AT
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BelAir

NETWORKS

BelAlri0O0SNE Strand-
Mounted Wireless
Access Point

BelAir Networks delivered the industry’s firsc
strand-mounted, cable-cptmized WI-Fi access
point (AP) back in 2005. Since then, the padorm
has comtinuously evolved and 10 of thousands of
BelAir Networks patented strand-mount APs have
been deployed worldwide for Tier One cable
operators in the world’s hrgest WA networks.
Reflecting BalAir Necworks commitment to
support the htest Industry sandards, the

BelAr lOOSNE incorporates duad B0 | In-2009
WiIF| 33 MIMO radios and a DOCSE® 30 or
Euro DOCSIS 3.0 modem on this inmovatve

and commercially proven platform.

The BelAlr | OOSNE is designed for cable operators
who want 2 proven and salable strand-mount
WI.Fi pladform that Integrates seamlessly with
their current neework and back ofice systems and
can be up and running live In fess than 1S minutes,
The BelAir | OOSNE leverages che BelNirOS
Operating System o support network.wide
mobility and gualty of service (QoS), dlong wich
edge-based security and pelicy enforcemenc. Wich
BelView necwork management, cable operators
can manage up o 50,000 BelAir I0OSNE APs (or
any combinaticn of BelAlr APs) in 2 single necwork.
Web-based monitoring and dashboard tools and
smarphone apps provide real dme necwork and
user smats. The BelAir|[00SNE also supports
TRAO69 1 enable integration with the operator’s

existing network Mmanagement system

Dual-radio architecture
The BelAir [ OOSNE is a dual-radio compace, self

conined AP supportng boch 8021 Ibighn and 2
802 1 1a/n WI-H radios In a rugged, carriergrade
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= Mudtple mounting options - patented strand
mouet via aerial, pedestal, cabinet or vasdt hybeid
fiber coax (HFC) nfrastructure
+ Network masagement via CLLWER or SNMP
wsing SelView NMS
« 1071001000 BASE-TX Ethernet imerfaces
+ locernal GPS anteona & receiver for location
» Dual 2458 GHz radios 8021 In WAFi radics
+ [EEE 8021 In - 2009 compliant
+ Wi-Fi Allance Certified
+ 3 MMO | 3sweams per rado
+ Upto -102 d8m receive sensitivity
+ Up to 38 dBen ERP trasamit power
+ Space Time Block Coding for increased
handset performance
+ lengroved Maudmum Raso Combinieg for best
n class receive sensitivity
+ Maxivum Likebhood Demodulation for
Increased data throughput at short range
+ Low Derairy Parity Check for increased data
throughput at all range
+ leterval array beam steering antennas working
in conpnction with cvp-tesed beamborming
0 deliver bngeoved throughput at 3 greater
dsmnce

product The patented stand-mount architecture
leverages the cable operators hybeid fiber coax
(HFC) necwork for mounting, power and bacddaul
via DOCSIS 3.0 or Euro-DOCSIE 30 Interfaces.
Stand-mounting optons inclade aertal plang,
pedestals, Gbinets or underground vaults,




The: BelAdr 10OEME includes oo IEEE 8021 In-200%
compliant 3nd MIFO redics, each of which supporos
the lacest processing capabilides - smndards-based
bearrdorming and beam soeering, space-ome blodc
coding, 3 independent sorears of dam, madmal rada
combining. &nd unmatched radic sensicvicg.

Under the radome, tve rugged BelAdr [00SME includes
bach che anenras and a GPE recetver, 5o ne addicional
equiprent i required, ard insmlladon s quick and
eagy. The patenced sceemble ancerras erable
operzden in high interference environments. The
BelAir | 00SHE also Includes advanced algorichrs

and specorum analyzer capabilides o reodmize

perfarmance.

Layer 1 networking capabilities
Thee Belfir | O0SME has an incegrated Layer & Swindh
ergine har provides esensive Dol VAN, Meowork
Security and Traffic Maraperment capabilides chat are
mecessary for taraportng mission-crigoal, dme
seraitive applicators lioe woice and video.

BelAirOs
Derbeen by che BelAirGE operudng SysDem COMman
o the BelAl Meoworks pordolo, the Belidr I00SHE
delivers
+ smae-pl-the-art edpe policy enforcement wich
cencralized aunhenccation and policy Maragerent
+ mouchless autoratc confiparadon
+ end-ro=end Qod (both over che air and on che
nersork)
+ meerwsnrk-wide mobilioy
+ Wirne| AP capabiicies thar enable mulple
CpErarors o share common wirekss reowork
infrascrucoore for acoess and backhaul while
offering o cusromized wer experience chrowgh
direct incegrackan with thelr specfic badc end
systerns (MM, Policy Management) on a per
SEID basis

BelView Network Management
Thee BelAir | O0EME can be maraped via a Command
Line Inerface (LI, Wb GUI or with Beliew NMS.
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The Beltir I005ME also suppores SMMP ard TR-08%.
Bach che CL and YWEB GUI provide device hevel
support while BelViewhMS provides complece
necsork-side support for Faulc Configuradon and
Perforrmance Managemenc. BelView NS works on
eltver Windows, Linux or SUN pladiorra and @n

dz0 be integrated Inco ocher Mana@ement SysCEms.

Builc on a scalable dientserver<dam collecmor
archicecoure, BedView MIFE cn support up oo 50,000
APy In a single necworl. Business inuelligence toals,

Including srartphore dashboard apps, provide che
cable cperacor’s senicr ranagement engineering and
operacions personnel wich real-time visibilioy of both
che necwork and weers. Auromaced provisioning
makes it fasc and easy 1o acdvace amd modify any par

MeTworking

= l-pert VID0VID00 BASE-TX {Car 5 BJ-45)

= DS 3B oDXIETSIE 100 Bwd bonded DEUE chishels
[chieves a dewrdinsim thiogghpu of 250 Mbgk in B
beaded chaninel operatin)

= IEEE 8021 0 MAL bridging

= |EEE 80% 10 WiLAkh

= Layer T (BOL | p) and baper 3 (D5SCF) Db

= LITF, LEVPH and GRE with redusdant msnimeh wsd
intsgrabed wel fedra

=8 BERDH per WHF fadhe efalliag 8 virtal APs pei WA
radio

= Suppert fer SMTE, K2MF, HTTE ARF TCFR UDE Tenet

HManagennent

= Becure bocal ared ramobe oces

= Command e, HTTR wsd HTTPS Wb GUA SNMPy | &L
w3 and SEHWT i permend. interface

= MiBi MIB-IL, S MPY2, BOL. 1 |, Ethernet-lioe, |nterfece
Groug

= Firfireare upgreds through TRTE asd FTP with dusl banks
and duppert for automatic rollsc

= TR-DEF suspart

Pollcy Enforcement
= Multipie wer priviepe hbeeh with RADILS authenticatien
= RADILE aeccaintifg

WI-Fl Security

= Auheiticaten: 502 Ix [RACHUE) and EAP methods,

= Encr ypthen: WEF &4 ared 178 by TEIF 7 MIC per 801 1=,
= B2 1 1i AES

= MALC adliess dodeii oontral s

= Regee AP detecticn




Approvals

*+ Radie: FCC part 15247C, pare 15,407, purt 50 (PSB), pare
90 (ITS), part 50 sulbparts Y and M, EN 300-32%, EN 301-
893, IR200SNR2006AR2007, Iadunery Canada R55 210 baue
TRSS 211 fswe 2

« EMC. FCC 47 CFR purt 15, subprt B Class B, FCC 47 CFR
Part 76614 and EN 301

* 4851017 Clas B

+ Sadety ANSVUL sed 00.80950-1, CSA-CI2.2 sed no. 60550-
1,CB-60550-1

+ RF sdety. FOC OET Bulletin &5, Health Caneda Sifety code &

+ Qutdcer use: IPSSNEMACK for wet and dusty conditions

* Wi-F Allunce cerdfication: 3021 In WA WPAZ WMM,
WMM-PS

Physical and Electrical

+ Sze 17.57(L) x (W) x 857(H)

< Weght: 15 It

* Typicd power comumption: 28'W

+ Power supply. 40 o 87V ac quasi-square wive, 47 1o €3 Hx,
drough KS thresded interfece

* Product shipped with Fadupter

+ Powes, redio and Echernet LEDs

Protection circuits
+ [EC 6000045 level 4 surge
+ GRIOES - & KV (3000 A) surge

Environmental

+ Operating temperature -40°C o +60°C

+ Storage temperature. -40°C w +60°C

+ Operating bumidity. 5 o 55% noa-condensing
*+ Shedk and vibration. ETS300-019-1-4

BelAir

NETWORKS

To find out move, coneact SelAl Networks:

fazom
Clmprige 200 | Bkt Domtamrtn. Bt 1877 BelMir | (1-877-235-2471)
el by o e d et | 1-613-254.7070
U8 putanta 11712531 7. 000480 2154206/ www.belalrnetworks.com
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LTS

BOMAL0130-A01



BelAir

NETWORKS

BelAirl 00T Wireless
Mesh Node

Tha BalAir! 00T Wirdless Mesh Node 15 a cost-eflective multi-rndio
phtiorm offering 2 versatike architecture for muitiple configurations
of accass and backhaul. Designed for municipal deployments, the
BalAir| 00T accommodates two full-slot adios. as wall 25 one haki-
shot radio and providas support for a variety of natworks including
WA, WIMAX, and 4.9 GHz Public Safety Offering true standards-
basad seamless mobilty, the BalAir 100T provides uninterrupted
sarvica to critial applations, ke voke and video, 2s subscribers
move throughout the wircdless mesh natwork.

4.9 GHz Public Safety Support

The BelAir| 00T axtends BalAir Networks commitment to world-
dass wircless mash products for Public Safaty and First Responder
Networks. The 4.9 GHz radio has tha ability to operata in the
5.0 MHz, 10.0 MHz and 20.0 MHz chanrsls o provide sarvice

for a varfety of devicas used by law enforcoment and emerpency
rasponza parscanel. In adddion, it delvers superfor transmit

(17 dBm) and recaiva (-93dBm) performance that providas

bettar range. rvaling that of lower frequancy systems.

Three-radio architecture

The three-radio BalAIr100T supports unlicersed 2.4 GHz and
5.25 to 5.85 GHz frequandes, as weall as licansed 2.2 GHz, 2.5
GHz and 4.9 GHz fraquencies. The access and backhad radio
modules support 2 broad range of frequandas, Including Wi
(JEEE BOZ 1 la/oig), WIMAX (1EEE 802.16d) and 4.9 Public
Safaty, making it a versatile sokstion for providing muld-service
@pabdites ovar a wirdess mash natwork.

The BalAir| 00T leverages BalAir's patantad ARM (Accass Radio
Moduic), BRM (Backhaud Radio Modula) and WIMAX (WRM)
radio modules in the ful-slots. The hal-slot provides support for
2 14 GHz radio module or 2 4.9 GHz PSM (Public Safety Radio
Modada). The BelAiIri00T can be configured with an ARM and

2 BAM or WRM radio module for tradiional wirgless mesh,

or with any combination of BRMs and WRMs for a more

resfient backhaul-only deployment.
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* Modular three-radio architecture

* Suppors WA, VWIMAX and 49
Public Safety

*» Seamlass mobily for uniterruptad
sarvice

* Neowork Management via CLLWERB
or BalView NMS

* |-pore | OV100BASE-TX

Radio module options

» Access Radio Module (ARM) IEEE
8021 la/tig & 49 Public Safery

« Backhaul Radio Module (BRM) IEEE
8021 12 pro-WIMAX & 4.9 Public

Safaty

* WIMAX Radio Module (WRM) IEEE
B02.16d

* Radios avallable In multiple fraquency
bands
-dcorsnd: 23 GHz 2.5 GHzand 49 GHz
- unlicensec: 2.4 GHz and
5.25-585 GHz



Layer 2 Metworking Capabilities

Tha Balfir] 00T provides eoctenshve Chod WLAM,
Metaork Securtty and Traffic Marapement apabilites
that are necessry for transporting misslon-crital,
‘ime-sensitwe applicrtons ke voice and wdeo.

Matwork Management

The Balirl 00T cam be mamaped via 2 Command
Lires: lrimriacs (CLILWWER GIN or with Balfr
Metaorks BalView Marsork Management System
(MIME). Both CL and WEB GLI provide dewice
leval mupport, and Belview MME provides complate
network-wide suppart for Fault. Configuratian and
Performance Maragement BalView FMS works
on aither'Windows XP or SN Solars phtiorms
and can also be Integratad Into ather managemant
syztmms like HF Open'iew or [BM Met'YVies:

BalAir Metersies k& the kading provider of mobile
broadband mesh networking solutions. Ciies around
the world rely on BelAir to delvar industry-leading
broadband performance and sabbiley, and crmer-
daz= cmpaciy and relabimy. Bolfir Matworks toams
with worid-dass global partners to deploy proven,
cost-affective wireless broadband mash retwarks.

Hetsorking

« |-port 107 00Sa0s-TX

« |EEE BOL 1D MAL Bricging

« |EEE B0 I Wik

« |EEE BIG | p prioritimtion with 4 quoues

« LITP Turnaling for seamicn micidity

+ Ragid Sparning Tres Probocol (RSTF)

« | & 550w por socess rRdio. MEEED seppet for B virbeal
AP por acces radic

+ Suppoet for SMTFR, BCMP HTTRARR TCF, UIDFE Teinat,

TFTP and IF tafic

BelAir

HETWORHKES

» Command b, HTTF and HTTFS Wel GUI, SHMPyINER3
and S5HY] marsgement interfacas

o IMIEE MBI, SHIMPY2, BOT | 1, Efarnet-le, | mierfss: Sroup

« Multipia wsor privilops: kevols with RLADILS auchentimiion

« [Frmwars: upgrada thecugh TRTP with sepport for sstomaris
roillback

» RADILE arcoumting

Securicy

« Auchancicaiion B0 1x and EAPR mathods

» [EneryptorncWEF &4 and 128 Bit, TEIF T MIC par 801 |x,

BOGLI [N AES
» [MAC pSdresn sores comird s

» RopmAF dxodion

Approvals

» RaclocFOC part 15 and part 37, part 50, BN 300 338, EN 300
440,EM 301 853 and Industry Canada FSS 210 lsua 5

» EMC: FCC 47 CFR part 15, sebpart B Class B and EN 301
4291017 Class B

» SaferyAMSUUL md no60950-1, CSAACI2 T sbd no S0950-1,
CB-£0950-1

» RF méaty- FOC OET Bubioth &5, Haalth Canads Safery coda &

» Catrhooe use IFSAMEMAATEMALX, for wet and dusty conditions

« CE mark

Phryzical and Electrical

« Sz I in. (305 omi) high x 7.35 . {18 om) wide x & in
{153 cmj) desap

« Wgipht 10 ke J45 b

= Power supplys 100 bo 240 ac, 47 to &1 He

« #mqiabls wall or pole mountng ks with el daterment
ANTH-EmpET EoTews

« Power, radio and Echermat Rimps

Protection cirouits:
» IEC G0000-4-5 lovel 4 surga
« GRI0ES - & WY [ 3000 A) parge

Environmental

Cperating hemidity 5 to 95% non-condon

+ SiDrage temperaire 407 to +80°C
» Shiock and vilration: ETRO00L0 514

Tia fined CAE moFe, conEnt
Baifdr Parsor:
gt HEOF S Motz Bebr
Yamworio pedun md pzoonmd sy m

1 prass| by o o mees of e
5 puen T, IFLTEC X b ! TR
S TEELN 7 0581 1YL Seevvwrws woy iy

a g Bk oo AreTorae ra rall B N
s ==

1-613-154-FOFn
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BelAir200 Wireless
Multi-service Switch Router

Tha Babior 200 Wirekss Mult-servica Switch Routar

Is the Industry’s highest parformance and most flexible
mult-radia node affering mobile broadband over Wi-Fi,
WM, Cellular, and 4 9 GHz Public Safery spactrums.
Tha Babiir M loverapes a leading-adge modular design ta
deliver switched backhaul cpabilites for greater network
performance, lower ktency. and resiliency wia bullt In seif-
healing features. Offering true smndardsbased seamless
mobility, tha Bodfir?Ol ermures that subsoribers do not
experience sarvice intermupdons to crivkcal applicitions,
Ik wolce and wideo, as thay move throughout the
wiraless mesh natwork.

Modular architecture

Tha BalAurlld modubr ardvteciure provides four radia
shots that @n contaln any combination of Backhaul Radio
Modules (BAMs), WiMAX Radio Modules (WRIMs) and
Arcoss Radio Modules [ARMs) In the mme wireless mesh
mode. Tha AR, ¥R Ms, and BRMs support a broad range
af Wi-FI {IEEE S0 | lafbdg), WikAX (IEEE BOQ. | &d)), 9
Public Safaty and Callular vz a TIE| Cirouit Emulation
Module) appliatons

Radio module options
» Acress Radio Modulo (ARM)

For large soale wirclkess mash networks, the Indusory-

leading BalAird(d provides tha ideal faxibifty and IEEE 80721 la/bg & 49 Puiblic Safuty
capactty In a mult-service solaton. - Backbaul Radio Modula (BRM)
Layer 2/3 networking capabilities Eim;-i:zlﬂ- s

Tha Bal&ir200 has an integrated Lager 13 Swich Router = VMAX Fadio Madula (WRHM)
engine that provides extonsive a5, VLAN, Metwork IEEE 802.1&6d

Sacurky and Traffic Maragement cagablitios that arg . :Hﬁhmﬁtm

necessary for transporting mission oo, tre-sensitiv

appl ha 1 viden - bconsodt 13 GHz, 15 GHz and

49 GHz
- unlicensed: 14 &Mz and 535-385 GHe
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Metwork Management Security

The BalAr20d can be maraged via a Comemand Lins = Auchentimton: B2 1% [RADHLES) and EAF mathod:
» Encrypoion WER &4 and 128 bit, TEF ! MIC par 803 1x,

Irerface (CLILWER G or with Balfir Meteoriks B0 | 11 AES
Bal¥iaw Metwork Marapement Systom (MIMS). Both « MALC addresz aceess romirol leic

Tl and WEB Gl provide devica level support. and = Rogua AF detaction
Balviaw MMS provides complete network-wida Ap .
support for Fault. Configuration and Performance « Radloc FOC part 15 and part 17, EM 300 328, BN 300
Manapement. BalView MNM3 works on elther 440, EM 301 E93 and Indesiry Canada RSS 210 looa 5
Windows XP or SUM Solarts platforms and can « EMCFOC 47 CFR part 15, cuspart B Ches B and
also ba | d ity cther EM 300 4B5-11-17 Chs B

2 maragamant « Safaty AMSIALL gid no.S0950- |, CSAACIZ T £bd no

systams ke HF Opan¥ies or [BM Matios. G09S0 |, CE-50550-1

« Lazer @foty- Chiz | lsor product compllcs with 2 1CF
BalAr Networks 15 the leading provider of mobile 1040 2 |ECE0ATE

broadtand mash metworking solutions. Citdes anound * RF miaty FOC OET Bullatin 65, Health Camd Safaty

the world raly on BalAir o daliver Industry-laading \ Costone e IFSENEMAMMEMAX for wes 2nd
broadband performance and scalabillty, and cmer disty condiins
i 1
chazz mpacity and rellability BalAlr Matsorks toames . CE! rr|lr||-!;“:".|
with worid-dass global parimers to deploy proven. v Korm: MICI00I 15
cost-affective wirekss broadband mesh nabworks. « Rugh: GOSER
= Iredt ETA-TAMI005, ETA- TEES

Metworking

I-port 107 0BASE-TX, (Cat 5 Aj-45) Ethamat Intarises
I-port |00BASE-FX [SMF) Ethenat Intorface

4 xT {CEM] Interfaca

IEEE BOLID MAC Bridging

IEEE BOL1G VLAMs

Taiwam: LPODDOR, ETCDS4LPI4AS, ETODG4LPOOL TE,
ETCOL PO T

Physical and Electrical
o Sz@ 015 In{T5.3 om) demeter X 16 . (405 om) high

WVRIght: 28 I (127 kg)

IEEE B0 Iw (RETF) and IEEE BOL Iz (METF) « Typiral power consumption: 58 Wass

IEEE 0L Ip prioritiation with 4 quaues . m%lmmlmﬂmﬂmum
IngresciEgras: Rate LimEing « Bacinp 12V battory

IFTOS Ra-writa « Battory backsp tima: 20 minstes typical

IF Ritanng « Aolable wail or polks mounting kit with thaft daterrent
Fiow Accounting ant-ampar sorews

I S=ID per acoess Fdio. MBSO rupport for

B virtual APz par acoest rido

Support for SNTR ICME HTTRARETCE UDH Teinat,
TETE and IF traffic

= Prowsr, mdio and Ethamat amps

Protection cirouits
« IEC GO000-4-5 loval 4 surga
« GRIDES - & KW (3000 A) T

HManagement

= Saure local and remols aocess mvircnmenta

= Command line, HTTF and HTTPS ¥l GLIL FMMWWI“JM“'EW +E0°C
SMPy I3 and 55HYE mansgement interioes SEnrage temperaburg 40°C in 8070

BelAir

HETWORES

MIBE MIEHL, ShEFYZ, BOZ. | |, Echarnet -, Interface
Groap, IF Forwandng Tasle, OGP

Multiple mer priviegs loves with RADIUS authentication
Firmearg upgrade theough TFTF with support for
amtomatic Follsact

RADILS acrcursing

T B Mamworic.

« Oparaiing humidiny: 5 to 95% non-condansng
+ Shock and vizmtion ETHI00-015.1-4

Tz Mind DUt Imeorg, conEe. Balfdr MNotworir

infoiE b imatworks.com

|- B77-Balair] {1-877-235-2471)

¥ proms

TELE;_’-_G = 1-613-251- 7070

o N Lzl warw balairmatworks. com BEOMATOIT0-RI2
LICLGT /T, 1 0P I3 D88,

Spacion: ey ey By g
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ANEXO 4 Hojas de Especificaciones Firetide

Retiable Connectivity Anywhere™

firetide HotPort* 6000-900
Wireless Mesh Nodes

HiotPort® 5000-900

Wirelass Mash Nodes

HotFort 000-200 mesh sodes provida
raitabia Etharnat comnactiviy ovar a Egh-
parfemanc. mE-forming winles mash
backbome—indoors, cutdooes, or caboand
mavingvahicias. &N HotPort nodes B
muttipks Ethemmat ports foz cnnacting
natwork davims or othar nabworks to the
winlz mash. HotPort E000-500 mash
Raturas 2 dual radio solution with capab®-
thy of oparating In the: 900 MAr spactmum
on ona radiewhila conoemently cparating
Intha 2.4 GHr. £.9 GHr (IL5. pusc safaly
Bmnsad samd) oo 5 B fequanty rangas
on the othat.

Raliable Conmactivity Ampwhana™
[esignad for saamiess indoor and outdoo
pparation, the HotPort mesh network
murdy handias mnaurestvidan, volm,
amd data appictions, makiag it daal for
municzal, pustic safaty, and tndustrial
natworks. Tha mash's zatf-ferming and
wif-haaing propartias anabila rapid dapioy-
mart and dapandatle oseration. Frddas
KuoMesh™ muting peotoool managas mt-
wrk Inad z=d traffic congasTion to optimiea
mestwida parformanm and mEacyL

Pratida s and- to-gad solution tscudes
HotFort nodes for mash nimastrudus,
HotPoist® access polnts for winbms aomas,
Hatiaw™ softwana for a mmphte masaR-
mant ysem, and Hotiew Conteoliar™ for
mash and chiant mobighy.

o

HotPort 6200 200 ndoor Mesh N ode

HatFovt 5200 900 Ditdoor Mesh Mode

Mon-Line-of-5ight Performanie
With tha new Hotfort 5000-900, usarswith
nan-tna-ak sight lsations can sow da pioy
multi-hos, fully mashed meaworks z=d
rem¥a iz banaftts of Rdundangy and Lmad
balz=dng. thamy mproving ratlabiity

of thatr networks. Tha product anatlas
bandwidth Imtamsie appbations such as
video sursillanm and beoadsand acmss

traffic and axiasds mash rattabitty, par
formanme and sarvies isto thass drault
@ M Damants.

“imart Adapive’ Mash Technology
HeaPort S000-500 mash b uslgualy
desigeed for the notsy 900 MHr spectrum
and istrodunes FirSda's Smart Adapthar
mash tachenlogy to mtigate the affeds

of istarfanance that typiclly Erings down
wina sz throughput a=d mitabiity = this
band. Fratidas soks-awars data path and
nokz fAtkaring algorttms asatie mashto
hamda i=tarfarance Som ctfer 500M K
devims, 2 wellas Bom adacant fmquency
band: le= up By callues and 35 traffic
Tools such 2= the smectrum anayrar, which
15 istegratad Imtn tha product, 2low 2 nat-
work admiskstator to mmotaly mosttor tho
haalth of the satwork and taie achoms o
further optimtea the natwork parformano.

1
Gt T, BUIOEE oo -._:'-"
Amimreg i T

Designed for
Strest-level Connectivity
Wik mash. assectally Inthe 900 MiHe
spactrum, fasemanged as aviatks atharmative
to @ilubr and othar typas of mRmume-
Homs for azpicrtions that mquira trat- kvl
connactv tywham buldisgs and folage
ofan prasant 2 chalange. Wirakass meshis
tha bast chotoa for ool apslications. Snm
Talimiaios any Singla poists of fature and
provides multizle paths bo ansums milasty
and =fagriy of data.

Hee- time-of-sight Fimtida HotPort
ED00- 500 mesh alss maats tha wtiiftes”
meads for mitatia, gh-Samdwidth com-
muslcxtions n mmobe and rugged Eriss
whara It m nrees the backhaul apcky of
SCADW monfzeing nabworks and also ba usad
fior saaurty and murallamm.

End-to-End Seurity

HotPort SO00- 900 mash nodas ansura

mazd imum sao ty and privagy ofyow data
Teay aturaW EP and W2 amoyptice
Bawean nodes aad 256 b AES ancyption
fom ingmss toagress. Al Layar 3 I data s
anapsulztad and acmssible ony to Fistida
mash nodas. HobPort nodas sugport WLAKs,
mgmanting tafficwith seoure acmess amtrol
on =ma piysicl Efestudm.

Pt wtites mestwrond beck e axteg Fieebide M oot S0D0- 800
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HotPort” 6000- 900 Wineless Mesh Nodes

Spedificabions
Modals

= HatPoet E1D0-500— 3wl redios Indoer Mash Hem " E &

= HatPoel B200 900 Dmal- racds Quidaar Me
Hado

Mash Protocol

* Fretige AutoMa 5™ Fratocol

Sacurity and Encry ption

= 40 OE, 10 b WEF by

= 178 O, ¥56 EIAES hys
PWEAZ. and bo-and datz)

= MAC pdpre thierng

= [ngitally sigmed frmear s

= [ngital m riforie s o0 nooe

Trafc Priaritization

= Dumifty of mwim (0as BOE LR

'Wiralazs Imia rfaca
= IEEE BOE vea/ by bl b
* TRmsmE poser op 0 400 MW for 2475 G o
& 6531 W i M Rt
= Faquency RNgRS
FE - 928 Mix
L4179 - L 4E0 G
454 - 499 GHr {5 publc sty tand)
LS - LPEEHr
LIt -L ¥ GHr
LD-ETE &
725 - L AR GHr
" Remhe mesk iy [hypical)
FIOMKL I55=
1M -3 22m
11 Mbpe- 35 d2m
SO0 M b, OFIN
M -51 02m
EaMbps--T1d3m
L4 GHr, [E55
1 Mb -5 dEm
11 Mbpse - 38 d3m
2.4 GHr, OEDM
b M -30dEm
E4 M bps--71 dEm
EGHr
£ M b <30 dEm
£ M bps--73 dEm
= [yreawkl Fogmrdy S kedsen (IF5)
* Trmsmit Pose r Control {T#C)
MashManagamant Softwam
= Haty k@ Pro™ me sh maragament sofsan
[semrzk puciase RIUR O]
Mobitty (oetrelia r Saftwam
* Fratioe Mobeiiy Lontoler dkent and rsssine
e soetwene [unde dwith Hold ow Pl
Raqulatory Agency (@ rifications
= Contsct your Aetie oosior o podu sl
abisly and ozt fictiens foeyaer courtny
= FoHS and WEEE cmptit
‘Warranty
" Haraea = one yaar Uerie dea menty
= Sorbwere- 70 days Hriied wamanly

wwrw fim tda._com

firetide

e LRI PR (T T

,80008

L
CuririzorH stFort S200 300 conmeciors

Outdoor M odel—6200-900

Ratwark Parts

= Thes iy udIMbps Fite met parts with weatha |
proaf menactory, LED activily indicator

= [EEE 302§ 300 3u compitast

= SN ol 100 s sansa

 Ports 2, 3 FSE Posa rovar Ethesmat per BOZ 1af

Enclezen

Lot AL Errm MEMAL L5 TFsE 2 noiewm

* WD N-iype antzom onm oo

* Jnamaztharprood pows r conme ciar

= Thes meatheproai Fthemet omediors

= Sysiom LEDs [poway. stzhe, mash]

»Waight- 17 Lbe (54 K} with bracket and
surstiad

» DEmensions: 17 X w15 X EPET (30 E ouk & om
& o5 on) induding sarshield; 177 X B5"X 55"
[ALEomX 22 cm ¥ 17 ond ecdeding murstied

Powear

= AL Input- 50-240 WAL, E0-E0H 194

= D Inpark: 1590 215%, A

= Ports 2 and % 1EEE B2 Yaf compiart Fok {PSE),
135 W max

Emdrenmantal Spactfications

» Ipapting Rrpete- -40eC iz 1500

= Siorage e mpe raiune- - aleC in 1 BhaC

= Homid iy { non- oendensing b G s 00%.

= Siorage hurldily (nen-condensEng s Do %

= Mt hmum aistude 15 D00 et 4600 meiars)

Inciudad Acmssoras

= AmiEnne: 3 gk of 24 GHr and 5 GHL
EdE orond disecHonal and a pair of WM hr,
3 d B8 Ol dlmectiaral

= [incisded mrnetwark shging oniy )

= Bsacel far paoie and wall meunting

= bxio el AL powsar oo | non- Berth Ame ricz
posr ooed 15 B pasTie ook bk e

* Remavatke mirstel

= Iz ztharied Fiiemet bonstion chkewih
wrizrtigh BJ-4& coupkng

Dptonal Bocassorias

= Duridpa wartherie d Piemet cables, for 1ma
with Hob Poimt® acoes poinls

= Lamrinaie phobsmll saoot poser

= Singk detadahie, Hghgin, pednn-peork;
sl crecionzl 2nd e oozl 2nbe pres:
[ Amrienna Giride}

1£0 Knowtas Drive, Los Gatos, [% 95032
Phone: +1 &08- 3597771

Lt i1
Ingnor Hodfont 300 300 conmecions

[ndoor Modet—6100-900

Hatwark Forts:
= Four 10,100 N bps e et ports wich LEDS
= 1EEE B0 3, BOR Ja compiiant
= CSMALTT 10,1060 2utore e
Erclosura
= Sysiom LEDs: {powsar, strtns, mesh]
» fthamat poert LEDs [Hink, sates_ adariy]
» Connacioes: o anbanra, one powee;. S
ithameat (i1-45]
= fzsd button | eozsed |
= Semurty st or physicl locking device
=Wiighk # b o1ear (13 kg)
* Fimension: LIS ELF
(Femy 1SomE S am)
* Finmn-rzied ULA4S
Powar
* DL Input- 15 VOO 5%, 1LEA
= Exbarral powses supply- 100 feDVALC, SIF B0 Hr
Emetronma ntal Spaci¥cations
* Dpsacatineg bampe ratume- OeC i 150e0
* SnraE tenpeaten: AL ko4 Piel
= Humid by (nen-oonk nsing: 10 o W%
» Smrae henridiy | nan-oondersng - 56 035
* Macimum 2itftade 1% 000wt (400 matars)

[mctedad Acoaszarias

» & power adaptorwitt o (non Kocth Amaric
poea | pzrd B m p2rebe ol rab ke fem)

= Antenras- one par 24 EHr and &iEHr, SdEL
ol diedonaland ona gl SOOMr 3 031
aml dledonal

DptiznalAcmssorias

= ¥l or cebide- moust bdot

= Incica r Hoda i SO0 -conmacines
= Quidzor HatPort B000 comedors

(tther Firetide Products

4 e

@ <
IPFE

Aroass Points:

HolPaind Ladao HotIm ri 1ndo

B il i oo P nin & Culdaar Codoans
P e E g e i

)

| ©

Holdwr & Hell b Pre

WD R nEg T AoEssoriss
Safnae Finted drierTun # 3oty
aag sy and WLAR [p——
oedicdee

Fae: 41 408-3957736 | Ematt Info@imtide. mm

B G N b, Doe i righb e re [ovormwrSon mosjes iz cuny eibral wEx Prede Soifrl ol Hodoie ar » peew bey mavin e Aeds, e Gl e civily o s
Sofifiey Soliies o, M eol-tiee, ol dstoie i tndener, o Fiwbde, D TR0RAA-TRDR
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firetide

HotPort® 6000 Wirsless Hash Nodas
HotPort 000 mash sodas provide milatis
Etharmat comnactivity owar 2 Migh-marfor
manca, satf-forming winkes mash badcbona
- Indoors, curbdoors, ar onboasd moving
valickas. AU HetPort sodas Bave musipla
Ethar=at parts o monnacting nafwork da-
vims o otiar nabworis T e wiskass mask
HotPort 000 mash sodas provida up i
70 Mbes throughput 2=d cparata at 2.4 B,
&8 GHr (L 5. pubic sy Beemd tand).
or & EHr. HotPort 6000 nodes am aquizpad
with dual radics cpasating at 00 mi.
Pegse nate that o of June 2080, Hotfert
S0 functiansitly for fed sppiicotions &
susporied withtn the HotPort 7000 progudt
fine. HotFlort S000 mesh nodes conbinue & be

ovaila e fiar Agrastructure mobity ospioo-
thns et 270,

P = |

Hobfert S0 Indoar Mesh Mode

Hobfer! S000 (rtdoor Me i Node

Beliable Connectivity Amywhere™

HotPort’ 6000 Wireless
Mesh Nodes for Infrastructure
Mobility Applications

Ralizble Cannactiity

for Infrastructure Mobiliy
Applicatiors

Dasignad for mamikess tsdoor and cutdoos
pparation, the MotPort mash matwark =-
curaky hamdles conourrant video, volm, and
datz applications, making ttidaal for munid-
pal publicsafaty and Indestzial nabworls,
whara Infrastruches mobitity 1s mquisd. The
mesh's = E-forming and saif-haati=q propar-
thas anatda rapid deploy mant and dapand-
abir oparationwiila allowing roaming of
mash nodes sooas mash meaworics. Fmtda's
AutnMash routisg protoom| manages mawerk
Ioad and traffic congestion to oplimiee
mashawida parformanca and capadty.

Duak-radio Performanis

To meimiee parformancs, dual-radio
HofPort 000 nodas support two radio
modes In the "tosded™ moda, both radics
ar combined to oparata &= asingle weit bt
providas doutia the tandwidth of a 2ngla
radicaquivalkant. This is doal for bandwidth-
Intersive apstication such asvideo sursall-

Lamiog, msuling in oystal dear video images.

Duat-radio mash nodes & moommandad for
Infrastrucum mobity applictions.

i scd g weik
- flrwtide wrredeas mea T rode

T videz armun A mantise

Firsticls: Reirilhy Candre Lt
ard Ceniral Mieo Morar

104

Advanced Mash M oty
*imatida M obitty Comtrolar soffwam 1s
muiad for high smad Infrastruchm mobi-
Ty and anatlias anabling miiabis mnmect-
Ty for Wi Fl acmss on publc tanssortation
arvideo sursilznm from moving vahicks

End-to-End Senurity

HotPort 6000 mash nodas ansurg ma imum
seautty and privagy ofyouwr data. Thay
faatuea WEP 2md WRRZ ancryptios batwaa=
modas and & Saaoyption from Ingmss to
agmss. M Lawar 3 Pdata ke namulated
and aomssibia caly to Fimtide mesh nodas.
HotPort nodas support WLEMs, mgmanting
trafficwith maouna acmss comteold oo MR
physiol sfastrucum.

Ky Applications

Securfty ond pubdc sefets High-parfoe-
manm sursillanm video with cptimal
frams rates amd Image msoktion Som
mving pollm wehicks.

Transpartzbion and mass transies
Raitatia Wi-Flaomss with igh spead
mehl By for passangars; data ot
ty; mal-Hmaviden toanse pasangar
and cparator salafy.

Indestriat:idas, drta ad vol com-
mumicztions bo and from moving vaticias
In opan pit minteg, tsdustrial facitas,
2 MErpriss ARpUEES.




HotPort® 6000 Wireless Mesh Nodes for Infrastructure Mobility Applications

Spedificabions
Mdals

= HatPoei 5102 - Dual-sdis Indooe Ma sh Noda
* HetPpet G207 Buml- o Durisoaw M sk Kok

Mg sh Protocol
= Fietide AutoMa sl Pariscsd

Sacurity and Encry ption

= 40 B, 104 bW EF bays

= 17BbE, 75 bt AFS boys
[WRLZ. and- ko-a nd dats])

= [MALC 3doness filizring

* [ngtzlly Sqnad e e ke

= [hgizl edfizies on nodes

Trafsc Prisritization
= iDuably o Sarvice [Oe5 AL ap)

'Wirakazs Imia rface
= TEEE 307 10 by hand hoc
= Trana power gp iz 500 il
= hRgmny A
L4177 - a3 EEr
&5 - 4 9 GHr (LS pubBc sxioty End)
LoE- L IEGHE
& 7% - B35 GHr
LD - B 775 G5
ETH - ERMGHr
* femhe =ty (ypicl)
.4 GHr, D555
1 Mg - 9% d2m
11 Mbpx -3Ed2m
L4 GHr, OFIN
& M by - 90 dEm
E4Mbpy -T3dEm
EGHr
B M by - 90 dEm
E4Mbpy -T3dEm
= ek Fegmendy Sadedtion {FS)
= Tranak Prwe riContml {TPC)
MashManagamant Softwam
= Hobd e P mesh manage mert socbwane
[macqurinad |
Mobitity {oetrelia r Softwar
= Finatide Mobithy Cont el nasedee
makiEly s=iwer {eored)
Raqulatory Agency (@ rifications
= [zntad your Fimbde desle for produt
availabiEty and @ rtTicbiens foryoer courtny_
= RS and WEEE compia

Wa
* Hardeam: om year ntbod warmanty
= Eortwone- 50 days e d war arty

wwwfim tida.com
150 Knowlas Drive, Los Batos, (& 95032
Phone: +1 $02-359-7771 | Fre 41 408-399-7756 | Emaik Infod@indde mm

firetide

B R ks, I & dgirs | ]

amal TET LG E 131t

CurtreorH sbFort S000 conmedcrs

Ourtdoar Modal

Meazwark Ports

* Thex ol uliMbps Ethemet poriswith
wzxthem o conmeciors, LED activily indlcabar

= [EFE 302 3 B0J 3 poapEant

* CMNTD 1y 100 anissense

= Ports . 3 FSE Fowsar aver Ethe met par 302_3ar

Enclezen

» ot alnminmm MBS -0 PSS ancizaum

= T N-ype e nra connadoe

= O wezthe prooi poser conme cior

= Thiee weathe rprooi Ethermet conme dars

= Syechory L 50s [powsa;. sizhes, mesh)

= Wiaight= 17 lbe (L 4 E3) with beacket
and surshkeid

= Dimenshons: 17§ o5 KBTS (305 om
X 7 omX 15 om) induding sanshieid;
17 R AS"X LEE (305 m¥ 22 onX 17 am)
aiwding sanshieid

Powwrar

= ACC Inpurt: - 240VAL B0 Hr_ L5 A

= O [npet: 5 YOC 2155 3A

= Prirts ¥and 3= TEEE BO? 3ar pompisant Po [PSE).
1LE W max

Ermdranmantal Spacifications

* [ reting fempe atune: 40 i LE0RC

* Slreage e mpe et - 4=l tn s BEAC

* Humidity [nor condersing)- o o #0%

» Slreaga humidly (nen-cond reiegl B b SRR

* Nadmnakiud 15 300 fed (4500 meers

Included Aomssorias

= Arvig s b poirs, 2 4 GHr and & GHr, & 31,
oo directional | nduded for e ek
Saging anky]

* Hmdet orpalke and wall meunting

* ExizmalAL power coid [nan- Herth Amaricz
e oo s separrie poderzble e m)

* Rarovatie senshmld

* Om weztharinad Fihemet tanstion cibiewih
wzleriighl Rl-+5 muphing

BpHonal Booassarks

» Ouidoorweztheried Fiemet cibles, for s
with HotFoint amess points

* Lumingie photoml socket powar

* Hngie detachakle. High gzin, speciun- speor;.
oo diractiznal and directiz ol anio e
{2 Amie nna Grido)

Failites Try Meubirk g Aacile vham Ter min e P, o DEEE-I0D

105

T . foeg
N
Ingoor HotPont 000 rosnednm

[ndoor Model

Ka twark Ports

= Foer uly il Mbps Fiemet parts with L22s

= TEEE BIZ 3 BOZ Juampitant

= (CEMALTD iy uid] 2udyr man

Emcinsura

» Sysiom LEDsposar. strhis, math)

* Fiiomet port LESs [Hok, saies, adiviy)

» Cannactsry beg anbenra, onz powsar, mer
Piremat (id-45]

* Resa bulbon (e memed]

= Saqurily sob for physioal Lockdng devioe

= Wizight= 71k vk o (19 Ig)

* imenson: LIS L6 L F
[PaomX 15 om & o)

* Pianen- ried ULRDes

Powar

= DL Input- 15 ¥9C +15% LEA

= Fxiemal powses upplys 100 240 WAL, B0SS0 Hr

Emeironma ntal Spaci¥cations

= Dpsacrting barmpesat o DC 10 LE0eC

* Boroeempembae: -0 i 4 ML

* vy {non- mncas nl 105 be B

= Blorage hurmid iy (nar condersing - 5% I ¥

= Macimurn athtoda 15, 000 et {4600 meters)

[mcledad Acoassarias

= AL possa r ackapta rw ith oo (nen-Narth Americ
poszr o 1 2 perate crokasaltba o

= Antenrer: b0 Ericy, 24 GHrand 5 GH S48l
sl diedioral

DptiznalAcmssorias
= Wl o cubicke-maurt bracket

(ther Firetide Produds

4 g ﬁii}

Armsz Polnts

HolPdre Indeo H ot md 1o

I (o oo Pod i & Dubdorar Cusd o1
P merw. E g e

@ | ©

Sattwam Aomzarias

Holi'ear Pre, Missbids & ey, @ arting

2oy [ardr e ; i, Cabipa, sir.

Thowsbi Ao LA N Caniredier

=@ m B nod. e b, Hodor sed Hoifor ae =g wd Sdeaarks: o Nw b, Do Sariion = meciely snmsiem, Holfe s



firetide:

Viable Alternativa to Flbar
Ifrstructur mash technology from
Firetida peovidas musidpal tsdustrial

and anarprise wmeswith the bandwidth
neadad toaxpand the mach of thalr axstisg
natworks, wiila adding avaria®y of fead z=d
micbiia applictions: dby-wida vidao sursall-
2=, b2 masagemant and Inia JEn't
ramspartation sysmae. W F socass for
micbila chywarkars and wisla s Broadband
for usdarsarved amas

Comvement Uipgrade Paths
HotPort® 7000 mash nodas s5ip as

BOZ 113/ b/ n dual-sadio apable Bardwaes,
witheshazmd fimdionality esatiad thrmugh
softwars dmmsas. Peofcts that do mot
raquira BOZ 11n MM 0 [multizle Inzul. mut-
tizke cutzut) caparty or dual-radic capabisy
o startwith B02. 117y g-ama blad siagls-
radio configuration. Dual- radio funciic=atsy
2 aaslly ba amatiad through a softwara
mnsa ot am additional cost. St 2
wpanats witwens Be e omanabie MIM0
functicsaiy for oparation n .40 MHr chas-
nals. and to take advantage of BOZ.11m
techmoiogy tn actiewe theougheut of up to
300 M ps curbdoors and £00 M bes indoos

HotPort 7o IndoorMesh Node

HotPart 7000 Dutsoord esh Mode

HotPort® 7000 (7010/7020)
Wireless Mesh Nodes

Easter Deployments

& NatworkManagemeant

Usitha wisd naworks, wha s daploymant &
umbarscme, tha s E-fomisg s2tus of te
Fimtide mash satworkeamsurs razid daploy -
mant of large-s@ie nabworks. The Hotfort
7000 mash katurs Imagraied smdtum
amalys nabwork capactly plansing =d
amanna aligamant tools fiar aasiar daploy-
marts and nebverk managemant

Higher Ratiakiltty

Tha HiztPeart 7000 neada s foem a muls-
poist to muiE-poist & focwinlass mass
naworkwith nosiegie point of falum.
Usitle awired nabwork, wies a art Inthe
bl could take sevaral days to maobe, the
Fimtida mash routas the traftc iImmadinily
on &= 2tharsas Bek amsuring oo
saovlm sed nafwork aralabiit

Duak-radio Performanoa

To maximiza parformanm, dual-radio
HoiPort 7000 sodas support bwo radio
madas. [n the “soedad™ moda, both radios
am combinad to oparat 252 singl Nt
that peovidas dousla the bandwidts of asin-
gl radioaquivaiant. b= tha " Heaar” moda,
both adies cparaie Indapandastiyasabing
sustaingid Bamdwidt bavals owar an usdm-
ttad numbsarof hozs. This armabies loeg
Uinaar topologias. such aswien natworkdng
& ralway Una. and peovides 2 sustalsad
leval of sarvica foawasy noda, wiich s

2l oritial for inge mumcpal nabyoris.

106

Duality of Serdca

Fiatida s patamied AutoMash™ fow bassd
routisg protocod suzports advancad inad
Elancisg z=d cengestion costrol macha-
slsms for optimal routing within tha mesh
mafwori. The HiobPort 7000 mash infrastruc-
furg also prowida s axfanshe WLAN mabitties
oriticil for dapimying 2 muls-samvim natweork
on a lage sla

Matro-scale De ployments

Peathde s mework aasiy scakes up iosaveral
Bundrads of mash nodas for ciby-wida daploy-
mant. Advanmed katures Hia MashBridga™
and Gigastt Ettamatea™ supzort mesh
onnacti iy aooex muEipla locztions.

Multicast & Sacurtty

Fiatide Infrastruchurs provides rellabla
muticst mmbities ool e bge-salk
publicsakby sad Broadband scoes nabworks.
Fatida mash providas advanmd mourtyy,
ecluding BIZ 111 support, dual-Layar of
FIPS140-2 @ rtfabi 2555t AES ancyption,
digtal mritficztes on nabwork akamants,
digTally signed Armwaes fios, MAL bersad
acmess mntrel Bsks and WLAN Bazad aomax
ooiminol B,

Fleribde Comfliguration

Indoce and curtdooe Hoafore 7000 sodas
faztiea dualor single comSqueahia radics
mtha 24 4.9{L5 pubbcsaiesy Boamad
Eamd ) 2md 5 EHr frequancy mnms. HebPort
7000 mash o utiites chasna widths of 5,
30, 20and &0 MHr (MIMD peiy]. with S and
$0MHr chanme |widths cnly avallabke on tha
4.9 EHz band.




Reliable Conmectivity Ampwhere™

HotPort™ 7000 (7010, 7020) Wireless Mash Nodes

Spectfiebons

LI 1L
= Hok Pert 70— Indosr Mesh Hode™
® [t Fort 7 00— Deioo r Mash Mode ™

® B E DY SO One SCere 1) s sie o tuad

oo g or 502 roe MIM 0 faschionsiy

Mazh Protocod
= Fimtae Ariodkesh™ Paoloos]

Saperity amd Encryption

= ghbek, tils et WEP ooy

= o b, FEE DR ASS ey
WAL and-1o-and data}

= WAL il = Akaring

= Dighaly shned A fies

= [Figital cartiicabes on ned s

Trasfic Prioritizcation
= Doty of Sasvim (00S B2 10}
‘Wimlass [nmrfam
= EEE B 113 bymhy'n ad e
I MMOwith ? £eam”
" FICIEE 07 S0 0Ne SCETSE Pegied
for 322 1o MIND fasctionsiiy
= T3 MMOwith 7 $mams
= Trrserl pawsar up to 400 miW par £ean
* FROWNDY ARGE:
7417 - P &E3GHr
4 04 - 459 CHr (U= pabilc @il band)
E 15 - B GHr {Indeor e oniy |
£ 75 - L35 EHr
E 40— 5 77 GHr
ETP - LEEDEFr
= feorve sensitiv iy (iypical)
74 ERr, D555
1 MEpE: -5 dim
11Mbps -E34Hm
24 EEr, DA
E Mbps: -0 dim
k4 Mbps: - 73 dEm
E CHr, OFN
E Mbps: -0 dim
b4 Mbpx - 73 dEn
= AbiEty o conrkpum & ul, 30 and
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ANEXO 5 Hojas de Especificaciones Tropos

Tropos 1310

Distribution Automation Mesh Router

The Tropos 1310 Is a compact, easy to install, IP mesh router optimized for DA appéications. It allows utiligles to
economiczily deliver high performance, low latency communications to power distribution assets such as redloser
controllers, capacator bank controllers and voltage reguiators. Centrally managed by Tropos Control, the Tropos
1310 extends the performance and coverage of a Tropos distribution area network (DAN) by adding mesh routing

to DA assets.

I Economical Solution for Distribution Automation Applications

FEATURES AND EENEFITS

® Mash natwork node function-
ahty at 24GHz

¢ PSec unnaing

¢ Ethamet or sarfal devica
(ONPJ) connoctity

¢ DC powered from most
davice controliers

¢ Smple nstalation and
Commssoning

¢ Tropoes Contral
Managaement

Fav prodhics specificasons, plexe
nacy Trapor

orcs Y

Utiliddes are adding cations 1o th ds of distributs devices, These devices
quire highly seliable and commumnications in order 1o reduce the length and extent of power
onn‘u.muiandm&m MF&MMIVARWLWTWGIHCMLO

architecture provides 2 foundation for 2 wide vanety of smart grid applications. It
d&mh&hﬂmhﬂ-ﬂm%mdw&hhhﬁm
i ¢ &A b 4 [ “d Al

wurkfore support. '!hTmpul!lObtwdmLhTmp«mdmmpo&nhﬂy.ym&n‘-
economical path for wtilitics to deliver disril

“l’r

Fully Intograted into Tropos Mosh Networks
Th'ﬁopu-l!lﬂhml?mdmumdl‘&l'h. 11 peovides dhe following coential

funceions for datrbat jces amets i 2 Tropes meds network:
@ Ethernet and Sesiad devs wvity: Supports DA device wdng sermal (DNP3 protecal) oe
Ethernet devices umng DNP/IP

?® Wirden device connectivity: Aces 2 3 Wi-Fi sccow potnt for end point devices that support
502.11b/g'n consnunicatsons:

¢ Relisle k dvity: Delivers mad vk connectivity to other noder xnd gateways i
2 Tropox mads network covulting in 3 highly relisble, edunds 5
? Secure end-to-end ikations — Suppores mudriple IPSec tunncls with AES encryption for
daes ications from the to the atility operstions centers
Tropes Control Network Managemont
The Tropos 1310 is centrally mansgad by Tropes' indiustry leading wirel k marag
"md I_r‘l' L - P “ k. N P [ 1L ‘b -2 £ w0
monstor network performance in real-time and perf mplex o nuck s netwerk configuration

and mftwsre apgrades. The Tropes 1310 fully intogees with the Tropes Ditsibution Asea Netweek sed is
centzally managed by Tropes Conerol.

tol 208331 4300 o fax 403 331 4307 « wwse tropon.com « aalonitrogacn coes

s ) g e, s A b s i Tigus at P . gt @it o g, St i T v s, TV MBS . vt i o T S . Ah —p—
Py ™ = e ads —

pranre s = s

ro ey r— —
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Tropos 3320/3310

Indoor Mesh Router

The 3320 Indoor Mesh Router providas 2 turnkey solution for extending Tropos
cutdoor mesh networks into Indoor environments. Ideal for extending municapal,

utdity, enterperise, Industrial, or miitary cutdoor mesh networks into Indoor offices or other fadiitles, the unit
features a next-generation high-sensitivity radio design for superior stability and throughput.

Capable of smultaneous support for multiple applications, the 3320 Indoor Mesh Router includes an
onbeoard Ethernet port for hard-wired connection of peripheral devices such as security cameras for video
survedilance. Single or multipée 3320 indoor Mesh Routers are easlly deployed In a wide variety of Indoor

settings, and the compact, elegant form factor provides support for any 802.11a/b/g/n client device.

Software

¢ Support for 802.11n faatures
delvers sgrificant parfor-
mancs enhancements

¢ Awisbla i =ngle Z4 G
or duairadio 245 GHz)
configuiations

¢ Advanced auto-configuration
capabiitios streamine systam
deployment

Software

¢ Docartralived achitocturs
optimines thrmoughput and
wnsures scalabiity

¢ Dyramic salection of optmal
and-m-and paths boosts
pecormancs

* Tumes natwark performance
and capaaity by cptimizng
signal strongth on a per-
connaction basis

orcs Y

The 3320 Indoor Mesh Router is smple to deploy, bringing existing cutdoor service inxide to provide
power up the router snd auto-conliguration takes place via Tropes Prediceve Wireles Routing Proso-
ol (FWRP™), 3 patented algoeithen that dynenically mofipare and optimsttes mesh connections.
Governsment buildings, loraiex, wtlity sulwaation ! warels and sellite offices of
all eypex can be quidkdy snd cusily brought online. Users wall benefit from Full dient support foe lagp-
toge, wirdes-enabled deditops, tablesy, bundhclds, 1P scumners, video security equiposent, and meee.

The router s avasdable in two verdons:

? 3320 lndoor Mesh Roster — Dusl-band unit with one 2.4 GHz, B02.110 sod one 5 GH:
502.11a radio. Dadgned to support higher-capacity indoor networks, the unit supports mesh com-
musscations with other routers and diient connectivity on both bands for superior performance,
realiency, and capacity. Desgned to leversge existing cutdoor netwerk investiments, the 3320
ensbla the indoos ck o be saded to meet demsnds theough deployment of sdditionsd 3320
or 3310 lndoce Mesdh routen.

¢ 3310 lndoar Mesh Roster — Single-band unst with one 2.4 GH:z 802,110 radio. Desgned for
indoor nctworks with lighter eraffic boads that do not require 802,112 support, the unit is ideal for

leversging existing outdoce netwuck invemests. The 3310 sk enables the indoor network o be
scaled dhirough deployment of addigianal 3310 Indooe Mah routen.

Resiliont, High-Parformance Netwocks From Tropos - the Wirsless IP Broadband Market
Loador

As the leader in 1P broadband med: networking solutices, Tropas is the right choice for onganiea-
toms imterexted in deploying 3 robeot infrstnucture cxpable of mippoctng both cutdoos sad indeor
environments. Designed to enhance operational efficiencia, Tropes techinology provides the backbune
for the wp-perfocrming cued ircless [P whx the globe. Por further informmation, visit
on the Webs =t www tropos.com.
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Tropos 4310
Mobile Mesh Router

The 4310 Mobile Mesh Router interoperates seamlessly with Tropos fixed
routers to deliver a robust, high-performance wireless connectivity solu-

tion for mobile workers. At vehicular speeds, the Mob#e Router supports volce, video, and data connectivity
and extends the Tropos fixed network to provide access for handhelds, laptops, and other endpolnt devices.

. Az casily-deployed subution for increasing the prods

FEATURES AND BENEFITS
Software
¢ Routing aigorithems optimizad far mo-

bty provide conmactvity st wehicdar
spaads

¢ Maximizes performance to automatically
find optimum and-to-and paths acoss
tha network

¢ Gracoiud handofs provent seovwes
deruptions to [tancy-sanstvg voics,
vidao, and VPN connactions

¢ Subsacond handofis agoss multiphs
availble wirclass channaks

¢ Creation of standaione mobile networs
in 3reas whars coversge s unavaiisbla

Platform

¢ Intolligant 2.4 GHz mobile node sup-
ports 802.1 1b/g mash and chent con-
necthity

¢ Bastinclzss Ik budget for superior RF
propagstion

¢ Vohida-mauntad with Integrated
high-power radc

¢ FIPS 1402 compiiam

TROROS

Al L&

wvity of the Tropos
4310 Mobile Mexd: Rowter enadiles sy vehicle 1w b = mobile node. Typical applications
inchade extending coverage within dities and scrom regions to support mabile Geld workes.
This includer utility crews, fisst rexponders, bullding inspectors and anirmal contrel — ol of
wham benefit by having high-gpeed acces o mformation snd being able w0 file seports from
the ficld. When deployed in milicary vehides or industrial enviromment such o poet or
mining jon, the mobile d elfcencie and entances co-

- .

munuAaons..

Tropes Mobie Routers also smupport the ceation of tactical meh maex, = empowering
mlution for enserpency rexponse toxms or malitary tactical teums. Multiple vehicler equipped
with mobile routers cxn mesh with cne another 1o aeate 3 stndalone peer-to-peer netwark
rexponse teamn it operating in 2 rural region that doex not have aces (o the Bxed Tropos

o coordinate their efforts.

When v the mobile-node equipped vehicle wses i high-power snd high-senaciviey
2.4 GHz radio to provide connectivity to authorsted handheld sod laptop users within 2
three-mile rebiz (depending on the enviresznent).
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TURES

Tropos Mesh OS

« Patented Layer 3 mesh routing intel-
lgerce

« PWRP dynarvically employs Bnks across
multiple frequency bands for Mgh
througheat

« Supperts multiple virtual networks on &
vingle wireless infrastructure

power control and data rete selection
provide efficient we of RF spectrum

« SAERE policy besed routing carries traffic
for differert spplications on different
spoctrum while spporting dymamsic Meudt
tolerance

Secure Management

« User-defined traffic flters

o B LSRN

« MAC address access control lists

* AES encryption of mesh data and control
traffic

Platform
« High-performance 54 Mips WI-F
« Best-inclass link budget for superior BF

propegation

« Ruggedized and weatherized for extreme
cutdoor condition

« FIPS 140-2 contified

The Tropos® System Architecture deltvers the
maxmum scalability, high capacity, reliability,
and security demanded by caustomers. Tropos
Architecture combenes the nowvative and
patented Tropos Mesh 05, the incustry's

mast sophisticated metro-scale mesh routing
intelligence, with Tropos operation and
optimization tools, which provide centraltzed
visibitity, anatysts and control, and purpose-
bullt Tropes routers with peeriess 802,11

racho performance. Tropos' complete solution
cnables city-wide fed and mobie muiltt-
megabe connectivity for IF-based voice, video
and data applications.

The Tropos Mesh OS5, induding the Predictive
Wireless Rowtyg Protocol (FWRPE) ts the
Industry’s most scalable mesh routing
dgorthm. The Tropos 3320 outdoor mesh
router 1= 2 dual-radio router that uses B02.11a
and B0Z.11b/g lirks to form the mesh and
usmes BO2.11b/g to provide client coverage and
connectivity. Utiling the embedded FWRP,
the Tropas 5320 creates 3 self-onganing and
seif-healing wireless mesh that intelligently
solects the optimum end-to-end data path
through the mesh. Because the Tropos Mesh
05 never requires more than 5X of avatlable
bandwicth, networks can be scaled to many
thousand nodes without client throughput

oF network capacty degradation. Tropos

Mesh 05 dynamically uses S GHz links to
Improve performance whille not unnecessarily
Increasing the router deraity ar sacniicing
retiabkity. in thes

networks
GREENER, SAFER, SMARTER

The Tropos 5320 maximizes return on the
restment, as the software, management
and hardware combine to enable the
operation of multiple independent networks
on 2 single metro-scale mesh Wfrastructure.
natvicial departments can operate
naependently on the network, segregating
nformation access applicaations, and access
lewels.

Tropos routers require aonly power and can
be deployed anywhere it 15 avatlable. Each
router provices wircless connectivity to
=andard B0 11b/g clients and extends
the coverage area of the metro-scale mesh
network.

The ruggedized and weathered Tropoes 3320
% NRTL certifed for cutdoor instaliation.

2 can be mounted on extermal structures
2xch as bulaangs or lampposts In less than

15 menutes by a trade-level worker with

one tool. Outdoor Tropos Mesh routers run
on 2 wide range of power options and are
avatabie with an optional, factory-instalied
battery backup system.

way, the Tropos
5320 and Tropos
Mesh 05 combine
to leverage

the benefits of
uzing acdntional
oectrum

to increase
capactty while
climinating the
pitfalis of the

5 Gz, line-of-
SIght, spectrum.

e
— - - - -
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Tropos 6320/6310
Mesh Router

The 6320 Outdoor Mesh Router Is designed to provide a cost-effective, easy to
deploy, high-performance networking solution for cutdoor environments. Light-
welght and compact, the 6320 router defivers significant performance Increases

through support for the 802.11n standard, a next-generation high-sensitivity radio design, and the incorpora-
tion of new patented features into the Industry-leading Tropos Mesh Operating System.

I A, cost-cffective ;lution for 3 wide variety of applications, the Tropox 6320 router & well-suited for

Software

¢ Docontralized architectura
optimtzes throughput in res-
time and ensures scalablity

¢ Dynarmic sslection of optimal
and-1o-end path daltvers the
highast performancs

¢ Natwork parforrmance and
capscty maamizad by suo-
matic optimizstion of powsr
and rata on par-connaction
and par-padiat basts

Platform
 Support for B0Z.11n faaturcs
delivers sigrificant parfor-

mance anhancements
¢ Comafioct, compact, ight-
woight dasign streamiines
i sourang and deploymant
¢ Awlkble n=nglk (24 GHn
or dusalradio 2475 GHz)

configurations

TRoreos

municpalitics, ushties, enterprise, industrial, snd military enttiex. The 6320 router provides 2 reliable
communications foundation for ushty meter reading, intellipent transportation systeans, pablic sfety,
and video nurvellance, and ix dedgned to support multiple spplications smultsncoudy. Fach router
can either seeve a3 3 guteway interface for capacity injection into dhe network, o = x node to extend or
reinfosce network connectivy.

The srall, lightweight form factor & ideal foe deployments where acsthetion snd weaght are part of
the mounting amet equatios. Configured with maultiple antennss, dhe 6320 router ix fieted with two
Ethemet ports. Theae ports can be used fee = variety of purposes, induding capacity injection from

2 wired o7 point-to-paint wircles beoadband link; foe attachment of client devices saach 23 2 video
cxmera or Advanced Meter Resding/Advanced Metering Infratracture (AMR/AMI) collector; o¢ o
reczive power over Ethernet. The is zraclable in two vers

@ 6320 Outdoor Meask Roster - Dial-band unit with one 2.4 GHz znd one 5 GHz radio. Deigned
for creating oc expandang bigher-capacity mmdti-ase nctwaorks, the 6320 mupports mehing snd
chient connectivity on bech bands for superior performance, restbency, snd capacity A xalsble
solution dhat peotects hardware invetments, the 6320 enablex the netweek to be expanded 1o suppost

¢ 6310 Outdoor Mesk Roater - Single-band unit with cne 2.4 GHs macbio. Desgrned fur neeworks
with lighter traffic: loack, such = collectoe mondtoring for stilitiex, or for B3k-in connectivaty in
burger systemns. A scalsble solution thas p hardware svetments, 6310-boed networks are
fully interoperable wigh dusd-band routers - and can be casly expanded to the bighest-cxpacey
configurations through deployment of additionad of Trop

802.11n Foatures Doliver Notwork-Wide Performance Enhancoments

Both models are dessgned to wtilize the powerful cxpabilities of the 802110 standurd
perfoamance increwes in coversge, capaciey, and relisbiny. This breskthauugh technelogy improves
reczive link sigaal strength mnd dient commectivity not just for 802.11a clients, but for 802.11b/g

clients as well. Client connection reliahility is enhanced by comdbaning muldriple signals froem mudtiple
antenas, imstead of relying on signals received from = dngle sntenma. The reult & increxed through-
put, higher rk capacity, and reduced | the network.

LA AL
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Tropos Mach 05
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The cueneestone of the Tropas Meh OF i the patenied Predictive
Wiceless Routing Protocol (PWRFT), which continually snalyses
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Smart Channel

Desgned to optimize performance in both single- sad dusl-cadic
networks, this dembuted dgorithm continuadly sunple: all avaal-
able dunncls o analyze link peformance and interference mendse.
The channd decision logic is integrated into the PWRP ruting
algoridiuns 3o that end-te-end path qualities are asesed oo alternate
channels In dual-radio systenss, fine-grained channel plans are

implanented within individaal to optimize each cell for i
ent coverage and spectral rese.
¢ Provides contl ioring of all channels to detect inter-

muitent Dolse mwrces
¢ Neu-distuptive to user erffic and sesions
@ Avoids interference and enhamces network capacity and seliskality

Advanced Network Management Platform Delivers
Optimizod Edge-to-Edge Visibdity

Tropes C | is 2 stasscharche-based k g y
deagned o achieve pesk performance and relisbabity. Dedgned
arcund an mosstive Web-based interface, the mftware facilitates the
remote mansgersent of Tropes Mesh netwocks, and is idesd for
dynamically deploying and configuring networks ranging in sze
from tem to thowsnds of Trop Tropos G d mini-
mizex planning, deployment, and cpersting costs, and increases the
such a3 gobad providoning wd software updstes the k
in a single sexdon.

¢ Seremmulines toks such = moastocing
network health, statistical network
optimization

¢ Provides macro-level visbality as well =
granudss ceal-time and historscal detail
on woge, Lok quality, cipacity, and
network celiabaliey
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@ Network Health deddoand grovides at-a-glance views of netwerk
traffic, performance, and alarms widh links to instandy deill
down to relevant statsticad isformation

@ Wieel provaicasny for g d configuratson
changes and software updates over dynamically duengog links

¢ Detadled historicad datsbase of RF envervamental data, netweek
performsance, and cdhient connectivity enables fat roct-cause
& ;

¢ Asets nctwork mmuagens to plan future exp =nd op
sation trstegies based on sxalyds of netwock rends and detailed
hatoncal infonmaticn

tesal

Resilont, High-Performance Networks From Tropos - the
Wircloss IP Broadband Market Loader

As the leader in wissles 1P broadband mesh networking solusons,
Tropox i the raght choice for onpanizations interested in deploying
2 robust infrstrnucture aepable of withstanding the hanshest cutdoor
envieonments. Desymed o contain costs and echance prodactiv-
ity, Tropes technology provides the backbone for top-perfurming
cutduor wireles [P nctworks scmas the globe. As the industry
continues to evolve, Tropos is potsed o extend it macket leadendip
through the introdiction of smnovative prodacts md functiondity.
For further information visit @ oo die web 2t www.zoposcom.

Tropos fixed and mobde routors can be usod for securcly
operating 2 wide range of services
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Tropos 7320
Mesh Router

The 7320 Cutdoor Mesh Rouwter Is a full-size wirsless networking platiorm
designed o deliver high peformance in outdoor envronments. Architected o
provide maximum fleadbility and configurability, the 7320 router delivers significant

performance Increases through support for the B0Z.11n standard, a nest-generation high-sensithity radio design,
and the Incorporation of patented new features Into the iIndustry-leading Tropos Mesh Crperating System.

I A, high iy mcebudi

Softwara
# Docantralized archichns

optimizes throughput In mal-
e and ensures scalability

# Dynamic salection of optimal
end-to-and path delivars tha
highest parformance

@ Matwork performanca and
capacity maximizad by auno-
matic optimizztion of power
and rata an par-connaction
and per-padiat bask

Platform

% Support for 802 11n feahunes
daliver significant parfor-
mance enhanmements

# Flesbla, modular formn facior
c=n ba oustomired with: ser-
selaciod anbannas

# Supports tha iIndustry’s widast
armay of powar Input options

% |dezl for proseding souros Paok
to co-located davicos

T=oros
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Th?!l‘ﬂn::hmmhd:ltunlbnﬁunlhpnﬂn‘ulqﬂuﬁndlh BOZ.11n stmmchaed, whach
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Smart Channal

Designed to optimize performance in both single- sad dusl-radic
able dunneds o ansdyze link peformance and interference ende.
The channd decision logic is integrated into the PWRP routing
alporidhms 3o chat end-to-end path qualities e ancmed oo alternate
channels. In daal-radio systena, fnc-grained channiel plans are
implermented within individaal dusters to optimize each cell for i-
ent coverage and spectral reuse.

¢ Provides continuow monitoting of all channels to detect inter-
muitent noise WIcek

¢ Neo-distuptive to user eraflic and sesions
® Avoicds interference and enhamnces network capacity and seliskbality

Advanced Network Managemont Platform Delivers
Tropes Comtrol is 2 stasscharde-based k i

@ Nework Health deddcand provides at-a-glance views of netwerk
traffic, performance, and alarms wich links to instandy drill
down to relevant stataticd isformation

@ Wirel providenang for pusrenteed configuratson
changes and software updates over dynamscally daspag links

@ Detadled histoeicad datsbase of RF environmental data, netweek
peformsance, and chent ivity enabdes fast root
" ;

¢ Asexts nctwork managers to plan & =nd optins)
mmwhndonmlﬂ:o‘umm&mbddmld
hatodcal information

Resilent, High-Porformance Networks From Tropos - the
Wirsloss IP Broadband Market Loader
As the leader in wiseles 1P broadband mesh networking solusons,

Tmpun&zt#dmu‘otwiwhdqﬂom
2 robeot infrotnacture cypable of witk g the harshest outdoor

dqsdb:ﬁcwpdycﬁt—mxamhdi&y.oupm!
arcund an mustive Web-baved interface, the mftwsre faclitates che
remote mansgement of Tropos Mesh networks, and s idesd fur
dynamically deploying and configuning neeworks ranging in size
from tem to thowsnds of Tropos Meh Teopes C |
minimizes plansang, deployment, and operating custx, and increses
the cfficency of management persunoel by performang complex
network in 2 sngle smion.

¢ Seeemlines soks such = moastocing
netwerk hedth, statistical network
optimization

¢ Provides maco-level vishdity as well =
granudss ceal-time and historscal detail
on wage, ok qualicy, capacsty, and
netweork celiabiliey

122

mMnD@dmmmuﬂmm
ity, Tropox technology provides the backbane for top-perfurming
cutdoor wirelea [P nctworks across the globe. As the industry
continues to evolve, Tropos is petsed to extend its macket leaderdip
through the introduction of snovative prodacts, mnd funcrionadity.
For further information, visit w oo the web 3t www.oposcom.

Tropos fixed and mobde routors can be usod for securcly
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ANEXO 6 Hojas de Especificaciones Strix

Network Without Wires™

Access/One® 2400
Outdoor Wireless System

High Bandwidth — Low Cost
Alternative to Cabled Solutions
Using muiki-radio, multi-fregusnoy
wireless mesh infastructure from Stric
System:s provides higher throwughput and
= cost effective alb=rmative approach to
terrestrisk-based winsd nebsorks. Mo
matter what type of customer or vertical
markst, Strix can exponentialy reduce
CapEx ard OpEx, which is critical to
todey's growing de mands for network
comnectivity, retrofit or new expansion,
and migration to rew applications for
enhanced services and efficiences.

Higher Capacity and Performance
The AccessOne® 2400 Outdoor
Wireless System provides kigh
throughpuwt over multiple hops and is
ouilt for capadty. It supports muRiple
racio frequencies 2.4 GHz, 49 5Hz, 5
SHz) concumrently from esch unik and is
uniguely designed for simultaneous
suppart of mukiple spplimtions, YLAN
sepmented petworks, real-tire and low
lakency voice, and high resolution video
applications and senvices.

Layer 2 Switching Architecbuns
Strix's foundsticnel architecture from its
inception has clearly distind: sdvantages
over ptfer winesless solutions. It is & true
dedicated muRi-radio Laysr 2 switching
wireless mesh backbone providing nesr
full duplex RX and TX and it also
comibines muRiphe dedicabed radios for
client acoess all simulanecusly from
wach urit. This provides exponentially
[reater sustainaole throughput and
lower lb=noy ower multipls hops
comipared to other mesh solutions that
employ & store 2nd forwand single radic
for backhaul, which results in high
latercy and 30% or grester degradation
of aveilabie bardwicth

Emsier Large Scale Deployments &
Network Management

The Arcess/One 2400 sutomatically seif
Tarms, saif confimures and seif haals
Torming an instantaneous and highiy
redundant wireless mesh netaork
infrastruchure and hielos lower deoloy-
ment and operational expenditunes. It
proven multt-radio and Layer 2 seitching
srchitecture enabiles unkmited soalsbility
and rapid deployment of thousands of
mesh nodes. Centralized provisioning
snd mionitoring allow instank swailsoilty.

Failower & Reliability

The AccessOne 2400 epabiles nebaork
commumication with each other and
performs imbeligent tasks and analysis,
smsuring that the retwork's performanoe
i mlweys atits pesi. But it problems do
arize, the system has the inteligent
ahility to “tune™ and “heal” itss instesd
of breaking down. There's nio single
point of failure. Each unit is fully awsane
of its neighbor and, in the event of an
aadjmcmnk unit's Tailure, over-koad, or
netaork cable out of & wire berminatsd
wnit, it will redirect traffic. Customers
AN niovw beenedit from A winskess system
that satisfies network-wide relability.

High Spe=d Mobility

Strix Aro=ss One solutions are capabie of
supporting high speed wehicular and
railwery mobile roaming up to: 1604 moh.
The muki-radio Layer 2 switching
srchibecture and highly tunanle mobile
parameters snabie blisbering fast mobile
rosming and session persistence when
used with the Strix MWE100 mobile Lnit.
vy BOZ 11 complisnt devios is nupported
alicwing roaming between meukiple
netwaork technologies [e.g. 2.4 GHz, 4.5
GHz punlic safety, COMA, 36, EVDD, eto).

Security & Optimization

Thie Acoess/One 2400 offers the indushry's
highest lzwel of security authentication
mnd encryption aveilable and mesh-wids
Layer 2 traffic isolstion. It also offers
enhanced optimization parameters: Cos
traffic prowisioning. multicest traffic
efficiency hardiing, weak chent handling,
madility roaming, DOWer seee gusding,
mnt=nna aligrment, and throughpat
testing.

Applications

Fred and mobile, wideo survsillsnce,
VolP, mooiie, SCADA, AMR, Smart S,
traffic contral, intedigent transport, Wi-F
sooess, rural broadosnd, telsmatry, etc
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Network Without Wires™

Technical Specifications

Modeis
» OWIIR00-10 -2 x A4S
» OWIIR00-I0 -4 x A4S
» OWIIR0-50 - & x A4S

Mesh Protocol
» Striz Dynemc Mest Archlecture ™
> Lowissie Meh Faat Ne-lous ™
¥ High Performance Moduler Architescture ™

Security & Encryption
» Authertication
¥ KR ixaupport RADIE ~Us e 2
FADLE servers per 82510

¥ FADLE Olert functionality
¥ EAPNDS, TLI TTLS PEAr
¥ OWPA WPAZ, PiK
¥ Accem ControlLivs
¥ b Acoway/Urw

¥ Qent: AL, TOP anc WEP

¥ S48, 125 15), 35800

¥ Pamword Encryption
Trusted Inmntory Authentication
Trusted P Maragemant Acosss
PADIUS Mansgemisnt Lasr Accourts
Math-wice Leper 2 TraMc Ixcletion
Pogus Dwvion Detecton
50 Suseremon

Traffic Prioritization & QoS
» Caxxof Servios KU 12
> B2l VLAN Quesing
» DSer

Software Features

16 IE50n per recio

IS0 VIAN: per redin, Up 1o 4006 tagx
Shhghe or Mult-VLAN per 8550
Muki-Redion for decicrtes mesh Secthau
et et weowns

Lond Bumncrg wod Auto Feloww
Seuvion-Perddsct Motity
Location Bwed Serviome

Mukicar t¥idency Herd ing
Dyrmic Autc Cwored Select

Wk Cheret Triggwe Mancing
Matwwy S Froviicring

Power Saeve Pachet Dusurg

Cwne uerow’ Amscrmeet
Irtwgrwtng Perdfoomancs Test LU0y

%N N NN

L W

NN NN OWNKN

' Mutticle Corfiguretons Avaletie
¥ Traramit power veres by country

Strix Systemss, Inc
810 Lawrence Drive, Suite 124

Newbury Park, CA 91320

Wireless interface
¥ Wirslen Soardess
» B2 AfU/VWGS
¥ Freguency Sande
021
» 535.528 ome
» S50
» 547057250
» S NRS-SE00:
1AMy
¥ A AT O A
¥ 4.5 - S.08 Grt: (eapen)
[ Bl
> 1A -A462 Gz |Amerions, 1C0
» 1A-2A472 Gz (Eurcpe, ETH) l
» 1A - 2497 Gz LUnpan, MEX)
¥ Mscabtes: Serativity Rater Mboe)
M T4 2B @ S4 Mbee
» <91 cBn @ 11 Mige
r Toarumlt Poser
¥ Upto 26 B, 4000w’
2 Tranemit Power Control
¥ Modcistiona
» Orthogoral Fregoency Division
Mk piaing (OfOM)
> (EPSK, P, 16-0AM, B4-0AM)
» RI2115 - DAS (8, QP O0x)
¥ Oymamic freguency Selecton
¥ SArx prociucts Rees Sesn W owtfles

Network interface
¥ Ore 30/200 Mbgn Etharret port with
proct actory, LED sctivity indicator
» 100 Mpa it Intnrtace bechpn
¥ JERE BO23, N2 3y complieret

¥ CNAMD 10100 macseras
w ORCP, OO Nelwy, Static IF

Management Software

Carttralzec Frovaoning end Monftorng
Topology snd Mapzing

irvertory Maragement
HTTP/HITPS < WES G configurstion
Tomalt/ 5« (L) Intmctucw

Dwvicn Discowery wnd Acto Beckhiedd
Mwrrcts Nan.

SN - D011 and St Mile

yeog

Y
i

LU U S S N B N Y

1.805-768-4640 (Sales | General)
1-805-214- 1104 (Support)
WwWnL ST [y St e com

Electrical

¥ ACIrget Autc-sennding 100240 VAL, SO/00 M,
single snd spit phase, with ANSIAEEE 22 41
oxtegory L3 nteg wind surge protection

¥ DCinpet 24 VOO, SA mexdmum

¥ ACPower ConpumpSon: Asg. 18N

Protection Circuits

v Uectrical Protection: ANS/EZE CR2 41, UL 1449
T acition; 10CA @ B/I0 o wwvedcrr, S50A per
phug UL LN, 192

v Dets Protection: ENSIIOC-4-2 Leww 4 550
mmunty

* ENCI00C-&-S Lewwl 4 AL Surge |memumity

¥ INCIOOO-4-S Leww 4 Blact Faet Transent Sorst
mmun.

¥ ENSI000-4-3 EMV Fleid Immunity

Environmental

Opwrnting Temparstiure: 4070 1o 05570
Sorsge Tempeewtore: S0 00 L E8°C
Hurnizity: J0% %0 0% non-condenuing
Wt Mating: P60 wanther Sgie

Wird Survwabiity: >185 mph

Wird Load (185 mph): <31 newtom

SatfV og/lunt Reabitarce: ME-STO-II0N S00.4
Shock & Visrston: £5T] 300-190-4 pec 141 2
Oam M3 ord MESTO-R20

TramportaSon: ISTA JA sna NILTO-DIO
Physical

2 HzIWat D
Welght: 14 St (6.53 5g)
NEMA 4K ratmc, P22

NeTppw Fermale Conrecton
Wenttwrproof Power Connector
Wenttwrproof Ciherrnet Connecton
Wil Pole, and Ad untalie mourt

Approvals
¥ ICCOMMAT Pact 15, Cam A; EN 501 AE-1037 EN
507 32%; EN 31 S
naurtry Canecs RS5210
ENEDIS0 <TUVGe Listed LT 2
UL STOALC &829 9e8
UL 3449 2rd aciiticn | 110 60064-1
VOO Chax &

L I B S B B 4 LI SR B B BN S S 5 S 4

T NYTAN

Options and Accessories
¥ Opfonel Mourting Brackets
¥ Mhoto Dectic Cell Power Tap

Warranty
¥ 13 Montto Mersware and Softwecs
¥ Dtenced Warman e Avelate

#Strix

£ 2009 Strix Sywterra, i Al rights resscwec. Infcrmation subject 5o charge without notios. Strix Sntems and Acceas/Une we regirderes traclemarks of Strix Systeens, e
Oyoarric NManh Archliectoos, Sonnbis aet Mah Ne-Souts, Hgh Performances Moduler Archlecturs, soc Nebeoca Withoot Wirss ws

trademaria of Stris Syxtema, oo (5001C-2209
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Blistering Fast Wireless Mesh™

Access/One® Network 5600 Series

Extreme Bandwidth — Low Cost

At ernative to Cabled S o uti ones
Lising wp o 363 anmnnas, multpbe
oatial shreaeme, and Multiobs Input,
Wultn e Outpert (WMIMO] technioguds,
watrgless mesh infrastrochune foom St
Sgstems pmddes biswring fat
tiroughout and a costeffectve
abernatiee aporoach to Esrneshriad haced
n T res Sucn 3s Flber. Mo matier winat
type of ous tomesr o sertical maret, S
i@in exponen tally reduoe CapEx and
OipiEx, whith Is oritical to today”s growing
e ds for network conn ety
retrofit or new expansion, and migration
o new 30 picatons for enhan oed
serdces and effudencies.

Extreme Capacity and Per forma noe
T Ace=s A0ne® Metwork JA1N) 5500
ourbcko o wingless Sobution with un o 3x3
MIMO provides blistesng fast
Tiroughout &t ud 1o 300 Miops and built
for extren e canadty. | Sunports
rreultiple rad o frequendes (2.4 GH:, 49
EHz, & EHr] concurnently from e unk
and s unigquely desigred for
shmuitaneou s sunnort of ruitinke
applications, VILAN sepmentsd

rvtam ries, rosal-thne and bowe kaien o
soice, aind high resolrtion viden
amplicathons amd Seneioes.

Extreme Architecture

Striod’s found ation al anch bec s fmm its
noeption hasclheady distindg adwan tges
O O Thier Winglies 5 solutiones. It IS atnue
dedicated mult-adio Layer 2 switdhing
wsiingdesss mesch haaochone providing near
Ful oo b B and T anid & adso

oo Bings multnle dedicated mdios for
dignt acoesss all shw e wsly from
adh unk. This prosides eomonentialiy
gmater sustainable thmughoutand
sovangr lavtasnicy s e il hoges

oo paired T ot A0GH M sobutions that
employ & sboneand forward single =dia
oo e |, i b messulss Bn Righ
aency and S0%or greater degradation
wof avwadaibie: baen dwiid T 2ind high tency.

Easier Large Scale Deployments &
Mt work Managem ent

The A1NSS00 automatcaly seff fonme,
spif contigures and sedf Feals forming an
rectaavanson 5 2in d highly nedu ndant
wimEs s mesh network Infrasteu coure
and hieips lower deploy mentand
apeational enenditunes. s prown
- e o 3 d Laver 2 sitoinin g
anchitecbune enabies un im e d salabiiy
aired rapid d e ot of thousands of
masn nodes. Centralzed provsoning
and monitaning alow instant aadabilty.

Failower B Reliability

Thie: B1W 5500 enables neteork
‘e e heatio n el s ortieesr 2 d
nerform s inteligent Gais and anaysis,
ensuring that the netwaork”s performance
5 dwaysat s peai But i problems do
afse, the system has the inteligent

aniliby o "tune® and “heal® Hself retesd
of bmaking down. There's no single
ooint of falure Each unit & fully awane
of its nesghbor aind, in the ewent of an
adjarent unit’s fadlure, ovesdoad, or
o S calblie out o f 2 wine tenminated
wnit, il redirect raffic Cushomers
cain noa ben efit from a wirdess system
that satiches networkwide relability.

High Speed Mability

St AocessiOn e sobutions ane Goatle of
supnorting figh soeed weh icular and
ralwary mobile noaming up 1o 160+ mph.
The multiradio Layer T oadiching
anchiteciune and highly Tun abbe m obile
narameters enahlbe blicharing factmo bile
FORMING 2N SECS D N ST T
s it e Sri A DMS300 m olibe: wnit.
Burg BOE 171 ooeen piian o e b5 o ninorted
alliny i jg roanin g etwesen multn e
netwaork tedhnologies jeg. 24 GHr, 49
GHz pu i sadety, CDMA, 35, EVDO, eic]

Security & Optimization

T 81 M5600 offers the indus try's Righest
wand of seourity awalabbe, which indudes
F55: it AES enorgm Tan, APE 140-7 and
197 oprtifications and messh-wide Layer 2
i lsolathon. It ako offers enhancosd
omthmization parameters: Oof traffic
nroveisioning, mubicast taffc effcienoy
nained bngg, weeale clent hand g, mooifity
PO, [0 R S0 O LN, ahEnng
alignment, and throughp ut testing.

Applicati ons

Faoesd aind mobile, woen sunsilancs

Wi llP, o e, SCADE AR, Tmaet Ged,
taffc contral, neligent ransnart, Wi-R
acresss, pural biroaed band, telemetng, et

—
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Blistering Fast Wireless Mesh™

Tedhnical Specifications
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Faatluras

Wirnlazs

1 High=parformance, dusl-radio mesh
architechums.

O Low labancy and high throughput
across multiple wirsless hops.

(1 Fuill diupdsa: resh.

Systam

(1l nodes auio-discover and salf-
configura.

(1 Sedf-tuning and salf-haaling mesh
for nedwork optimization.

1 Usasr dafinable oS with voica,
wvideo and data prioifzation.

O Up to 168 BSS1Ds per radio.

(1 Muliple S=10s (par nebaork and
per noda) and VLAM Eagging, with
configurable sscurity paramaisn on
a par-32I0 basis.

(] Session pansistence for rmaming,
path oplimization or fallower.

:Il.llr-pr.ﬂm'&wuh irierfaoe
provides a full suite of inbuithe
managameand tools at the natwork,
node, and radio lavels.

1 idditional remols managemant
opiions include SNMP, CLI over
Telnal or Z5H, HTTRHTTRS,
DHCP, and BOOTP

(1 Seambess imsroparability with the
Sirix AcosssiOne® Indoor Wireless
Sysiam (IWSE) and Edgs Wirsless
Sysiam [EWS).

Security

O Supports all industry standand
sacurity prodocols.

0 RADILS, EAP-MDS, EAP-
TLS, PEAP-TTLS authentication.

0 802, 11i with AES, WEF and TEKIP
anaryplion.

0 MAL address Access Control Lists
on a paf SBI0 basis.

0 Full ¥PHN support.
O Layer 2 Traffic Privacy

WWW . EtT1X8YELEmE . Com

MWS-100 HSX10

HIGH PERFORMANCE INTEGRATED
WIRELESS SYSTEM

Strix Sysinms inroduces $o Iningraced winiess MWS-100 HEX10 b s asard winning
Aoonss/One family of wirsless indoor, cutdoor, moblie and video surmilance products.
Endosed in a weatharted, air and watertight cutdoor andiosura, Litlizing Strix DMAT™, tha
AponssiOne M¥W5-100 HEX 10 dual redio mesh sysiem uses acdvancood algorthms 1o deliver
high parfarmanca intalliger? radio algorithms that dynamically
adjust to the environment for suparor muiti-frequency, mutt
channel, mull radio techrology that delivers muH-megaksit
and iow latency parformanoa.

Dusigned 1o address koy markets, Stric MS-100 HSXID is
nasily deployabla, automasicaly and instandy sef-condguning,
and provides suparor parformancs, sacurty and fimdbilkty.
City and muricipal public safaty doploymaents as wall as
mobisF\Y parks, marinas, ouidoor malls, fomd and tempomry
IWENT VNS, CRRO00r enterprisa, indusial and staingic

locations, for applications. ranging from genem| aocess! hat
=pats, mabile data, wideo sursilance, Yol and backhaul

trarsport for SCADA and AMA. Efidently incraasing the
reach of #w natworks in a robus? and a cost affecive way.

Sric WOVE-
WS- 00 HEX10 is the most secuns 100 XD
:::f:ﬂ::f"‘f;:‘ affers uniqua
ﬁﬁ-ﬂh-de::ut sat of finely tuned faatures incuding robust
aciviy all provided as standard high parformanos B02.11a, B02.119 & high
fnatures. integrates wall wih the OWS powor boansad 4.9 GHz [DERC-C) fora
10 sxpand resworks efaciontly and ina commration of fgh Ssity usee acoess
oost eflective mannar. and high-spoad backnaul o Sirix

AccassiOnn Ouidoor Wirsless Mosh

Mabworks. St MWS-100 HSX10 abso
supports indusiy-standand sacurity algorms for seoued backhaul and dient connootvity,
mubiple S5I0S and VLAMNS as wall as and-2o-end Qualfy of Service. Extendod operating
inmperature ranges and fimdbio mounting options makes Strix MWS<100 HSX1D suitable for
all sypas of deploymant soanaries. Tho MWSE-100 HSX10 scains afficientty and sconomically
whila maximizing coverage amas affordabiy. & greatly reduces deployment, oparating cosss

#Strix

Striw Syatoms, Inc.
E10 Lowronco Drive, Sulto 124
Mowbury Park, Ca 81320

Tal: BG40 B35
‘Wob Site: wwes s ENNSySI0MS OOm
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Technical

Wiralass
T Wirnhiss Sandards: IEEE BIZ 1ady

O Froguency Bands:
BIEZ 11a
- 515- 52508Hz
- 6.25. 535 QHz
- 547D - 5.725 GOHz {capaba )
- B.T25 - 5.850 GHr
BOZ 11y
- 24 - 2462 GHz [Amesricas, FOC)
- 24 .- 2472 GHz [Euraps, ETSI)
- 24 - 2487 GHz [lagan, MEK)
LLE. Public Safedy
- 4040 - & 900 GHz (FOC DERC-C)
T Dada Ralns Hbps)
- 8,8 132,18, 24, 36, 48, 54 (202.11a4.9)
O 'Wirnhess Modanm:
BIEZ adigid & — OFDM
7 Modulalion:
BIZ 11add.D - BFEE, OFSE, 16 M, &4 QMM
BOZ 11y — DBFSH, DOPSHK, CCX
O Dperaling Channaks:
BIZ 1a
= 13 (Amarncas, FOC) 8 indoor, 5 ouldoor
~ 13+ [Eurcpa, ETSI), 13 [Japan, MEE)
BIZ 11y
- 11 [Amedcas, FOO)
- 12 (Eurcpa, ETSI), 13 {dapan, MEE)
LLE. Pubiic Safedy
- 2 [4.855 3Hz, 4.975 GHz)
0 Traramil Powes [BO2 11aigid.9): 25 d8m
O Trargmil and Ricioksa Diveesiy

T Fomecin il S ity
BIZ Mg EOZ. Had o
-88 dEm i 1 Mbpa <83 @3m R 6 MEps
<04 dBm i 5.5 Mbpa @0 dBm ) 12 Mbps

5% dBm & 11 Mbps
03 dBm E 6 Mops
51 dBm & 12 Mbps
-B5 dEm & 24 Mbs

B4 dBm @ 24 Meps
81 @3 {0 35 Mops
-TE cBm D 48 Meps
T4 @B @ 54 Mops

B2 dBm F 36 Miga
77 dBm & 4B Migs
.75 dBm & 54 Migs

O LD [orysial) Frogueency Stabiity:
+.2OPFM
Elwcir]csl

7 Powar Input: Aulo-sensing 120240 VAL, 50460 Hz, singl
and spilt phate, wits ANSVIEEE CEZ.81 category C3

iningrabed surgs protecton
T Powir Consumpsion: 12W hypical, 20W masimum
OO Ingut: 132 - 48V,
7 High Powaned PoE
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Environmantal

0 Oporating Temparatune: -40°C o +558°C

0 Etormge Tomparatum: <50°C o +85°C

O Humidity: 10%: 1o S0% non-condensing

0 'Waeather Fasng: IPET waathar Sght

O 'Wind Sursivabilizy: =165 mph

0 'W¥ind Loading {165 mph): <1024 newions
Physlcal

O 725 H x B25°W n 22870 (without aocossorias.)
[ 'Weight: 2.4lbs [1.08 Kg)

01 MEMA, 4X ouidoor sndosune rated IPET

0 '¥¥all mount and pole mount brackess incleded
Socurlty

O hwsndcation: B02. 11 support, incleding RADILS
client, EAP-MDS, EAP-TLE, PEAF-TTLE, WPAAYFAZ
and WPA-PSEAWPALFSK

O Encrypton: IEEE 882,111 with AES, TKIF, WEF and
AES snoryphed backhaul.

0 Generak: Layer 2 Trmffic Privacy

Romote Management

0 'Wab, CLI and SNAF interfones

0 Suppors DHCE, Talnat, S5H, HTTR. HTTPs, and FTF

O SRAE- MIB 11, BO2.11 MIB, and Strix privabe MBs

Approvals

0 FCC CFR4T Part 15, Class A&; EN 301 485117
EN 301 328; EN 31 B53
[ inchusiry Canada RSS20

0 ENGOE50 cTUMus Listed LT.E

0 UL E7SIEC S0528 |PET, rated for outdoor use
O UL 1445 2nd adiion ! IEC BOGE4-1

OWEE! Class A

Optional Accessories

I Adjustable Mounting Bracke

[ &tront light NEMA photo-slectric power taps
Warranty

0 One year Hardwane and Sofwane incloded

0 Cptional moended Warrandos

Ordering Infarmation

Flease Contact your
Distributer



Features

Wireless

F The Industry’s Highest-Fower,
Lowest Cost Messh Metwnrk Edge
Mlohile Wireless Maode.

¥ High Speed Mobility State-0f-The-
Art Metwork Persistenoe. Eobust
Delivery of Volce, Video and Data

¥ Defined CQuality Of Sendoe (JoS)

b Low Latency and Figh Throughput
Across Multiple Wireless Hops.

¥ Dhymamniic Chamna Assigmement,
Automatic Power Control, Data Eate
Selection for Optimum RF S pectrom
Effidency

System

b PlugN-Flay simplicity auto-
disoover and selfsconfiguration.

b B30 11a ord D GHe DSRGC (high
power) for public safety applimtions.

b S 117 radio for dient acoss

¥ Takes advantage of Striv messh
network Full-Duplex capabi lities.

b Striv AocessiUme Edge™ exienads
CioS from Strix mesh nehwrorks.

b Seami ess Interoperability with Strix
Acess/UOne famdhy -.'If]!-:l' oaduncts

Management

¥ Bemaote Management via CLL HTTF
and SWMP.

b Remanie Firmwarne Ulpdaies.

¥ Clhent Monitor and Wineless
Meighbor List.

¥ Event Logging and Statistics.

b Layer-X MAT Monitor.

¥ 5ignal Strength Historyg

Security

} Suppart for security/encryption
standards induding: WPA-PSE,
WPAZPSE, WEE TETF, AES.

b MAC Address Aocess Control Lists .

b Supports all L2 and L3 VPNs.

wwwstrixsystema com

MWS 100 SERIES

INDUSTRYS HIGHEST PERFORMANCE
MOBILE WIRELESS MESH EXTENSION

Strix b}rdz:rn: AcceasDOne® Mobile
Winsless System (MWS) 100,
quu'u:l by Strix Aurvess Dine
Edge™, is the industry’s highest
perkrmance mobile extengon for -
irevehicle wired or winsless client :'-hhr\n",'_ "I_,/
commectivity to public sfety, J
1-.l:i11.'|.':u].l;. mllJ'I:il:iPa], strateyric or

tactical Srix wireless broadband mesh networks. The MWS 100 iz emall,
slesk, durable and portable, designed for any vehicke type. enabling the
lomgest reach and nstant mesh hand-off compared to amy other mobdle
wireless devices. Delivering seamless mobility for public safety, emergency
medial, fire, industrial mobile enterprise and many other applications, the
MWS offers s perior mult-megabit, mult-RE, multi-channe] capabilities
unique in the mdustry. Strix adds fhe latest n Strix Access/One Edge
technology into this compact umit with Chaality of Service (QoS) for wodos,
video and data provided by the Strix mesh network and industry-stindand
security algorithms for secured client conmectivity, The MWS 100 offers a
four-fold increase n power, penetration and performana: for a mbast
network ex perience enabling the highest speed commection for wired or
wireless laptope, PDA'S and other approved 4.9 GHr devices. Utilizing
dhua bdiversity antenma technokegy, e lligent radio algorithms and
:irrlﬂ]igu'rl: AccesDne E:IE: ml:d'.lci]:ii:iﬂ, the MWS maxdmizes :ig.rn]
.-.'h'u'lgl'.'l'l and Peﬂ'ﬂmn:u:ru.. -:lel:-l:li:rlﬁ Al rra e oo 3% it travemes the ]a'rglu'
wireleos mesch metwork, optimizing chommal welectons and :imhrl'la:rlﬁnu]}r
establishing best network path criteria. As mobile network paths an:
selocted, mesh Enks ane secmmed while the
masbile mesch nod e contines the process aof
optimal path determination. All Strix

Srrwe /Ome den oot emah]e imvber ferremics
mitigation, prosdde network nesilency, and
offer built-in troubleshooting tools and
Temhe uPSFud::IIi]:it:,r o sup paort the most
demamding emviron ments.

Strix Systems, Inc.
2350 Mizsion Collepe Bhvd., -

Swir 1070 | Sants Clara, CA 85054

Strix

1E77-STRIXSYS (T&7-4579) Toll Free
Wieb Site: wwwosirhos ysbems_mm
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Technical Specifications

Wireleczs
¥ Wirelews Stindards: TEEE S 112y

¥ Frexquency Bands:

A 112042 CHz radin is DSRC-C mask n:l'n]:u]:imt

B ilg 24-2497 GHz

(Availability of q:.mh; hands is dependent an

regionm
¥ Data Raes (Mbps):

G091 18 2, M 48 5
¥ Transmat Power:

&2 112z 36 dBm
49 GFe 5 dBm
1/ 2 dim

¥ Recetver Senstivity:
a21g B 112049
=28 dBm &1 =25 d B & &
a%d.'ﬂimn'ljlj -gdﬂaﬂnﬁ
=21 dBm & }p’:r]:d =54 d B & Mtﬂ:ﬁ
=93 dBm &6 =Sl dBm & 3
=21 dBm &12 =Tl dTim: & 45 M lbps

-85 dBm @24 Mbps -74 dBm @ 54 Mbps
-52 dBm @36 Mbps
-77 dBm @45 Mbps
-75dBm @54 Mbps

¥ LO ferystal) Frequency Stability:
=/=HIPFM

Ethermet LAN

¥ 10/ 100B2ze-T {2nin-sensmz)

LAMN Indicators
¥ Power and Signal

Electrical

¥ External Power Supply Input:
12 = 48 VT =i 10r%

b Vehicle-rated surge suppression
108 W cutalff

¥ Ethemnet with PokE

P I0W man poweer consumiption

FPhiy=ical

¥ Crimension: 9 534l x & 1o 0 « 2°
S H

¥ Waight: 1.5 Lk (06 g}

¥ Temperature: -40°F (<P} to 131°F 55°0)

¥ Humaidity: 95% Non-condensing

Operating Modes

b S 11a/49 STA, 802 11khig AP

F Cross-subnet moobdlity

kb VLAN mapping for dient traffic

¥ L2 MNAT /{lient bridge betwesen radios and
Ethemet port

Security

¥ Wi-F Protected Aoress {WPA-FSE)

¥ Wi-F Protected Aoress 2 (WPAZPSE)

¥ Wireless Equivalency Protocol (WEF)

¥ Tempora] Key Integrity Protacal (TEIF)

¥ Advanced Encryphion Standard (AES)

¥ MAC A ddress Aoress Contno] Lists

HEemote Management

¥ (LI, HTTF. ShMFP

¥ Lacal management over Ethernet

¥ Eemate management over nehwark
managemment VLAKN

¥ Remate firm ware upgrade

Troubleshonting

¥ (lient mamnitor, wirdess nedghbor st

¥ Eventlogging and statishics

¥ L MAT monitor

¥ Signal strength history

Warranty

¥ One year warmanty an parts

Ordering Information

MWS100-NA
Configured for operation in North America
MWS100-EL
Configured for aperation in ELL countries
MWS100-EW
Configured for aperation in LW, @untries
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Features

Wireless

} The industry’s highest-power, lowest
st mesh evhension.

] l'.'.pti:rm] ﬂmuﬂ.]:-ut for Viodoe, Viden
And Diata

¥ Defined Quality OF Service (QoS)

F Low latency and high throughput
@roes mnltiple wineless hops.

¥ Dhymamic channe] assignmment,
auinmatic power monino] and data rate
selection for et BF spesctrom
efficikenay. =

¥ DCual Diversty o achiewe highest
periormanoe and greatest WiFi
mesi enae.

5 yatem

} Plug-n-play simplicty, suto-disaver
amd self-mnfiguration.

¥ Seamiless intero ility with the
Strix A coessf/One’™ Indoor Wireless
System (TWS)and Crudoor Wineless
System OWS).

b Takes adventage of mesh Ful-Duples
wpabili ties.

» VLAMS et & single S50 and
Ethemet

b Self-huning and self-healing mesh for
metwrork ot s on.

b AT 11hfy with Long-range
mmmnaechvity toS4kdbps.

Management

F Bemode management via LT, HTTP
amd SWMP

¥ Management of VIANS and
Bamdwridth Controls

b Remode firmware updates to Strix
Acmss/Une Edge Wirdes mp.ih-iliﬁt:.

} lient Monitor and winelss neighbor
hst

¥ Event Logging and Setistics

b Layer-Z NAT Monitor

F Signal Strength History

Wwws triks ysterms. oom

EWS 150 SERIES

THE INDUSTRY'S HIGHEST POWER
MESH EXTENSION

Strix Systems Acoma/One® Network Edge
Wireless System (EWS) 130, powened by
Strix DMAT™, is the industrys highes
powened mesh network estension for the
lomgest reach of any indeor wintkess mesh
network CPE. A perfect fit for @miens,
mumic palities, public sabety agpendes and
enterprises the compact EWS 150 builds
om Srix cushomeT seooeses. .Fl.hl]'l:i-:rrl:pﬁ:it. multi-EF, multichanme] mesh
e e ovm i umdquee in thaee :i:l'I:hIﬂ:l’:.l' suppotting a braad TangE o wardce, widess
and dats applications delivering the highest performance and seemles
mobility. Srix adds the st n Strix DMAT™ technol ogy into this compact
unit with Chaality of Service (QoS) provided by Strix mesh network and Wi-Fi
Protected Access (WEASWEPAZ) for secumed client connectivity. While winedess-
enabled b prope and other wineless devices dom't provid e adequate power o
oo cate with ow i oor mesh networks, the EWS 150 offers a fm.l:r-‘bu-—f-mi}rh
farl e imeremse power, penetration and Pl:rf-lm.:u:ru far the muoet econllemt
nehwork experience. By improving signal strengrth, the mesh network i
1:|'u:i|:1-:.'|}.r e bt uPl:i:maj charmels selected amed the client commectiom secumed
A1 St Socese e ame ool f cmlﬁﬁ'm:inﬂ, emable e Theremcs mitigation,

| E = provide network nesilency, and offer

h e 2 pusilt-in tronshleshonting tools and
memevte wpgradeability for the most
demanding emvimmments. The EWS
150 i& available for worl d-wide

Strix Systems, Inc
23500 zion College Bhed., =

Smite 1070 | Samta Clara, CA 35054

1E77-5TRIXSYS (T&7-4579) Toll Free

Web Sike: wwwstrhes ystems oom ranea vt wresr S S TEMS
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Technical Specifications

Wircless
¥ Wireless Sendands: TEEE SI2 115
¥ Prequency Bamds:

i 11g
- 24 2497 GHz

{ vl 2 lity d:q:-u:lﬁl:hﬂ'l.d.i::d.q:ﬂ'l.d.ﬂtnn

megion moade] number}

b Data Rates (Mbpw):
- 6,9, 12,18, 24, 36, 48, 54 (32 11bfg)
¥ Tramsmat Power:
S 1b/g 26 dim
¥ Rrcetver Senstivity:
&
[ & 91 dBm

54 & 72 dBm
il b

| & &% dBm
1 & &5 dBm
¥ Lﬂp;)%ﬁquﬂq Stahility:
/= AIFPM

Ethermet LAN
¥ 10/ 100B2ze-T {2uin-sensing)

LAN Imdicators
¥ Powrer and Sigmal

Electrical
¥ External Power Supphy Input:
EWS150G-MA
1007130 WA, 47 =63 Fix
EWS1500 FW
100240 VAT, 4T =63 Fie
EWS150G-EL
100240 WkT,_ 4T 635 Fie
¥ External Power Supply Output
12%DC 1 Amp
Phiysdcal
¥ Dimeension 158 75mm x 122 mm
S0 Smme L WxH])
¥ Waght: F00g

¥ Tiﬂnpﬂ:'hutﬂ“ﬂtﬂ Wfﬁ}pﬂaﬁrg},aﬂl:h
T {storing )
¥ Humadity: 95% Mon-condensng
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Operating Modes
b S 11hiy STA
¥ L2 Matwork Address Translation {MAT)

Security

¥ Wired Equivalent Privacy (WEF)
¥ Unique per-user key

¥ MAC address filkering {ACL)

HRemote Management

¥ L1, HTTF. SMMTP

F Local management over Ethernet

¥ Frmaote management over nehwork
management YTAMN

¥ Remate firmware upgrade

Troubleshooting

¥ ient monitor, wirdess nedghbor list
¥ Eventlogging and statistics

¥ L WAT monitor

¥ Signal strength history

Warran'ty

¥ One year warmanty on parts

_ Note
%mﬁmmfpﬂw supply for o

Ordering Infarmation

EWS 1.50G-NA
Cenhgured for opemicn in Morif Americn

EWS150G-RW
Conhgured for opembon in B W counines

EWS150G-5U
Conhgured for opembon in E.L. counines

Copyright 2007, Strix Systems, Inc.

Strix Systems, Strix DMA and Strix Systems
logos including the wing design and
Metwork Without Wires are registersd

trad emarks of Strix Systems, Inc. All other
prvducts and services amw trad emarks of

thei r respective compandes.



ANEXO 7 Hojas de Especificaciones Netkrom

Lang Rarge Wirekms Networky

ISPAIR Multi-band Base Station 500 Series

Four redics and muligie operaton modes and frequencies in one |

ISPAIR Muls-tend Bese S2at0n 500 sertes 5 o Ouliorr Rade Access Pulst with fous Mgt Poset winiess
porm o 252 S4OSG-E, M2 11atyg standerd-compiant, Ilire WIMAX and 302 110, ISPAIR Mut-bard
B—mmﬁm.m-bhu‘wuwf—-@ "mramwwﬂm
Pusiic Safety Netwedka and Mulipolnt appd g g oudoor WA-R end WIMAX
mn-uqmnmwcmu

ISPAIR MUt-bard Bese Station S00 seden ot have four 00 deg sectr penel ertenna o Tise 120 deg
sectty paoel artatnd eod ofe bechihed Lrk the ISPAR MUS-batd Bese Sweton 500 setem Seivers
Internel e VAP servicw 10 pour haptop, W-FI ptone of netwerk chents - LAN of lsgge datacces, pou can
e 1hin Bese Steton 35 provide NLOS - Non Line of Sight and LoS - Line of Sight epgdcations, hgh deta

service, Fimsad DHCP Servr, NAT, Bandwiah Shaping, HotSgat and othe techrciogies 15 Sheste & aman
end smvy corticlalie netwerk.

ISPAIR Mult-Send Base S2aon 500 sefen can work &3 an scoess post, WOS Clert and lepeatie, o én &
comnaton of Dese Each 1830 hes sopewiely acfusielis power cuUfpul Wb B own Dleguency end
charne, SS0 and encrypion selngs, Dt allow you 1o cover long daiences in Muliooint appdoadion uo
20 elen o 32 ¥ AJ of these chalsctedelica Tasaloom this Bese S2alon o Da most powerful conpiete
end advanced of the wonks,

Wth ceominert 218Mge of capecy (54 Nige sech 1ado) dets Dacader (e 0 feguls mode of 430Mixe
'lmummun)mnv*vamwmmwbtmw you can eget

stoad e serd rtedetence”. The ISPAIR Mt-Derd Base Sidon 500 sevies Nt genmeation of
wiehoss egupments. Step together In the future with cal

i ‘veel XEcaie technciogy CPU powet Rof high-apeed connection

Bl Fow Radios and Mulipie Frequency in cne {Chooee the Freguency Yeou Need)
B Work s Access Poirt, WOS, Clent and Repeater i Bridge of Router mode.
H Ua Hgh power RF Poms 190 1 Watt, for long distance
Immmwnmnmommwlwbymn
I Perfedt design and charectenalios for Industiel IS0 Lee (waterprood)
ﬂwmmmm,&smmmmﬁ
 Advanced Network functons (P Routing. Hotspet, Fieewall, DHCP, NAT, etg}
:anm-mo:le
i ca

Wom NMS - Network Managament System
Class Radic for extrame anirenment 50 1o 230C

HASE S 'aTiow
WITH 2 SLCTOM vl
= RATIOYAS

BA0E RINSN
WITH 4500 1T Ak
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Specifications

4510 or2 Erachat and :
‘ Kg (Rado, . B3xBx2n{21x% x5m)

Access Cortral Lint
WP Saan
WIRATAMWAD with TIOP & ALY cighen

Corrmed Inbrryetion Rete (CW)

Bty
4
\

g
i

L
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Lang Rarge Wirekns Networky

2500 ~ 30 M ADAO-2ICNME (publc Zatety
, gormioia 1 LIC )z Bane: Dec:
- Freguenches LAY paic Saisty Bacd) (90 Band:
P R Gz Basd. | 50T
‘:;.t:n' - v Sreosmons ) | progwTrmatie o 3furert
’ (7 pragramrasie for cPlerent sourtry 20urty wgtwnw)
 Stanzard Compilance L&D 11t | AR &2 1 el wnd Pitic Selety Band ,_:'“""“"‘““"'“ :
| Channel Banswidts 5 % 20 or 40 MR “chware *
Ol Bantwidth |5 %3, 20 o 40 W flebecd by Sl : ,
D522 DEPSK, DOPEK, 00K .
OFOM (P55, OFEK, 15-0AM, E4-0AM) :
0553 (DEPSK, DOPSK, 0K | OPDM (BPEX QPEX 16-0AM, 84-)
Modusticn techoious OFOM EPEX OPEX IEOME SeaAy | 490N Bane |oni 1
OF DM (5955, OPSK, T5-OAM, BA-QAV)
- e M (BP FOAM ES0AW -
4G CPZF, 15-0AM E40AW)
o > ey it @oaveen AW3CH: Band: e Sy
Mt QS- 20Nt
STitegiNive DAy Nese
Recetdng SensitvEy o -14d m
PR
| S Pt T | -TedbrEss AN
[Ene— | £75 Jormce .'
B IsP0550GH IEPAIN Trtiand 2525 802 1 Thiy Sactorsd fase Sheian Lire High Powse A with 4-1U0 Pot Redio TVt and Pol
B BPESS0AGUNP ISPAIN Te-fend 232 54 O8GHE B2 1 laityp Sectorsd Bame Stason Utw Hgh Power A wih 430 Port Redo
1 WS 4GHz | 40wz sed Pt
1 ISP08500M ISPAIN A9 £ 100 52 11n Seciorsl Seme Sixton Utes High Powe Al with &8 Pos fadke SO0 e Polt

a WE PROTECT YOUR INVESTNENT: 802.11n and WINAX upgreasable

A x compery focuaed sxtaewely o Wioskees Suts tnerseroes on, NETION i comemitied 1o ong-emm produc sernang, beckowsrss
et wil aliow £ 12 mppod Secdiions erderoree mackats. The NE DOROM Bese Steton &

WImhs
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Netlkrom

MULTIBAND

Backhaul/AP Dual Radio

Two Radios, multipe standard and frequencies in onel.

O-©

Covers frequency range:;

| - Ny o — PR DA Ve by  Aew S04 e € Vo rx
caovs
ompliant Output P 3

www.netkrom.com 1
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Netlrom

The Al tuad Sacihad i Dual RaSo sow cvers Som 130MH: wp 10 E.0GHL hduding the sopuier unlicensad tuads (2 4/SGHr 202114040/
RNandar d) Wit peasiord S47108 Mites datatmeder e fop 50 70 Mibos mad B ouy baaat | Uks Widiband cover e and up 10 3 Wil 10wt sovwes, you
can S0 e taboat t e woe et e ncs ™ The MutE Bund Sadbhad (A PO RS o B o gunes Son of wint ks do agupeuods

Step togetherin the Rt with ol

The MJt-Bund Sal Mol AP Dad Rado comms with 2 Rado Sas 10 sdsd 1000w am siviral Vs PO moduies 1he Sogoanidy you mead, high oot power
ad Tevwam with sdvanced 0w e siies bhaed oo Linex 05 dibwiog 20 cover Doy Edantes o 10 200 eniles o 200 K AT of 1hase
N a0 S TR S0 T G £ S0 190 Tl MO el @4 ndy v d of e wodd

HIGH PIS PERFORM ANCE

> Packet Aggragation, Alows fr musy asal, ineMcen pacies 10 20 welin 2 dege, Ry rafio pace
> Powerfld CPU, b sy PTP systans a dow CRU & S ek ing Tacton i PPS peir fommance

Hgh PPS, sequired fov voie and video oppiicatons
HIGH THROUGHPUT OV ER DISTANCE:
- SMies v

20 uies v 20 Miks
e oo U

? Matigle nficevied and Bowvied et fom BEBOMH 10 61640
(Ohixrie e Froqrindy You Nuad[)

P Dentmadlrratiecy o 108 Mg

P ook = See Suton HoSpot AP, Mah AP, Winhess Ouor, Back hat

» Cowmglate coonpag S0ty wi't M svy (252 i vov b e 'WEMA X

> Mvaad miwod faegtions (B fouting, fmwal, OHCP, NAT,
Bachwidt Manag et QoS e x)

> Advuncul ety Ranscs WEMSL 1258 00 L WRA SEWARD nd AZS

el Sapa e > FreaMatio am NS - Netw or b Vs oot Sy
> Hgh powar maduls op 10 1 'Wan fovloog dsturcs links wp %0 XOsdes ) Camie das aSola aiume awleooesant -8 102300
320 K » Robust and Eficient MAC Layer

P Lowy datamds pd s mu e and Ot powar g ol Son

P Hgh CPUpowsr for high spiedconndr Son

? Frlat deign and Aaracwritics Tor indoitdal cutdodr wie
(ot o o)

P MEsgaton Mgoe et o avoid F paarieece.

¥ e dh Mana gere ot lupload ad Sowniad)

» High packets per Second Parformance
? High TX Powerand RX Sensitivty

> Dam and sigal comaction va FEC

> Spem Gaim » 15083

Different band and purpose applications

ong Range Wireless

Frequen ! Purpose ! Compliance ! Technolog
WOOUME Ny Rlerary MLOS | W Bard e T —
“ TE-TENGE | DrotondWiskes MLOS | P i Sfwty S | orome 312 3t o
) QTN |BrostendWiskes MOS | POC SM Bard | Oroae 52 11 Bt
23240t [N —— [y ——— | v 5 11 Booad
242508 WL At Winkox. | POC/ET S B0 B | orown ez s Bt |
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Applications

€D Teico/ Carrinn/ WASP Bachhaut

O Long Range Covenige Hotipat

1 Telco/Carrler/WISP Backhaul

Backhaul e e
wreT) A

(g

5 Long Range/WISP/
Broadband Wireless

€@ viseo sorvemance

e Lo ng Range / WRS P /Brcadband Wirdess
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,®f "v’u’,.;r

Pubdic Safety "o

4 Lang Rangs
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Carmiar-Class Hatwork Bass Station
« Kok bale-out point
- Highty sabibla Cipactty

Laer 2 Etfhamt Transport

Optional Acmss Foint Radics
« 2 GHz BOZT 1 hig WAl paniicansacy
« 44 GHz pubiic ity hand S02. Tl floarssd)

SkyFilot Motwork
« Low Eiency: = 10ms par hop found-rip)
« High capadty: thrughpt of up o 20 Mbyps (UDF) and
12 by TRy
= Suparion COmmLmicHONS porinmanis: suppors ad-io-
el (oS on 2 per-apylicaiion or par-clant Bask:, alirwing
Oifiaranatod sarvics offerings
« Mash natwork Inpoingy alloes depiopmant aoms anirm
SIrVIE 2V, SUPONG appl s s 2
- Fomad bynadband Intamat sarvice
- Publlc¥Fl acmss
- Pubiicsafoty and first repondon mmmunications
- Dthar pubiicon prisats cmmUnictions et
Inftiasss

Traific Maragemant

« VLA support with IEEE BOZ 10

« Traific priortttion sing EEE 80215, protocsi tepe, F
port, IF DifSanyTos fiold andéor P addres

= Traffic filkzring v | IP port and'ar IP
g i proinoe teps, IF

= Traffic shaping with UpsEream and dowTstresm par-isar
Tk contnal

Confguration, Marcgamant & Bonitoring
= SieyFllot Bemant Marcgemant Sysiem EMS) using
SHMPYIT

« Dymamicorsac F addssss
« Fimmmcrs b ver-the-air upgradsatin

« Ml o afomaed proviioning

« Lol managemont wia an A5-232 sorfal cormnis port

= Ramnte managemant of tha-0L via Tainel, SHEPYICon
wab intarfacs

- Ramots logging

ANEXO 8 Hojas de Especificaciones SkyPilot

~

4y Sky

by Trilliant

SkyPilot Gateway
Foundation of the SkyPilot Mesh Metwork

SkyFlot® Gateway products are carnier-dass nebwork base stations that serva as
metweork takeout points and roct nodes of the SkyPilot network, 2 low-latency,
high-bandwidth radio system oparating in tha 5 GHz band as 2 self-forming, sali-
balandng, and salf-hsaling wirsless mash network. Each SkyPFilot Gateway controls
a subnetweork of asociated SkyPilot Extendars and Connectors to provide coverage
and capacity as needed By deploying additional SkyPilot Gateways, a sarvioe
prowidar can “inject” apadty into the natwork, extend natwork ooverags, and
snhanoe network reliabiity. Unlike a comventional point-to-mulktipoint basa station,
tha SkyPilot Gateway is the foundation of 2 true mesh topology that delivers mults-
hap versatility, dvnamic re-routing in the event of noda failure, and cutstanding
sealakdlity.

Each SkyFilot Gateway uses a dynamically swatched high-gain antenna amay

of sight separate 45" baams to provide omni-directional coverage and a rangs:
between meash nodes of up bo 10milas (16 kmi. Tha intallgent, s=if-forming
SkyFlot mesh technology managaes traffic acroes the mesh network to mitigate
interizrencs, maximize available bandwidth, and support the pricritiztion of
woica and data for improved Cuality of Senvice performance. The SkyPilot mesh
architectura improvas nabwork reliability and link integrity by reating 2 sali-
healing infrastructurs with a best-path, wecior-based routing algorithm. Austomatic
link discovery and dyvrnamic adpastmient of modulation and Forwaird Error Comection
(FEC) paramatars further optimize the quakity of the network's links. All of thasa
system enhanoemsnts enable throughput rates of up to 20 Mbps (UDF and

12 Mbps (TCPy with a two-way latency of « 10 ms per hop on the SkyPilob network.

SkyPlct Gaterways are also awailabls in DualBand and TriBand modak. These
modals provida integrated access points that allow fior simultansous wiralass dient
access without intarrupting backhaul ommunications by ssamiassly mamaging
traffic throughout tha SkyPilot wireless mash nabtwork. Tha access points oparats
wsing sithar tha 2.4 GHe band for public'Wi-A connectivity or using the licensad
49 Hr band for municpal public safaty communications orusing both bands
(tha TriBand modsl] for dual application support.

mwmma:qmmh:lmmmpmumnanwntmam
o tho rverall Pt perwor: crplosmant _F’_.."
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ANEXO 9 Hojas de Especificaciones Open-Mesh

Daie Conflg 1 Plug & Play

Salf Formifey | Sall Hasling Madh
Hibwir s Whikzheding

Frmi Clonsd Contralid

Corral & Wonier Laige

Duid S804 for Publlc & Priviiie Lise
Duid 300vnispa rclon 2.4 & Sghe
Caridl I fa| A

¥ WO ish Bl

DS VWokn, vidis proflibeton
VLN binggife | fel it b ]
Sacudity. WPAD VWPA-Eniais
BF Possi:  16-21dBm

Racilve Samic 20 b -0 dBs
Eftaitat 5 Poit 100 00 Switeh
POE B-18v mon SO0 Sl

Pl Sugply” 12wde, 11002400
LEDk Pirwnd, ifikaired, 'fei ehia

Tarmparalure: 045"

B TTan x 1ham & 25

Canficallens: FCOC/CE/ UL/ ROHE

Cuiliosd [Poda & Wiall) Enclosiin
Db St | i foreses Flanga )
B2 3l POE. splitied

EU Powii Supply (240, EL Plig)

Enterprise Dual-Band Mesh Router: MR500

e T A A e The MRSD0 |5 an enteprise wireless mesh router
el R S deally sulted for providing fast Infemet coverage
“Compiete COVerage  both wireless and wired via its 5-port switch) In
ofMcas, hodel lobbles, conference rooms and
schools.  Its 2ero-config mesh means hard-to-
1 reach dead zones are a thing of the past

Each router Is an access point, mesh gateway and
¥ repeatar all In one reliatie package.
It k5 also two networks In one with both open
and secure (WPAZ and WRA-Enierpriss) encrypted
& VLAM tagged 55I0s 50 you can provide
cushomer of guest access wilhout shanng access
i0 your Imtemal LAM.

PrRFEFRTFRIRr A fintn

For excepiional rellabdity, he MRS Incudes a hardware walchdog processor that will restart the
roubter showid | 10Ck up due to emvimonmental or poswer splkes or short outages. This greally
minimizes nuck rols and customer senvice calls

Just plug at least one MRSOD Inds your LAM or other

niesmet connection. Then place additonal MRS00s i '
around the area you want to cover. Each will repeat |
fhe wireless signal axtending the rangs by up to 150
feat and give virually avaryons °S bar” coverage.
Then montor and cusiomize your network using our
free Clowd Controller In just 3 sasy sieps:

[ L-FOPLAC] 1 PO

Create your oamn nehwork she at iip: i, cloudirax.com.

? Paoint and cllck io asd your routess io the map. Customize your network's name
(5310, deslgn a splash page users will 5e= whan thay login, st how much bandwidth
users get — even charge for aceass with our convenient “vouchers™ featme.

View and manage your network 3t any me from any place using |ust 3 web Drowser.

See total users, thelr combined and Indvidual usage over 24 hours, every rouer and s
signal quallly, speed, ping labency, routes to the nearest gateway and nelghioor nodes.

- I — . i - 8 -
- )P n-n SH Hospiallty & Enterprise Mesh Sclutions
= I = WWW_Dpan-mesh_com
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Zwo Conllg | Plug & Play

Seif Forming / Seff Haaling Meah
Hardware Waichdog Chip

Free Crniine Hosted Managemarnt
Control & Moniinr Usage

Dusl ESI0s for Public & Private Use

WLAN Stendard 80211

Main Amerna: 2 540 RP-SMA
Diversity Artarna 24bl chip
RF Power  100mw (2048m)
Ethemet 1 (WAN or LAN)
POE &-1bv

Power Supply: tivde, 110wee
LEDs: Power, Intamet, Wisless
Temperaiure: 050C
Dimersions: 375" x275 x 1"
Centiications FCCJIC/CE

Indoor Wall Plug Enclesure
Oudoor (pole & wal) Endosure
EU Power Supply (240v)

Plug and Play Wireless Mesh Router. OM1P

The OM1P Is an utra-low cost professiona

wirgiess mesh router laeally sulted for providing

1220 1T robust intemet coverage just about anywhere you

need o share a connection. Exampies Inciude
hotels, apanments, neighborhoods, coffee shops,
shopping mals, campgrounds, and marinas.

£ach router is an access point, mesh gateway and
v repeater all In one tiny reflable package

it's also two nefworks In one with both open

{public) and secure (WPA) encrypted SSIDs 50 you

can share a connaction without sharing your data

For exceptional reflability, the OM 1P includes 3
.’ hardware waichdog chip that wil restart the routes

should it lock up due to environmental or power

splkes or short outages. This greatly minimizes

truck rolls and customer service calls

Just plug one router In®o 3 DSL, cable modem or other

Intemet connection. Then piace additional routers
around the area you want to cover. Each wili repeat
the wireless signa extending the range by up to 150
feet and give virntualy everyona °S bar coverage.
Then monitor and cusiomize your network using our
free hosted senvices In just 3 easy steps:

{ Create your own network site 3t hitp:hwaw cloydirax com.

Point and ciick 10 3ad your routers 10 the map. Customize your network's name
(SSID), gesign a splash page users will see when they login, set how much bandwidin
users get — even charge for access with our convenient “vouchers® feature,

View and manage your network at any time from any piace using just 3 web Drowser.

See 1ptal users, thelr combinad and Individual usage over 24 hours, every router and its

signal quaitty, speed, ping iatency, routas to the nearest gateway and nelghbor nodes

OPEN=-MESH
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MA3100-X

Outdoor
Dual 5GHz/Single 2.4GHz
Wireless Mesh

Access Point

& Point-to-Point Device

Reliable, Intelligent, and High
Performance Wireless Mesh

s Patent pending, sto-dscovery,
auto-configure, and auto-hesling
(Predictatie Cptimum Path) mesh routing
algorthm

= Multiple wirehess radios dessign of backhau
mesh network emnates co-channgd
Intesference and provides reo
performance degradation across mukiple
o courts

» Best network throughpest of 2ec0
performance degradation and vis leyer 2
fast packet switching and bridgng from
node to node to support resl ime video,
voice, and dats applications

® Adveanced resl tme disgnostic tool @
ersure qualty of mesh network st
Instaliation time

» Feature rich software supportss enterprise
#nd carmer-class spplications

Signal Locator Tool for Point to

Point Connection Support

» Graphic dsplay of sgnad strength In resl
time to support antenna polnting

= Broadicasting signal strength out of
computer's spesier to facitate antenna
Inszalalon on e

» Seprate Uplink and Dowrlink Sonal
strength display
= Up to S0km distance

Management and Security

o Supports SNMP v2¢ & We) Based browser

= Supports 12808 AES encryption on each
messh link Scross whole mesh network

® MeshlD snd multiple leved administration
password profesction

ArmmowSpan inc

eatl Amesics Fartwa

Santa Clara, OA 95054

WWE DITOWEDAD, COoM

ANEXO 10 Hojas de Especificaciones ArrowSpan

m
ARROWSPAN

Providing WIFl access to any community as laege or small mesh
retwork. The MeshAP 3100 provides users with & dependable/Mexble
and co-effective network ether It & small scale or constructed with
long dstance point-to-point mesh connection. ArrowSpan's MeshAP
3100 provides WIF access udng wirdess mesh technology with
plug-rrplay easy instaiiation, and sllows camiers and sanice providers
to dedver 3 true wirdless network over 3 good dre hotzone or lage
geograpghical aress with pont to polrtt comnection support.

A Mesh Link s a true wircless coanection between any two
MeshAP units. ArrowSpan MeshAP 3100 will automatically discover its
reighboring MeshAP 3100 and interconnect all the Me<hAP units
together to form & bigger coverage wirskess network,

A Mesh Link can also be a long distance point to point HNnk.
Signal Locator s & graphical display with beeping Indcating sgnal
strength of dngle or multiple stations to wwpport pointing directional
antenna at indalistion with optimum Sgral qualty result of up to S0km.

MeshAP 3100 implements Layer 2 mesh routing which provides
oxslent network performance and 1S fully compatitle with existing
network equipment and appiicationss. The MeshAF 1100 & able o
support high-bandwidth and low latency applications tke real-Sme video
and vokce.

Predictable Optimum Path (POP) rowting algorithm crestes a
MeshAP 3100 based WIR mesh network with the best throughput,
relable mesh link, and self-dscovery)seif-configuration/'seif-healing
benefits. The algorthm's human-iike teligence @amines the network
and makes appropriste connections among MeshAPs &8 systern boot
time or when the meshiink is broken due to obstacies or Individual node
probieme.

High throughput Mesh Network = achieved by a non-blacking and
no-rterference design for clent and backhaud traffic. The MeshA? 3100
multi-radio and multi-channed architecture eliminates the winsless Sgnal
Interference and traffic corfict problerns that exdst on many other mesh
network products.

SNMP v2c and web-based (MTML) management Interface
enables both professional and ron-technical wsers to sasgly handle
retwork mansgement and maintenance Sadks for the MeshAP uns. The
*FPoint and Chck® browser Interface permits users o monitor node
condtion, link guality, traffic flow, and event logs of the MechAP unts
on the mesh retwork. The web-based Topology function also aliows
Network adminitrators to easly configure, update, and monitor every
MeshA? node on the mesh network. SNMP private MIBs are sbso
avallatie for ArrowSpen NMS merager or 3rd party manager.
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ARROWSPAN

MeshAP 3800-A9

Qutdoor

Tri 900MHz

Single 2.4GHz
Full-Duplex Mesh
Network Access Point

S

Reliable, Intelligent, High

Performance Mesh Network

s Pabent pending, sutc-dicoweny,
auto-configure, and auto-hasling
[ Predictabie Optirwm Path) mesh routing
algorithm

= Multiple wirdless path dessign fior both
backhaul and ueer trafic eliminates

wia layer 2 fast
Switching and bridging from AP bo AP 1O
support real e viden, volce, and data
applications

» Lip o 16 separate SSI0VUAN with
diffierent authenbcation and endcryption
glgorithmes muitanecushy

Fully Compatible with Existing

Access Servers, Routers, and

Gateways

= Trangparent bo layer 3 and wp protoools,
fully compatible with edsting nebwork:
enuipmert

s Directly oonnects i éxdehing Routers,
Gatewenys, or APs through 10/100

Management and Security

® Sypports Web Baged browser B SHMP*

= Supports 'WEP encryption Security across
wirehes sk nestvacork.

w Mesb nestvear protection with wser
defirmed] Mesh 1D

= WFASWPAL Serurty protection for the
ekl et

Providing Wi-Fl aoess o sy ommunity with heavy foliage
DoverageE Ike camp sRe, BV park, oty park, and campus  The MesniP
ARO0-AY providess wsers with a dependable fledble network, and &t the
same ime improves: community productiity, and encourages soonomic
dewsppment.  AmowSpen's MeslbP 3B00-49 prowvides Wi-A ames
LEing wirsles mech chnology with plug-ri-play sasy installston, and
alowes camiars and senvice prosviders o deliver & Enoe wirsless nebwork
ower large geographical ameas or other locations where wiring & oo
difficult or expensive o instal,

A Mesh Link E a true wireless conmection betwesn sy two
MeshilF units. ArmowSpan MeshAP 3800-89 wil sutomatically dsoover
iti medghboring MeshaF 3800-45 and int=rconnect all the MeshaAP units
ogether to form & lange oeverage winsess network.

HeshAP IH00-AY9 implements Layer 2 mesh routing which
provides so=lent network performance and s fully compatible with
eadsng mebwork eguipment and applications. The MeshaF 3800-A39 is
able o support high-bandwidin and low Bbency appliabors lee
resl-tme woen and soiee

Predictable imum Path (POP) routing algonithm crestes a
MeshiP JE00-05 based Wi-Fi mesh network with the best throughput,
relable mesh link, and Seif-discovery et -confliguration/seif-healing
bensfits. The algonthm’s humar-ike inteligence samines the: netwark
and makes appropriate connections: amaong MeshiPs in neal tme & alo
re-estabiishes & nevw nebwork when octsiacess, Individual node prodesTs,
MW g or ntemet acres ey oonr.

High thromghput Mesh Mebwork = achievsd by a non-blocking and
no-interference desgn for clent and backhaul traffic. The MeshaP
1E00-A9 multi-radio and muit-channel architeschure eliminates the
winsesx sgral inberfensnce and trafic conflict problems that ewdst on
mamy oifer mesh nefwork prociuchs.

The web-based (HTHL]) management interface and SMMP
mnables both professional and non-technical wers o =gy handle:
rebwork manasgement and maintenance sk for the MeshidlP units. The
"Point and Chck® browser inteface pemiis wsers 0 monitor node
condition, link quality, traffic flow, and event logs of the MeshaAP units
on the mesh nebwors. The web-based  Topoogy function also alows
MNetwork adminitraton o sasly configune, update, and monior sy
MeshilP tafion on the medh nebwork. SNMP private MBS ans available
for advanced Lmers prefeTing to manage through thelr own netwark

mRnager.
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MESH NETWORK PERFORMANCE
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BACKHALL RADIOS
Bhumberr o R
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OFDR 4 CIAM, 52-CUAM, DFEK, BPEK]
DATA RATES

115 Mpm
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CHANREL WIDTH
M

T POWER
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FECEINMC EENSITNITY
-8B
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Stardurds- EFE 5833 11z, B 11k
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MAM7700

TOOMHz
Full-Duplex Mobile Mesh
Wireless Access Point

Reliable, Intzlligent, High

Performance Mesh Network

s Pabent pending, suto-discoeery,
autt-configure, real-time routing, and
auto-healing POP (Prediciabie Optimum
Path) mesh routing sigarithm

= Raal-time meth nouting hesed on
monioring curment amironment

= Multiple wirsless path dessign sliminates
adiacent MAMTA0 Sgnal inberference and
provickes rért performance degradation

= Best network throughput wia layer 2 fast
Switching and Bridging from MAMTA to
MAMGT] to support. neal Bme viden,
wolie, &nd data applications

= Transpanent to layer 3 and up protoooks,
fuly competible with existing netvwork:
EnuipmEnt

Management and Security
» Supnpots Wet Bagerd broweser B SNMP*

= Syppors WIEF WP SR encryption
Security Aiross winsless mesh network

» Meth netweork profection with wser
definesd] Mesh 1D

= WRATWPA2 SeErunity protection for the
ekl restwark.

AImowSpan Inc.

DV Sr=at Armmiericrs Farkss

==
- |

Jﬁ
ARROWSPAN

ArrowSpan’s MAMT 00 will sutomstically discover B meighiboring
HaM00s and interconnect all the MAMAMS together to form an
retant ooverage moble wirsles network.

FAMTI0 implements: Layer 2.5 mesh routing which provides: esosilent
rneftwork peformance and & fully compatible with edsting network
equipment and applications. The MAMITH s able o support
Fegh-bandwidin and low sfency applicabones ke eak-bme viden and
IR

Predictable Optimum Path {POP) routing algorfthm cresfess & MAMTRO0
ey meshi netvenrk with thee best Froughpat, nelisbee mesh link, and
autn-deroveny auto-onfigusstion) aute-healing benefits The algortthm
% lke huran inteligence; & examines the network and makes
appropriate connections among MAMTO0S in neal tme. The algarithm
alsn reetablishes a8 new nebwork wihen abstades, indwvidusl node
problems, new nodes or inbeme acosss seents oo,

Hgh throughput Mesh Network s achiewed by non-blocking and
ro-interference for chent and backhaul mafic. MAMP?00 muls-radio
and muti-channed design eliminates wirsles signal imterfersnce and
traffic conflict problers that =xdst on many other mesh network
Products

The web-based management inferface enabies both professional and
mon-technical weers o sasly handle network management and
marterance tatks for the MAMPOD units. The *Point and Click®
roveser inferface permits users to monior node condition, link qualty,
trafic fiow, and event logs of the MAMPAN units on the mesh nebwork.
The web-beted [opokogy Funchon a0 allows Nebwork sdminisratoms
o easily configure, update, and monior vy MAMID dation on the
e nehsark.

AT s highly seoured Hhrough full sopport of winses Advanosd
1M9-hit AES snoyption on both backheul and ussr tafic. The
muit-kel administration pasewond contmol providess MAMPD0 e
with the highest securty guard for all services and applications:.
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Specifications
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Wirndass
Frospaicy T - T2 1MHE, T8l - TEIMHE
Mizeduladan Crihogonal Frequancy Division MulSpkoing [DFOM)
Thrrasgiput Lip fic Shdbps hroughpad at 55 hop count
T Fiomar Up o 1w
[Rocahving Sensitwity Typical - F5dEm
Anbenng OB PO mono-pols anlenna
Oporating Rango Fn-lnra::fjlmmfhpiﬂgmlnﬁd-sgm
Pradiciable Optimum Fath [FOF) %‘]ﬁﬂﬂ -:l:cmr;;:“mj oonfigures the infarmonnect
Fast SGeftohing Layar 2.5 enabia fasi-pockst swiching winckess
Full Compatiniity Stnechurs Daia pacikets trensparent o Layar 3 and higher projocos
Wit Fadis Fulk-Duploo Do Muitipls radios. provids up Bnk and down ink
Auto Assooiation Aulomasc saiect the Sovorbie uplink Eased on signal quality and hop oot

Constant monitoding tha maesh natwork for mash ink optimietion

for muitimardia appilcations: straming vidao, vidoo iisconfoncin
E-Eprﬂ:mm F:_‘A:-IF|=PF E :

GPS [Opticsal) Topology displaying usens’ posftions with GFE coordinals postion
Becurity & Encryphbicn Advancad 128-bit AEE Encrypiion (Handware Bcosiomind)
Management Wial basad [HTML] Mamagamsant
Cexgricestic
eliosh Link qualfty Link Epagd, ENF, Molse Floor, Various Facke! Counts
Topoiogy Changa Log Tima, Topoiogy Map
Radio Sall-Test Lipiini Jf Dol Raadio: Tast
Traific Log Pakat Count
Ethomat T/ Fx Packet Count
Hobwork Poirt 1) 10 Sk Ao Cross-—owor Ethomeal FLMG
Fowsar Baltory 1484 102480, and 1504
RPN, oo o COnSamption 1

Dper atng Temperabars: <0 F 10 151F [-80°0 I ES*C)
Storaga Temnmparahure: £ 1o 1587 |-58°0 lo 70°0)
Humicity: 95% mantimem reitive Gumicig non-condansing
Fhiysical Spocificatons
Demaresior: W Tom x dom x jdfom
Weaight: 35kg
P TR P s [ ‘mil

Copyright TUE A-owSper e, ArosSoan iogo, o MeshAl' o= Eedemarks of ArowSpen, Ine & rights ressrvsd
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MeshAP~3800

QOutdoor

Triple 5GHz/Single 2.4GHz
Full-Duplex

Mobile Mesh Technology
Wireless Access Point

Reliable, Intelligent, High
Performance Mesh Network

# Patent pending, auto-discowery,
auto-configure, neal-time routing, and
Fath) mesh routing algarithe

= Multiple wireless path design for both
backimul and umer traffic siminates
adjacent &F signal interference and
provides zerp performance degradation

* Best netweork throughpat wia layer 2 fast
switching and bridging from AP to AP to
support real time vides, woice, and data
applications

s Up ko 16 separate SSI0VLAN with
different authentication and encrypton
algorithms simuttanscusly

Fully Compatible with Existing
Access Sarvers, Routers, and
Gateways

* Transparent to layer 3 and wp protocols,
fully com patible with exdsting network
eCUIpmET.

» Directly connecs to exising Fouters,
Gatewways, or &Fs theough 10/100
Ethennet

Management and Security
= Supporis SHMP vic & WWeb Based browser
s Supparts WEP enorypbion seoarty across
wireless mesh netvork

s Mesh network prodection with user
diefimed Mesh 10

= WEAWFA2 Security protection for the
beachdmul network_

'rcn'.-,.-n n Ine.

reat Amerdes Faross

—
ARROWSPAN

Prowiding City-Wide Wi-Fi access. to any commanity II'UI; or small.
The MHebo Mesh&P 3800 provides users with a deperndable flexible
nebmork, and at the same tme improves ciby-wide productsity,
incresses safety and encoerages economic development. ArmowSpan's
Mesh&F 3800 provides Wi-Fl access using wirsless mesh techmology
with pleg-n-play easy installation, amd allves carriers and service
providers o deler a toe wirsless network over large geographical

arsas or other locations where wiring s too dfficult or edpensive o
inestall.

A Mesh Link is a true wireless conmection {Point-te-multipaint,
and Point-to-point) beteezn amy two Mesh&P wniz. AmowSpan
MeshaF 3200 wil aukomaticaly discover its neighboring MeshaP 3800
and interconnect all the Meshd® units together to form a large coverage
wirsless network.

HeshaF 3800 implements Layer 2 mesh routing which provides
excelent network performance and bs fully compatible with existing
nebwork equipment and applications. The MeshAP 3800 & able to
:|.||:v|:-:-|'tIi high-bandwadth and low labency applications ke real-tme sideo
and voice,

Predictable Real-time Optimum Path (POP) routing algortthm
oegtes 3 HechiP 2000 bass=d WI-Fl mesh metwork veith tee bast
throwghput, reliakile mesh lirik, amd
seif-discovery/seif-configuration/self-healing  benefits. The algonthm's
human-kke intelligence scamines the nstwork and maies appropriate
commections among MeshiPs in real ime. 0t also re-establishes 2 new
nebmork when obstackes, imdividual node problems, new nodes or
inbarnet aooess events ooour,

High throwghput Mesh Metwork s achieved by a non-blockdng and
no-imterference design for clent and backhaul fraffic. The MeshAP 3800
mutb-radio and muit-channsl andhbectore aliminabes the wirsless signal
Interference and traffic conflict problems that exdist on many other mesh
nsbveorik products.

ENMP w2c and web-based (HTML) management inberface
enables both professional and non-technical users to sasily handie
nebwork management and maintenance tasks for the MeshAP units. The
“Point and Olck”™ browser Interface permils users o mosibor node
comcliion, link guality, traffic flow, and event logs of the MeshAP wnils
on the mesh nebwork. The web-based Topo function also aliows
hetwork administrators to easily configure, u . and moeibor ey
MeshaP station on e mesh nebwork. SNMP private MBs are awailable
fior advanced users preferring to manage throwgh thelr oen network
manager.
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ANEXO 11 Hojas de Especificaciones Cisco

stheanln I
CISCO

Cisco Aironet 1520 Series Lightweight Outdoor Access Points

Oubdoor Access Polnis
[ @ W Ireless nebworks enable peopde, dewices, and app bcations. o sy
GIATIFIFR" continually connected with applications and imfomason. The Slsce™
T T e e —— wirslass mesh neteo sxiends wieless access over langs, meto-
e e o i scale aneas, swtending nio areas whers wirng iz Imoractical or cost
mhmml;_ prohioEve. The wirciess mesh can be easily deployed amd maintsined
" Reened e i 5 il sal sppllomionsd with z=ro-iouch configaration deployment and sef-healing capachty.
* moroed B 1 1y wdic ssnaviy mnd rangs The Clzco Ouldoor Wireless Mesh Solation Is a component of S
. Cispo Unied Wirsless Matwork, delvenng a robust wireless nebwort
* Nufigis Lpink omooee | gacd Liner-e- with, meaimum capacity and uptime.
11 O | S T, | e 51 indsracs, cabls
i Flaxible, Securs Mesh Platform for
* B -comzmnd Fowr vt e Demanding Environments
|partam o e I devTes
& MEMS Ty 45 oerifisd sncoscrs The Clco Alronaf® 1520 Seres Lighteeight Ouidoor Acoess Polmis
5 o are afiexible, secure, and scalabie mash platfors that is designed for
E:‘-:::' 1222 Lightweight Duidoor Mash deployments acress large metropoitan-sioed arexs. As part of e
o Duaghanl gt el 008 Cisco Unified Metsors architecture fhe wireless mesh can be
L R seamiessly deployed &3 an sviension of wired and wirsisss nebaoris,
-::-:;:;.u.wm— ' with central marsgement through controllers and the Csoo Winsless
& Cazis TodeT nisrecs Combod System. The unified archEechores centralizes oritical funchions
E:-::: 1224 Lightweight Cuideor Mash off e wireless LAN o provide scalabl= management, sdmanosd
2 ctarmct el mmietin (153458, 15aes | SECUMLY. seamiess mobiity, and proven relabilty. With masimum rato
& 1SS H Dom-beckeml asch oD sedoamd combining (MRC ) kechnology, the access points provide greaber
e access range for consumergrade clent dewices throughout the
* |54PE Desigres tor sublc sy wirslsss mesh neteoi. Fugged enciosures allow deployment in
PR L O myireme westher and hazandows enviconments, and can be paint=d i
adapt io bscal aesthetdcs. Thie Clhoo Adronet 1520 Series Inchudes e
Cisoo Alronet 152246, 1522HE, 152300 amd Clsoo AronetiS2438,
1524 P32, amd 1523 CY Lighbweight Ouldoor Blesh Aoress Poinis.
02010 G Symimrm, . Al gt -essrvsd . This cocumend i Cece Fublc I=ormaton CICE

154



Dhtis E-hieiaie]

]

Cantral Matwork Managsmsnt

Clco Wirdess Contol Sysherm (W3] s the indusiry-eading platfors for wirsless LAN pianning, corfiguration, and
management. Clsoo W CE provides a powerful foundabion that aliows: IT managers io design, control, and monHor
wireless nebsoris from a oentrailzed locabon, simpifying operations and reducing the il coss of osnership. The
Cloo WS works In conjunciion with Tlsoo Alronet Lightaelght Access Polnts, Clsoo Wirskess LAN Confrolbers, and
the Clsco Wireless Location Appllance. With Clsco WCE, network administamrs Fave 3 singls solution for BF
prediction, polcy provisioning, retaork opimizaion, roubkeshosofing, security monBoring, and windess LAM sysiems
managemend. Fobust graphical inberfaces make wirckess LAN deployment and operations simple and cosi-=fective.

Robust Unifled Securlty

The Clsco mesh solubion addresses wireless nedwork s=curky as parf of 3 unfed wired and wireless soluticn. Clsco
Winsless Metwork Security ofers the highess kevel of network security, which Feips ensune i data rermains privaie
and secure and bt e network s protected from unavthorized access. The Cloo iIntnusion preventon system (IF3]
profects your entine pefwork by idendfying, classifying, and preventing known and enknown Breals o your medwork.

Flaxlols, High-Performancs Mesh Solutien

Al of the Clsco Alronet 1520 Serdes Lightasight Cuidoor Aooess. Poirds provide Figh-perfiormance device acoess
throwg Improved BOZ. 1 1hig radio sensitvity and mnge performanoe wish maximal mbo combiring (MRC)
fiechmology. Flexibie deployablity and multiple uplink opfions and power oplons are avallable. The BOZ. 3a
complant, Powerover-Ethemed (PoE) Imierfiace makes E sasy o connect IP devices, such as IP video cameras.
NEKA Type £ snciosures. help ensurs & robust system that can withstand rough weather condBons. The Cisco
Aronet 1520 Sefes Aocess Folnis are Federal inffomaiion Frocessing Standands (FIFS 140-Z) certifiabie for
appications Shal reguine this standand. To heip ensuns uptime S ocruclal applications. even in the event that slectrical
poraer becomes unavraliabls, Fe 1530 Seres offers an Inbemial Ea@ery for Backup power.

Claco Alronst 1522 Lightwelght Accees Polnt

The Cisco Alronet 1532 Lighbweight Ouidoor Mesh Aocess. Point ks a dusi-radio system with dual-band radios that
are compliant W IEEE 5021 1a [(S-GHz) and 502 11b'g standards [2.4-GHz). Whers sandoe providers have already
rreesied In 2 brossdband cablke rectaork, the Cisoo mesh can seamiessly exfemnd neteork connectivity with B Clsco
Alronet 1522CV acoess point, by connecting io ks inlegraied cable modes backhaal (OSSR 2.0). Designed for the
maost demanding environments, the Clsoo Alromet 1523HZ has been classSed for hazsmdous locafions (Class 1,
Zone ' Div 2) such as petmobswm refinedes and utlity gas planis.

Claco Alronst 152458 Lightwalght Access Point

The Cisco Aronel 152428 Lightesight Cutdoor Access Point ks a multiple-rado system with dusi-backhaul IEEE
502 113 (5-5HZ] radios, where each rado = dedicabed to FansmEtng data sENer upsineam or downsream, provde
[preater throughput Tor bandwidih-iniensie applicalons such &3 Wideo sunwellanoe. The thind adio s dedicaied o
client acoess. With uncompromils ed throughput and latency, the Clsco 152428 enables a nelable and high-
perfiormancs mesh nebwvork.

Claco Alronst 1524P5 Lightwsight Access Polnk

The Cisco Alronet 1534P3 Lightasight Cutdoor Mesh Arcess Poink Bas been specically designed for publc safety
appications, providing a Sexibie and securs ouldoor winsless LAN that scaies o mesf demands for public safefy and
moblity sendoes. The Clsoo Alronef 1524F 8 Access Point Is a muBplertadio mesh access polnk, precontfiguned with
three radios Fat comply with IEEE S02.11a, B02.11b)g, and £.5-5GHz public safety sfandands. By dedicaling muitiple
sapairate: radics bo acoess, it creates a robust and seoue mesh infastnuciure capabils of supporting public and
privaie appications simuiansously.

B AHO e S, e &l dghis sessresd . This documesd i Ciscc Fublic I=lormebion P Tl
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Claco Alronat 1523CV Lightwalght tccess Poidnt

Designed for Serdoe Providers, Sils outdoor mesh aocess point featunes ome 2 4 GHE vdio amd teo SGHz radios for
access, and a cabl= modem backRaul (DOCSIE 200

Product &peacifications

Tabie 1 sk specificalions Tor e Clsco Alronet 1520 Series.

Table 1. Cieen Aronel 152 Earkes Produd Epesficalion
Har Epecficalion
Pard ramiers Clzro Alronsd 15822 Lightwelght Access Polel

& BN LEF | - B I P OT configuersbion

& AM-LEF | ZES0-C-FI-Chire. coriigunstion

& AN LA | I - T configurshion

& AN LA | S E- o coriigunstion

& AN LS 0 N - Mon- C O coriguestion

& RN LA 1SR P b pan sorfigurasior

& RN LA 1SR S Sirpmpo s configurshon

* AN LA | SOA0- T-HE-T e confipursiion

& RN LA U A D corfigamitior., Prowsr over cESE
* AN LA | S HE A H S OC configuration [Cles |, Dne 2

& AN LA PP T S configurstion (O 1, Dy 25
& AIM- L | S S o=l T3 comiigurtior: (Clemm 1, Dy T}
» AN LA | ST D Singase s configuration [T e 1, Oy )
Claen Alroned 122898 Lightesight Soceas Poie

& AN LA SRS T D T oo igurstion

& AN LA | D - H-Uhire oo

& AN LA | S T [T coriigurmiion

& R LR | S et Sl e e ot guramior

& AN LA | - F e el OO el umioe

& AN LA SR - o o ipuratio -

& RN IS4 BT ingmzors conigurebon

AN LA | - T Tt corriigumstion

Clacn Alrone 122875 Lightsreighl Soceas Point

& RN LA | S T Tl Ui ISty A B Debin, 503 G, 24 G, FOC confipursion

Clom Alronst 122530V Lightesight hooeas Poimd
& AL | R

* BT 11w
* B 11bk
* Public ety 4.9 Grtr =, 90, 20 Mkt charrads)

* B 1 w5, A 6 24, 18, 12 51 S Mbpe, Orthogersl Freguerey Divisins Mopling (0P DR
* B0 1B 1, S5, 2 1 libym, Direct Ssqoseos Spresd Seecinm [OS55]

* B 1 1g- 54, 4 34, 18, 12 5 S Mbpw, OF D8
P11

o SRHr TIS 125 0E 45 % 205 1S ke

» DONFED: T, 3, 18, TZ 0B 45 3 o

= 20NFD- 54, 48 08 3, 18, 12 9,5 Mg

0O Ceco Spisrm, . Sl dgiis cessresd. This docurmss] i Cisce Publc I=formeslon.
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|ber Epechficalion
Frecusrcy Bard and Clsm 1222 Clsco 152458
Cparaling Chasmls - (Arerican [FOST A (Amarcas FOLTE
* 24N o 2473 Ok 11 charrsin * ZEH to 2473 GHx; 11 chwrnsin
* 4 Do 4900 Ok » & o S B G 16 ctmersis jaciuces chenmsd
AT PR a— D, 124, 1
LRE. Y RNy a— Rl
S — * 28 te 24T GHx 13 chwrermin
» 5350 In 5850 G, 16 charnsts jechces chennel |+ 575512 S50 G & cfarrnals
1, 134, 1) £ T
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Raeowivw Seralivity [tyoical | S02.11a 2.3 GHe B B2 11y with MAC &3 GHz, SMHE
* @ Mo U1 SHn * | Mepa 0 SHn " 1 Mepe I dBm * |5 M I3 iS5
* g Mo -0 SHm " I Nep i SHn " 7 WEpe I dBm * 2 Mbpe —F OB
* |7 Mepe —H SHn ® 55 Whpe -3dBm " 55 Whow -3 dBT * 3 how: -5 dH
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" 45 MEps —TE SHm * 7 Mbpe: 01 SBm 12 M 0SB
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Service and Support

Cloo and cwr specialized pariners offer a broad portiollo of =nd-to-=nd serdoes. bo Fedp o Impenose: your
organization’s prosducivity and colaborabon by xssksing with the readiness, deployment, and opimizafon of your

wireless and mesh rebwork and mobllEy services. Cur serdces help you successfully deploy the Clsoo Adromet 1520
Beries Lighiweightt Acoess Points and ini=grate oty solutions. =Sectvely io lower e Dial cost of ownership anad
saTure your wireless nebwork.

To l=am mone abowl Slson Wirsless LAM Sanvice offers, wisit hbpewaarclsoo.comd gofairelesslan senices

For More Information

For maore information about Clsoo wirsless mesh, oomtsct your iscal scocund represantatve or szt
hitp: ity Clsco. comigoioutdoonsinsiess

For more information about the Sisco Linfisd Wirskess Hebwork famessork, visk

0 3H0 Cex Spisrm, e Al bl ressresd . This dooumsel i Cisce Puble omebon,
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Cisco Aironet 1550 Seriss Outdoor Access Point
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# Crmemal prierma mode
oo Adronst 15520
# Cubla rusdarr madal
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High-Parformance Outdoor Winsleas

The Cison Almones 1550 Serias Suldoor &cosss Point
wih ChagnAir brrhnoiogy ks the indusiny's first emepriss
and camier-grade 202.11n acoess point io create & st
healing, and s=f-opimizing winsiess network that
mitigabes the Impact of wirsiess inberference. [Foffers &
Tisyihis, SaTIrE, and soalabie et netsork for high-
performanos mobilly acoss age metopoikan-szed
ATEAS, ERAEIDIISE CATPUSES, manafactuning yards, and

milning piis. The Clsco Alronef 1550 Senes. supports: muitiple-device and mulipie-retwork applicabion dellvery such as
rea-tirre seamisss mobilly, video surellanos, 3nd Gensraton (33) and 4G data oFoad, and pubic and privabe W
Fl acoess. Designed o mest cusiomer needds in & broad rangs of Indusives, Fe Clsoo Sronet 1550 Senes offers the

foliowing bensfiis:

+ Flexibie depdoyment options: Acoess o mesh nebwork, sxtension of an Ethemet nebwork., and Ethermef, fiser,

winshes s or Cabls back haul

* Bendos povider support 'Wi-Fl for nest-peneration mobde daa oSioad and personalzed mobiles services.

& (Cinon Cheandr iechmology- Inbegraied specirum iInteligence i detert, ciaesEy, and mitigabe RF inberfenenoe
from uruthoresd winsiess bridges of maloious. Sewioes.

& [High-tardwidh video surdelisnce over W-=1 without the high cost of irstaling cables over long disinces.

+ Hghrperbrrance, muitipurpos: netet wih ow CapEx and OpEr.

+ Inbrgraied wired and winsjess The Clsin Bonderiess Metwores Archifeciuns provides oos! savings with end-n-
end nebvork soress solubons Tt Incluce wieless, swiiching, mouling, and securty.

D30 Clesa e i plimisa. & rights resrssd . T scoomand B Cleca Posis infermaian
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Flaxlbils, High-FPerformancs Maah

The Cleoo Adromet 1550 Series Cwidoor Acress Poink offers: a fissible, secure, and scalabde mssh plaifiorm thai 1z part
o the Clson Unified Winskess. Metwork and the Cison Senvics Provider W= solubon. | ofers high periomance
robiEy aoross. ame metropoitan-sired arees and) snterprise campuses, mandfaciuring yards, and mining pks.

(CaaTier-grade design alows servioe providers o ke advanisge of Wi-Fl for nest-penemation moble daty offoads.
The Cleoo Adromet 1550 Saries prosides high-pefomanoe device: access hrough mproved radao sensivity and

range with BIZ. 1 1abtigin muitpés-input muliple-ouipat (SIS ecinoiogy, Wi bvo spatal sirears. Mulliple upiink
and power opiions an= avaliable. The 502 3af-rompllant, Power-over-Eiemet (PoE) interface makes §exsy D
conmeecE IF devwices, suchi as IP wideo camerns. NEWA Type 4X enciosures heip ensure & robuest sy=iem Falk can
withstand demanding enviconments. To heip ensure upbee for mission-Criical applcations even In e svent Sat
shecirical power beoomes uravaliabls, the Cisoo Adromet 1550 Series offers an inkemal batiery for Dackup power.

Cleco Cleanddr Tachnology

The Sisoo Admret 1550 Saries with Clooo Clesndlr Echnology provides the Righesiperformanos B02 11n
conrecivity for misslor-orical outdoor nebworks by detecting inbefenence from uraufoized devices, 30 wel as
cofmmon ouldoor nEferenoe owrces such 235 WIKAX nebworks and winsiess bridging produdts. The: 1550 Series
s chip-ievs] in=ligence o ool 3 spedrur-awans, sef-healing, and seff-opSmizng wirsess network: that
mitigates the Impact of winsless Inferferenoe. Cleandir s & syshemeide feshme of e Csoo Unflsd Wineless Netsors
Fatk mproves wirslsss: netecrs guality by defecting 5= Imerferenos ot ofner sysiems con'l recognies, denifying e
sourte, locafing B, and then making autcrmatic sdustments o opimine winsiess. coaverage.

RF Excallancs

Building on the Clsco Alronet herfage of BF epcelence, B Cisoo Mlronet 1550 Series defhrers Industry-i=ading
periomrance for secure and rellsble winssess: conneciions. indusirial-prsde parks, snberprise-cises slioon-ene
Imteiigence, and opimized ados deiver & obust mobilty experience. The Clsoos Aronet 1550 Series provides 3 set
iof tooils Fat defiver the mbust, scaabls wirdess foundaton required o realize the rue potental of cubdoor wireiess
rmobiky

+ Cioon Clenilink fechnoiogy o mise uplink and downink peformance of and coverage o exisdng 302.11a4q
ichesnts

» Fadlo resoute management {RRMI for auinmabed chanres] sedecbon and power seSng mansspemend of
BCCELS EOiNES

+ Aufvanced capablites io ssiect data rabes, adjust power, anad manage Qualty of serdce (GoE] for access
poinis

Cantrally Managed Mesh Metwork

Caniral management and roubleshoodng of the Clsoo ouldoor wirsless acoess poinks present costy mainb=nance
sendce calls o culdoor lomations, The Clsmo Wirsless Confrol Eystem (WES) works In conjunciion with S Clsm
Alrones Arress Poinks and Clesoo Winsless AN Controlers io configare and manage the wirsless netsoris. Weh
{Cison WCE, neterork adminisiaiors have a single soiution for B prediciion, policy provisioning, nefwork opbimizabion,
roubleshooting, sacurfy monionng, and sirsiess LAN sysiems management. Clsoo CleanAdr echnoiogy |5
Imtegrated inbo the WES D provice: reai-Eme Informaiion on your outdoor nebsors., Winskess nefwork securily IS aiso
part of a unied wired and wirciess soluion. Clsoo wireless neSwork sepirty offers the Righest level of netsork
securty, which hedps snsure hat dabs remains privale and secure and Tat the: netaors ks proteck=d from
wraurthorized access.

o5 I Clesa mretor (B s &1 rights resarssd. T scoomant B Cees Pusiis informmian Pags 3o
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Cleco Slronet 1552F Extemal Antenna Access Polnd

The Cleoo Admnet 1252E Outdoor Access Point IS e sandard moded, dual-radio system with dust-band radics Sat
are oomplant with IEEE B2 11afn (S~GHz) and BIZ 11b'ahn standards (2.4 GHZL The 1552 has Free eviemal
anbenna comnections for Free dus-band anisnnas. It has Efemet and fher Small Form-Facior Pluggabie (3FP)
ik hawal opBiores, slong with the opom of & katbery backup. This mode] also has 3 PoE-out port and can power &
widen survslance amera. A highiy Sexdbie moded, the Disoo Alrones 1552 ks wedl equipped fSor municpal and
campus deployrmenis, video survellsnces applcations, mining environmeniz, and dab ofosd.

Cl=co Alronst 1552C Cahile Modem Accsss Polnt

Wihere sendos providers have aready mveshed In & brosdbard cabde mstaors, the Cisop mss-pensrabion owldoor
wirsiesss: mesh can seamisssy sxbend nebhwork connectivity with e Clsoo Aronet 15520 acoess polnt by conmecing
fo Iis Inbegraied cable modem Inferiaoes The Clso Aronet 15520 Oudoor Mesh Acress Foint |5 a dus-radio sysi=m
with DOCEES 3 0EuwnDHGEE 30 (Sxd HRC) cable modem for power and backiaul. | has dual-band radios that ans
compliant with IEEE BO2.1 1ain (5 GHz) and 802 11b'g'hn slandands (2.4 GHz). The 155315 has an iniegrabed, Snee-
sdement, duaHband anterna and eashy fits within the 30 o= height restricion for service providers. This model] ks
peerfect for 35 data officad applications and pubiic Wi-F.

Cleco Alronet 15524 Hazardous Location Access Polnt

This access point |5 designed for hazrardows ersironments [k ol and gas relinenes, chemioal plants, mining plts,
ard manufacuring factores. The Cison Alromet 1552H Culdoor Access Foint s Class 1, Div 27Zone 2 hazandous
lomaton oersfied. [ has simllar opfons a5 the 1552E, with the eyreption of the athery Bockun.

Cl=co Alronst 15521 infsgrated Anfenna Accaes Polnt

The Clsoo Admeet 15521 Culdoor Aocess Foint ks & ow-profie, Bohber weight mode] in e 1550 Seres. The smaler
Shee ardd shesger ook helps [t biend in sth the suroursang emvirnermenl. The smaler powesr sups'y &lso makes &3
e enerr-eMcient product. The 15521 does. not have PoE out o a Tiber EF°F port

Extamsl and infsgrated Anisnnss
The Cizoo Amnet 1552E and 1552H Cuthoor Acc=ss Fonts, use thiee Cisoo AR-ANTISET-H Ansennas. Thess
il band, omn-dineconal, SHox anlennas have 2 gain of 4 d8| (24GHE) and T 0Bl [SIGHZ).

=or the Cloo Adronet 15520 amd 1553 Cebdioor Access Foinis Inciuds a dual band, ink=grated anfenna radome. This
anbe=nna has 3 omn-direcional antenna siements that Fawve anisnra gains of 2 dBI (2.45Hz) and 4 dB [S3HZ]. Mon=
Irformradon;, Inchuding amienna patbems, can be foand In the Clsoo Adronet Anbenros and Acressoriss O uide.

f - n
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Product Specications

Table 1 Iz specificaions for the Clsco Adroret 1550 Eeries.
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Flan, Bulld, and Run $ervicas for 3 Seamlses Ouldoor Exparience

Frofessional services from Csoo amd Clson Achsamoesd Winsiess LAN Spedalzed Fariners faclia a oo
depioyment of fe nexi-penemadon winsess oudoor solufion, while tightly Integrating i with the wired and indoor
wirsiess netscris. Based on proven meSodoiogies for planning and depicying end-o-=nd solutions with seouns
woice, viden, and dafa iechnologies and years of experience designing and Implementing somie of e worid's most
compler enterprise-Cixss wireiess nebworks, our specialists can heip you opdmiz= mobils comnectviEy io ransimn
FOUr usiness operations.

il ok with your [T si® o ses Fat your anchfiectune, piysical sibes, and operational 5T ane ready o support
Cison's Integrated, nexi-pemeration, ouiboor wirsiess. solafion that comiines the high performance of the 302.11n
standard and oo Clearr b ooy

Fior More Information

or mon= imomabion about Cleon wirskess mesh, contct your iacal acoount represenbyive or visit
Dipc ey Cis oo oomigoioyidoonpnsias s

~or mons ifomabion about the Cisoo Unfed Wireess Nebwork famework, wist

g rEven cis oo omipoiun fisdwinsiess

=or mons Infomrabion about the Clson service provider Wi-F1 solubion, visi:
DEmcirevey Cio o Comioodan 1SS0

=or mone Infomrabion about the Slsoo Winskess LAN Serices, visk
ipc e Clson oomipowirE e sslan serdioes

CISCO.
SFETRIEE Hind ki L e T B T L ] (B i Hida R HETS:
o Spsiwmm, nc Coacn Sysierma: LISA] P Lid Lo Srpstwa rreracaal BY Arrodwedam
B il O, BRI T s e el

Cre=s han rrors Ban 2060 o8 wor kwecha. Sk maan, phors rumitacs, s (es ramiban s bfed on e Cisce Wasara o www ohicocomigoisiican

Tty syl Wt oty Loy e o viarict io oo B i, . i s ks ol oy i LSS el e opni e, 8 ol ngn o "D 0 Wi v iy vl
v scocomipafirsciernarks. Third party schemarks maniosed o B pecparty of Thar reepect ve case. Tha s of e word pariraer dioem =i mplhya
e TR e T irel i othar sy HIRRE

SrETR i L CH-arr s i
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Cisco Aironet 1300 Series Outdoor Access Point or Bridge

Product Ovenddaw

The Cisca® Arones™ 1300 eries Outdoor Access Foint of Bridge (Figure 1) Is an B0Z. 11y access point amd bridge
that provides high-speed and cosi-=Tectve wirsless comnecfivEy betwesn muBple fived or moblle reteorks and
clleris . Bullding a metmpoiin-area wirkdess nfmstucture wis e Cisoo Aronet 1300 Series provides deployrment
personnel with a flexdble, sasybouse soufon Fal mests Ehe sscurfy rquirements of wide-area nebworking
professionals. The Clsoo Alronet 1300 Series can be deployed as an aulonomous SCCess point or bridge, providing
Inddligent network services as a stlandalone device. Allemaiively, the Cisoo Alronet 1300 Seres can be deploysd as
part of e Cloo Unified Wireless Metwork, manasged cenirally by a Clsoo wirdess LAN controller.

Figea 1.  Chico Alronal 1300 Sares

The: Cisoo Alronet 1300 Sefes suppords the 502 1 19 standani—providing S4-Mbps data rabes with a proven, sacune
i=chmobogy wihile mainiaining fall backward compabblity with legacy 202.11b devices. It Is deilvers=d in a compact,
rugped enciosure: for deployment in ouldoor epvimonmenis, and 5 avalabie in teo wersions. The Clsoo Adoned 1300
Beries Wi Inkegraied antenra can b= quickly insSalled o provide a LAN bridge 1o a remoie sk= or muftiple: sies. The
1300 Seres with ant=nna conneciors supports a varety of Clsoo 2 4-5Hz antennas, providing mnge and coversps
versadlEy.

The Cisco Alronet 1300 Seres b avaliable sither as part of the Clsoo Unified Wirsless Nsbwork or a5 an aufonomous
aCCess poing or bridge. The Clsoo UnMed Wirsless Network 15 3 comprefensive sclution that dellvers an infegrated,
end-ic-=nd wired and wireless nebwork. Using e mdio and reetwork management features of Fe Clsco Unified
Wireless Network for simplfed deployment, the Cisoo Alronet 1300 Series sxfends e securfy, scalabiity,
reliabiEy, sxse of deployment, arnd manageabiity avallable In wired nebsorks o the wireless LAN. Unified aocess
paints operate with the Lightwedght Aocez=s Poirt Frotoool [(LWAPP) amd work in conjumchon with Cleoo wirsless Las
coniroliers and the Wirsless Controd Sysiem (W), When configuresd Wil LWAFF, e Clsco Alonet 1300 Ssries
can avlomabcally defect Fe best-avalable Clooo wirkdess LAN condmoller and download appropriaie polches and
configuration infcrmabon with no hamads-on infervention.

Auionomous a0Ccess points are based on Glsoo 10a™ Softeans and may optionally operabe with the ClsooWorks
Wireless LAN Bolution Engine (WILEE). Aulonomous aopess points, along with e WLSE, delver & cone saf of
features and may be feid-upgraded o Gke sdantape of the Tull berefis of the Cisoo Unisd Winsliess Mebsork as
reguinemenis svohve. As an aulonomous aocess point or bridpe, the Clsoo Alroned 1300 Seres may b= configur=d io
opsrate 3% 3 Wineless aooess poind, bridge, or a wokgroup bridge.

0N Che Spisrm, e Al bl ressresd . This Socumsel i Ciscs Puble ormebon, Pegs 1 of W
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Lrsers and Appilcations

The Cisoo Adronet 1300 Sefes can provide outdoor wireless acCess, an ongoing savings of leased-ine expenses, 3
method o connect nebworis despie physical bamiers such as akes or highways, and rapid deployment of refaork
conmecions—often while waiting on other fadiBes, such as Sber-opbc inshaliafons. The fypes of organizabons that
will benefit from Be advantsges of the Clsco Alropet 1300 Seres include sducabon, snberprise, povermnment,
heakhoare, milary, public safety, ransportabon, and WILAN service providers. Thease orpantaions hawe 3 variety of
possibl= applcatons, as shown in Figure 2 and desoribed in the follosing paragraphs.

Campes Hebworks

Whether the deployment ks In a bepical oollege campus or corporabs o®oes @i muBple bulldings, IT professionals
are faced with Inberconmecing local area nebaorks around and in bebwvesn sach of Bie buldings. These LANS nsguire
cost-effeciive, high-bamdwid® conmecions Wit seamiess mobifty througihowut the WLAN. They also equire the
Tiexibillity amd conirol that s unanvaliable Srough leased Ines or Sat would otherwise require tremching for new cabis
rsaliations. The Clsoo Aronet 1300 S=ries can b= used a5 an cutdoor acoess: point, efther operabing with the Clsoo
wirsless LAN controler amd WCS or arlonomousty &5 an intellgent acoess point [t can also be used as an
avlonomous windess bridge 1o connect remoie buldings io the LAN.

Homadie Metworks and Ues o

More and mone, nebworks are “on the move.” Vehices such as buses, mins, ambulances, and pabod cars are being
equipped with thelr own LAMN-supporied devices, Including molebooks, personal dighnl assistants (PDAS), camerms,
and sCanmers. These mobile networks provide new passenger sendoes, Improved publc s=ndce, and operational
EfficiEncy but ey mead 1o be imerconnecied o erable Information-shanng and more Informed dedsion-making. The
Clsco Alronet 1300 Serles can operate in autonomous mods as & workgrowp bridge oonnecting In-vehicke devoss o
Clsco Adronet acoess points and bridges. thad are flived Froughowut B service ansa.

Daurbdoor Publle Asosce

The profferation of WLAN hotspobs has alowsd users o tfay connected whils im Rofels, alparts, and even ooSes
shops. AS more usars desire ubkquitous connectitty, cafdoor hotspots ane being added—and some Inclade multiple
City biocks or even own cenkers. These ouldoor Rotspods can be cost-=Mectvely deployed wish e Cisco Aronet
1300 Serfes uniisd or autlonomous acoess poinks.

Tamporary Hetworks

The variety of i=mporany solubions ks limibess, with applications such as remobe millEary campalgns, shof-em office
leases, lemporary bulldings such s fralers, or &vwen parking lof fent sakes. Thess deployments reguire a i=mporany
netaork Infrastruchure that Is rugged, poriabie, sasy o iRstail, and fexibis. The Clsoo Adromet 1300 S=res can be
Quickly deployed, with oomplefe funcBonaility packaged in the imiegraéed antenna wersion, or with a selection of easy-
fo-instal rerote antennas for the connecbortzesd wershon.

AL Ce Sisms, o Sl bghle ressresd . Thie docurssnl i Ciscs: Fublc Sormebon Pegm il
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Figwe 2. Cisco Aronet 1300 Serfes Aggdcations Example

Caco Arvonet 1300 Senes Outdoor Wireess Deployment

Govt

Inductry-Leading Performance

Cata rates of 54 Mbps n the 2.4-GHz band

Bridge range of 20 miles (32 kiometers (km]) at 11 Mbps

Aggregate throughput approaching 28 Mbps

Maxmum transmi power of 100 miliwatts (mW) for S02.11b and 20 mW for 802.119. Mavimum power setting
wil vary according 10 ndvidual country regulations.

For vehicle-instaled geployments, over 100 km per hour speeds at 12 and 24 Mbps wih 128-byte packets a8
1 percent packet error rate (PER) (workgroup bridge mode connected % 3 Cisco Aronet access point of
trioge)

Support for antenna diversity

Low Total Coct of Ownerchip

i

Compeilng retumn on Investment (ROI) comparad 0 cabie instaiisfion or ongoing leased-ine fees
Low bridgging-system cost

Low cutdoor access-point system cost

Abiity to reuse existing Cisco Alronet Series 350 Wireiess Bridges for iow upgrade costs
Investment protection with future Cisco 105 Software upgrades

Flexile and Eacy to Inctall

The Cisco Unified Wireless Network simpilfies wirsiess LAN deployment and management by providing ciear
VisDIRy and dynamic control of the RF environment.

Convenient LEDs provide bridge alignment feedback and diagnostics.

© 2000 Couco Symdwrm, e Al aghtx reserved. This document i Cecs Putiic Isformstion. Page 2ot
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+ Cwick-hang mounting bracket slows for sn sy iInstalabon process; mof snd wal moundng kis c®er more
mouning opfons.

+ Rapid degloyment, redeployment, ard recommissioning can be achbeed with no relances upon Sind-parky
sEnyice providers. or & lengiiy lloanss or renching process,

« Multiple, configurabie radls metenrs rodes snable point-Se-point and poimt-Se-muttipoing Bridging.

+ Wie DT powsr-npat range sllvas @ variety of poaer supply options such as solar powesr or vabicls power
(=10 1o +3& wolts direct curment VDS

» SUupports & wide operabing-temperalure rampe of —22°F 10 131F (30" +55"C)L

# Mepls NEMA £ and IPSE specHfcations Tor harsh ersronments.

+ Supports caplured antennas for easy moundng and support for extemal andennas, including edstng Cleoo
Adronet 2.4-EHz anberinas.

Award-Winning Security

The Cisoo Alronet 1300 Sefes has acheved Nafonal Instiute of Etandands and Technoliogy (MIST) FIPS 130-2 lewel
2 valldation and |5 In process for Common Crigeria valldation under e Habonal informafion Assuance Parinershilp
[MIAP) program.

The Cisco Alronet 1300 Seres suppors 802111, WI-F| Frotected Access 2 [WRAZ), WPA, and numerous Extensibis
Sarthentizaton Profsool (SAP) ypes. WEA and WSAZ ars the WI-T] Allanos certcations %or Fosroperabie,
standanis-based WLAN securty. Thess ceffications support IEES 502 1X %or user-bassd authenbcaton, Temporal
Ky Imbegrity Erotnoal (THIS) for WA sncrypdion, and Advarced Encrypbon Standand (AES) for WPAS encryption.
Thess cetificaiions heip to snsuns InteroperabilSy betwesn W -Foertted WILAN devices Fom difersrt

man ufacturars.

The Clsoo Adronet 1300 Series hamiware-aocelerabed AES encrypion suppors enberprise-ciyss, gosemmeni-grade
sacure encryption over the \WLAN withowf compromising performance. IEEE 802, 1X auffendcabon helps o snsure
that only sufoiresd wsers are alicawed on the retwork. Backward compatbiily and support for WEA client devices
runring TEEFF, e RC4 encrypbon algordthm, Is also suppored by S Slsoo Alronet 1300 3eries.

Cleon Aronet 1300 Saries acoess points operating wish LWAPE support Clsoo Unifled Intrusion Defecfion Sysiem or
Intrasion Preyenbon Sysiem (IDENPE], which ks part of the Clsco SeiHDefending Mebwork amd ks the Industry's st
rémgrated wirsd and wirsless reSwork seoursy solution. The Clsoo Un®ed 100052 kes 3 compresanshe apomach
o s=ourfy—at e wirsless edge, wired sdge, WAN =dge, and through the data cenber. \When & trusied clent acts
malciously, the Clsco winsd IDE detects e atiack and sends shun requests. o e Cisoo wirsless LAM confrollers,
which will T=n disassociabe e client devioe, Clsoo Unified 103 goes beyond sieple Sne saling. T a user s aliowsd
o access 8 specfic server, but 15 mof alowed fo sccess a parbiouar direciony on the serder, Bie anomalous behavior
5 diebected amd mitigabed.

Auionomous or enified Clsco Alronet 1300 Seres Access Poinks support manasgement frame profecton for the
authenbcaion of 20211 managemeant frames. by the wirsless network infrasinecthores. This alows the nebsork 1o
detect spooded frames. from access points or malkclous users impersonating Infrastuciure access poinis. i an
aCCEss poink detects a malldows. atack, an inddent will b= gensmbesd by e stoess point amd reports will be
gathen=d on the controller, Clsoo WES, or CeooWorks \WLIE

Product Architecturs

A Nexbie cufdoor winess-bridge or access-point solution |s provided through the combination of the Clsco Alromet
1300 Seres, a power Injecior, amd options for both anfeninas and mounbng. Figure 3 shoes Row the unfts conmect.

0 NS Cics Spisrm, . & dgii ressrasd . This dooumesd i Discs Public sformedon Pegmdof
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Figew ).  Matwnrh Disgram wih Powsr injscar

Fossr Exvig

Linreiarsi | Powser Supply

| Wirieg Gloant

U o B0 Lip i K i
B = : o
s Aarerwa 1300 Baias O ey Criid Aol Swikch

Accems Ponifinkdge Binck P Inppcicr LR

Cleoo Alrorsd 1300 Barlec

The Clsoo Alnonet 1300 Seres provides the 502.11g Inkerface for acpess-point capabiity or bridge comneciions. By
piacing the unit oubdoors, dose o the anienna, you can minim e e wirelsss cable losses—thensby mayimizing e
ranig= of the nebwork. The unit ks avalable with efther an Infegrated andenna, or with conneciors for ext=mal ani=nnas
[Flgur= £]. The high-3ain, iInbgraied anbenna Is desigred for sasy Inshliafons of point-io-point Inks or mon-nock
nodes of point-o-mulpcint nefworks as an auionomous bridge. The noniRisgrated anisnna version provides
professional Insalers with an RP-TRGC connedior that allows the deployment of omnidirectional, secior, or high-gain
dish anfenmas for speciic applcation nequinsmesnts.

Fhgewa 4.  Chsco Alrone 1300 Serea Conmeior Oplions

Powsr Injecior

The Cisco Alronet Bridge Power Injector corverts e standard 1071002 ASE-T Exhemet intzrface it is subable for
wanthar-prossctied areas bo 3 dusl F-Type connectar inberface 4or cosxial cabdes hat ars mors sutabls for Bamh
outdoor enviroaments. The power injector also provides power 1o the putdoor unit over the same cabies with 3
power-dlscoyer feature and surgs probecton. To suppor lorger cabiiveg from your wired swich or rouber, the power
rjecior spabies ksl cable nns up b 200 metes (Catsgary & [CatS] and coaxial). The Sl Alrnnet 1300 Sarks
ships with the Cisoo Alnomet Power Injecior LR2 (Figers S) and an AC power supply.

D AN Ceo Spism, e &l dghi sessresd . Thim dSocumen] i Diecc Fublic I=somedon. Pegm S of H
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Figea 5.  Chico Aronel Power Injedior AR-FYWRMN-ELRLAIRFNRINELRIT

The opional Clsco Alromet Power Injecior LEZT kes power from any +12 o =£0 VDC source nof supplled by
Clsco. Typlcally, T DG sounce |5 a vefick or solar-poser source (Figure &), This power injecior provides the
Thexiblity mesded when an AC power sounce |5 not avalabile.

Figaia®. Matwonk Diagram wilh Opional Possr Rjecter

Power Sourca
10- 20T
Wirledy Closat
U 1o 300 Lig s 300 it
B &= -~
Clsco Aronal 1300 Saries Gnounding Cisoo Aol Swih
Apcean Panb/Bridge Black Prawvear Inpectior LIR2

Mounting Hardwars and Antsnnac

In addition o having & warety of ankenras avalable from Clsco, the Sisoo 1300 Sefes also Ras diffenrsnl mounting
options (Figurs 7). Thess optional moursng kKis are avalabie for mounting 1o & roof, wall, or pole. The quick-hang
mountng bracket enabies a simple, one-person instalabon. For more iRformabon on avalabie antennos, please
refer o the Clsoo Almonet Antennas and Accessories Data Sheet and Reference Guids:

* Daky Bkt
hbpciiwww . Csoo combeniil oltemlwiniessips 7183 d a heellS155s0080230105
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Faaturas

The Clseo Aronet 1300 Seres acomss point o bridge provides S flowing feabures.

Anienna Allgnmant Acclctanos

The autonamous Cisco Alronet 1300 Series provides an autosConfiguration and insliation mods for guick
depioyment of point-to-poink links: without B need Tor confguration Frough Teimet, FTF, or Simiple Network
Management Frodocod (SMMFL. This mode provides LEDs Wit signal-strength information used in the insSsllation
and alignment process. As a resuit, instalers are free o pedform thelr instalabdon process and werdfy e link qualty
wimiout kmoaiedge of Clsoo FIS Softwanrs or data redworking.

Auiomatio RF Conflguration

Under the Clsco Unified Winsess Metaok, adic msource management provides ariomabc conSguration of RF
parameters for aCoess points such as the Sisoo Alronet 1300 Beries Acress Foinis. The result s a coondinaged RF
pian for access points under B span of the Clsco wireless LAN oontoller, wiich also reoognizes the presence of
other RF emitting devices. This minimizes Interf=rence io and ffom nelghboring acoess: points, =nsuridng opbimal
netaom capacky.

Seamiace Layer 2 and Layer & Roaming

The Cisco Alronet 1300 Sefdes provides Tast securs roaming of wirsless cli=nts and suionomous. non-mof bridges
and workgroup bridges. In boi the unFed acoess point and the autonomows access. point, the sncrypton keys for
moble devloes are cacied locally, aliowing T moblle devio= o roam bebwesn access poinds whills remaining
authentcai=d io the network. This signficanty reduces roaming Hme by =iminatng the need o comduct e four-way
handshaks & aach roam. Automomous mor-ot bridges and workgroup bridiges alsa scan in the backgrowns o
seyTh for aibemiativve Clsoo Alrore] access poinis and bridges st moblle devios may b= maming o, wiich also
reduces maming Gme.

Suppost for Port Aggregation Protoocd and Cleoo Fact EthanChanme] Tesh nology
Esndwidin can be ncreased befwesn bridged neteorks through the aggregation of multiple astoromous bridges at
mnch ibe vis Clioo Fast EtherChannal® ischrciogy, Fort Aggregation Protocol [PAQR), or roulng profsoots.

Wirsleco Link-Diciancs Adjuctment

For an aubonomous Clsco Alronet 1300 Seres device, the link-diskance parameber alows the user i tune the
Camer-2anse Multiple Aco=csiCollision Avoldance (CERANCA) paramislers Tor e pardcular ramges In use o
maximizne perfornanos.

‘Wirslsco Faoket Comoatsnaticn
The concaienation of smalier packsts imo larger ones alows avtonomoes Cisoo Aronet 1300 3eries acoess polnt or
bridg e o miore =Midenty wse e wireless medium and provide Righer overall daia thmoughpats.

‘Winslesc Frogrammabile Claar-Channel Sscecoment

Wihh a programmable cl=ar-chanms! assessment, an avionomous Clsco Alromef 1300 Serdes access poing or bridge=
ran be configured o the particular Background-interi=rence level foursd In pour spsimormment. This provides reduced
corberntion overhead with other wirsless sysbems.

Surnmary
The Clsoo Alronet 1300 Serdes & & fexble pubdoor BIZ. 110 and 502.11g aco=ss point or bridge that provides high-
spemad and cost-effectve windess conmectvity bebyveen muitiple Thred or moble metworks and dlents.
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Product Specifications

Link Roles and Product Compabiblity

Tabie 1 outines 5= Ink moles in wiich the Cisoo Alronet 1300 Sefes can operate, and identifes the products el &
ks compabbl= wi In Fe parioular mle.

Tabde 1. Link Role and Produd Compalisdiny
=" Arpik o

[ ——

Aoruss Poink Engresrsc] spscicaliy b harsh ocidoor ¥ Lomasmss wih ey VWi- cerbfed WA o
it i pEn mcebls 0 oo Ssplcpmanis D den devics e bemic cesaE iy
Hre Cmoc Aot THID Sevdes mcsal o WLANE * Commatse wih Ceo Sieoral disrs @
g sidoor cowsrags. e Deen Aot 17300 Comer Corr i clierty for axsndsd
Tarsn B W cerifec an en sooess soind B mlec
e e rreretve feebore s vmilabis wis Cieen

Adronst anel Tecs Compatibds cisrt devcen

Eridge e Deee Arorsd TH00 Ssriss sopporis sl sord - Corpeihls with e Aronst T3 Ssdes erd
pan o =onko-rroipoi oaiguretors o ool B0 Derem Aiwenm Hrdges

ratwris. | o sEres B an ogrecs o repmcsment o
e Cmoe Arorss® B0 Wirsless Bedigs by prosicing
=i~ i oo petihily wis ooy Deoc Arons®
IS0 Carim Wisemm Hrogss Whils in bridgs mocs
den pcosos 5s s Eosssd—sTs gy
previding EmdiEeecus bridge and seress-sord

o il

Wearkgrouz: Thers i o ferciec® ImiE on s umbsr o devces Zuppods opswio- with Cscc Aronst scoses
Eridge o o v Fowsver we only ecommeel o foe pors sl ‘Do bridgas.
reaximur of 20 dersicmn

i

|

|

Froteools
Tabie 2 lists the prodoools supported by the Ceoo Alronet 1300 Series.

Talkda 2. Priesis

Protzools Dmecripion
Alr Infwtece EEE D 10 or EEE BT 11g
I— Mol Audoromoos bridzs mods e srraroenssi D e seederd T alkos ongserangs bridpng communicstions
Freguency Dard & 2412tz 140 Ol PCC
& 24124 2472 Ol 1 TH]
» 24124 2472 G (TELEC]
Wl rwlaa HIZ11h
Ke=julsfon

& [ippt Sequeros Spresd Spectum (D555
O srarinl Hrary P=ass Thil Keyng | DETDE] o | Mecs
D srarinl Duscdraturs Prass S8 Keping (D0PE] ot 7 Mecs
Complemertary Coe Meying [OCK] ot S 5 amd 11 Meps
EZ11g
® Uethogorsl I i [ oDy
EFEE ot 8 wred F Mbpm
P et 12 e T2 Mepe

18, ur . PSR i B s T Mbps
B0 A0 ad 48 el 24 Mbps
Kedia A-owss Caris-Terss Wips Ao with Coilisioe Syoidenos |CEMETE)
Profoos
Lighiweighi hcomss | & ~wbeork zrioenl B ightwsghl soosss poitts el s providss b cenimie sl Tenags et
Peodinl. Peodoeoad

Ceamfing Chanrsis | B2 1 g
» ETE: 13

& Srrericesr (1
# TELEC (dwpmn) 1
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Securty—Uridge Ciwco Wirsisas Securty Sate nokadog

Role” Atrentcation
B2 A mppot roncing LEAP & yid mutusl suftertionsion and Syrmmic Der-Ueer, per semicn sncrystion ey
Lncryption
* Cacs TP o WIRA TIS, ey feeshing (Des-pechat keying). Messoage rfegety Oneck (NIC] wnd bromdcet ey miston
SRS EIZIN
l‘ﬁ“ Cinco Wirsisas Securty Suate mpporting WHA sod WAL nchudng
Polt Astrertcation
* Vrwg e for the of X1 e foumien Dy B wrsens rwiwvork
mma—nmuuwmm—mu ey
risedroctowe stowe orts. ¥ scowss poitt ek Wil b o n'--:-

mnmuuwmummwmmm cmmt
-ntxmmmw Profectes LA Germec Token Cerz (PLANGTC) PEAPMooect Cradengs
2 (MSCHAND, mu-n.-ammmrmmmm
mmrwmmnm;mmmmuww—
Swcrw Tumrwing (LA AST ) 1o peld mutun s thwrrtioad o sre Sriamis Dar e Ser wasicn socyston ke
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Components
Tabie 3 lists the components avalabie for the Clzco Alronet 1300 Series.
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Interfagsc
Tabie 4 lists the Clsos Alromef 1300 Seres inferfaces.
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Tabie £ lists the memory specificabions for the Clsco Adronet 1200 3eries.
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Tabie B lists Clsco Adronet 1200 Seres power Frequirements.
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Approvale and Compllans

The Cisoo Alronet 1300 Series meets the following approvals and compllance siandands (Tabke 9).
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Ordering Information

To place an onder, visit the Clsco Ordering Home Fage. For assisance in debermining the comect wireless bridge 1o
omder, as wel as appropriate accessories, pleass read B Clsoo Aronet 1300 Series Ordering Sulde.

To Downlioad the Software
Choo Aronet software can be downloaded af Fe Clsco Software Cenber.

Servics and Support

Cloo Syshemes offers a wide range of service programs o acceleraie oushomer success. These inmovalive programs
are deilvered through a unique combination of people, processes ools, and partners, resuting m high lewels of
oustomer satisfaction. Cleco senvices help you o profect pour metwork imvesiment, opfimize networs. operabions, and
prepare the network for mew applcaticns o evtend retaork imieligence and the power of pour business For o
Information about Cisco Services, see Clsco Technical Support Serdoss.

For Mors Information

For mare Information about the: Cisoo Alronet 1300 Seres, visE hip:iwsw clsco.comigodainonet or conact your local
BOCOURE PEDREEntaEvE,
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Cisto SysTeEmS

Cisco Aironet 1400 Series Wireless Bridge

y g

-y

OVERVIEW
The Cisco Aimect™ 1500 Sarey Warcless Bridge crcates a new benchmark fir wisdless beidgag by providng & hgh-performance and
featerosich wolubion for connscting andtiple LANS in 3 metro sea. Buillding 3 metropolites aren weslos infragesctes with the Cisco
Aircact 1300 Seres Wireless Beadge provades deployment persoesel wath & Oeable, cany 00 use solutics that sects e secunty
reguuements of widie ares actworking professonals. Desvigaad 1o be a8 cost-effective aiemative o leaed lines, il & eagisesrad specifically
fior harsh ostdoor cavircamests, yel sl works well in mdoor deployments. The Claco Adrenst 1300 Senes Wircless Bradge i the premier
high-spead, bgh-perftenance culdoot bedging solation for se-ol-aghe appliceons, providag festures such &

* Support e both poistdo-poust of pomi-lo-saltipost configueations (Fgure §)

* Induery leadag rmge and hrosghpal, sappoeting dats res up 1o 54 Mbps

» Eshmncal sccunty mochatises based on $02.11 and 802 115 standands

» Ruggedizad enclosure optinuead for harsh ouldoor enveotmenis with exiandod cpersting lsnmperaluse rege

o lntcgrated of opticnsl exiornal sstermas for Besdality = deployreent

* Desgned spocdfically foe cme-of-nntalldion asd cperation
BRIDGING FIXED NETWORK S
The Cisco Auoeet 1400 Serics Wirdes Bridge can be usad o provade cither
1. The wie consection
2 The prisay cvascction with m addtoaal lechoology such & a T1 hine peoviding rodundascy, of
3 Asabek up solutca fir addtond reaboncy in coajusclion with other lochaologaes such 2 fiber optics
ded apphiccns snclude

* Local Gonernment—Backboos (backhad) portion of commumity-based musscipal networks sech @ poblic safety nstworks, of sy
foead setwerk Jocation

o Educson—Hgha alucation canpas buildag istorcomects aad K-12 schools witha & metropolites aes

Al cortmets are Copyright © 1I0-2008 Cace Systems, 10c. A8 rights tsafve! This document i Caco Putdc nformation Page 1011

181



* Heslibere— Hospatal compuied s phymncisn oifice
= Enler] Cairg Bz li-lreldmyg bk {peal-de—poml o poisl-lo-molsoinl), o sy siloilion whene a compisy ool L

expnl v an aren where rghl-clowaey @ nol poille
® Servane Provide —Bacihaul b sggregsle mulliple wer-apoad knki mio & beghar sposd hak

Figure 1. FomdoPont and Poini-o-Molpoint Appicating

Mibile Metworks and 'Wirslscc Eridges
The consepl af mobale actwerks 18 agnilicml nol only [ sevecs peovidens looling Lo aller scemben nalwork aooss, bul dso o
indrvadial g il i il public salety il Inoseny sElmee e echaslogy sl b creas e soncs Bl peovids

the mohils etwesk, Bul he challengs lics in branging the motwerk o these mns The Ciseo Admosest 1300 Senics Wirdes Bridge providss
& el -alTodve soloteen o tis sppheation. The wirckes Bradge cam comed i the atweek hal conlans e 2.4 (e acceis poinli of
bradpes thal see pesviding winsless rone covarage, and alus provade the skl link W e high-specd actwoik {Fgure 21 W e
mieed are B2 11 hot sk & cales and sestsuranls o Teidged BO2.11h clls lor malile nstworks, e Cisso Adnss 1400 Senss Wit
Bralgs pravides & mon-inlerizrmg sl higher spend dissiboinsn service.
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Figure 2.  Pullic Safety Network LTiRing Wittless Srdges
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The high-spead links between the wirdles bradges delover throughput sevesal times faier than ELT] lises Soe 2 fraction of the cons—
claninatieg the sood S expensive lemad laes or difficeli-4o-insall fiberoptic cable Bocawe bradgas have no recumag changes, svings
on levsed-lise services guickly pay for the st hadware stvestimenl. The Cisco Ascact 1800 Scries with itx 53 Mbps Geuugheut
capadility connects Sscree uies inlo 4 sngle LAN & spoeds much grester than lessax] lines, even when (hey are separsiad by obwisclex
such o fooways, raloady o bodics of waler that e practically insesmoustable using copper o fiber-optac cable

High Performanoe

Operstizg i the unlicensad 5 8 GHz band, the Coco Alroadt 1400 Seres Wirelon Boadge sets & sew standad for perfonnasce, combinsg
powerfisl 250 mW rafcs, isdustry-leading rocave senstnily, ssstallation lols o maist in bradge placanent, deay speead capabilities, aod
a choke of istegraiad or comnoctoread high gain sstcenm, Civco provides o complete solution for 3 wide vigisty of fouad wirdies
spplications

Dugs eates of 54 Mbps can be ensblad for posmt-do-pomnt lisks o 10 3 5 sules, and foe pont-to-msltipomt lisks o 10 2.75 milsy. Aggregate
throsghpet c be obtamal o exoss of 23 MBpa. Alw, by weng higher gain milounss or lower &ats raes, rasges in excesx of 20 miles

pami-to-point can be covered '

! Agprgaie trosghpet cn be chtoned m evcoo of 2§ Mips. Also, by uwang hegher pen antermue or lower dats miex, mrges 10 cxces of 20 miles
pani--poart can be coverad
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Figured VLA Configerafion for Winsless Bridges
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