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Description: Different consumer electronic circuits are susceptible to different kinds of attacks which can com-
promise the authentication and safety of data. For digital circuitry and mixed-signal systems, standard cells are
used to integrate the system with electronic design automation (EDA). Placement and routing of standard cells
output the final layout of a system but can be attacked with decapping and imaging tools due to its hardware visi-
bility. Such cells can be generated multiple times to perform obfuscation of circuits to mitigate the visibility and
extraction. Another layer of security is intrinsic inside of the system with cryptographic accelerators and memory
safety. Here we show two different placement algorithms for standard cell generation, a circuit obfuscation pro-
cedure using the previous standard cells, system-level cryptography and memory protection, and chip generation
with formal and functional verification. We modify the placement algorithm of standard cells to constrain different
solutions to generate several different layouts to be applied in circuit obfuscation. Furthermore, the system im-
plements cryptographic accelerators for authentication and security purposes. This work presents also a oblivious
obfuscator for memory with low-overhead in area and timing. The system is output by a chip generator, which can
output RTL code, perform padring generation, and an always-on domain for low-power management. The SoC can
be integrated easily in a VLSI flow. According to the processor’s specifications, the generated circuit is formally

and functionally verified with several constraints for assuming and asserting conditions.
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Autor: Ckristian Ricardo Esteban Duran Blanco

Palabras Clave: Obfuscacién de circuitos, celdas estandar, seguridad embebida, AES, SAT, verificacién formal,

verificacion funcional.

Descripcion: Los diferentes circuitos electrénicos de consumo son susceptibles a diferentes tipos de ataques
que pueden comprometer la autenticacién y seguridad de los datos. Para circuitos digitales y sistemas de sefial
mixta, se utilizan celdas estdndar para integrar el sistema con automatizacién de disefio electrénico (EDA). La
ubicacion y el enrutamiento de celdas estdndar dan como resultado el disefo final de un sistema, pero pueden ser
atacados con herramientas de destapado y generacién de imédgenes debido a la visibilidad de su hardware. Dichas
celdas se pueden generar varias veces para realizar la ofuscacion de los circuitos para mitigar la visibilidad y la
extraccion. Otra capa de seguridad es intrinseca dentro del sistema con aceleradores criptograficos y seguridad de
la memoria. Aqui mostramos dos algoritmos de colocacién diferentes para la generacion de celdas estdndar, un
procedimiento de ofuscacién de circuitos usando las celdas estdndar anteriores, criptografia a nivel de sistema y
proteccién de memoria, y generacion de chips con verificacién formal y funcional. Modificamos el algoritmo de
ubicacién de las celdas estandar para restringir diferentes soluciones para generar varios disefios diferentes que
se aplicardn en la ofuscacion del circuito.Ademads, el sistema implementa aceleradores criptograficos con fines de
autenticacion y seguridad. Este trabajo presenta también un ofuscador ajeno a la memoria con poca sobrecarga en
areay tiempo. El sistema es generado por un generador de chips, que puede generar cédigo RTL, generar padring y

un dominio siempre activo para la gestién de bajo consumo. El SoC se puede integrar facilmente en un flujo VLSI.
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De acuerdo con las especificaciones del procesador, el circuito generado se verifica formal y funcionalmente con

varias restricciones para asumir y afirmar condiciones.
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Introduction

The rapid increase of consumer electronics has affected the lifestyle of people for generations.
More and more electronics are introduced into daily lives for solving problems in several fields.
Namely, in the information field, it is widespread for people to manipulate, store, send, and
receive data in several forms, such as text, photos, videos, IDs, and passwords for authenti-
cation, among others. In the world, as of April of 2022, for every second, around 150000
GB of information traffic circles the internet which are divided roughly into 3 million e-mails
sent, 100000 google searches, 90000 videos watched, and 10000 published Real Time Statistics
Project (2022).

Information is handled in critical devices such as terminals and servers that people use
every time. Consumers and corporate, government, and military data are stored in devices that
may be accessible through a communication channel. More recently, information management
like storing and communication require several layers of implementation in such critical devices
for security and reliability. Interactions on such devices require authentication and validation
carried through communications protocols containing cryptography and protocol handshaking.
Some examples of these interactions are connecting to the internet through website or phone
applications, wireless card authentication in trains and buses, biometric confirmation, and online
payments.

Devices carrying the data are implemented using semiconductors. Nikolic et. al Nikolic
et al. (2018) discussed the semiconductor industry evolution and evaluated some challenges in

a survey. Regarding semiconductor demand, the first wave came with creating mainframes,
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scientific computing, and data processing. The second and third waves came with creating
personal computers, the internet, and smartphone apps. This evolution took a time of approx-
imately 40 years. A further challenge approaches with the newer applications such as health-
care, telemedicine, education, autonomous driving, gaming, entertainment, visualization, and
the cloud. According to the survey, the challenge comes with the costs associated with software
development, verification, validation, and engineering effort related to design and testing.

The previously mentioned survey addresses the challenge of circuit generation, where
is described a perspective of technology scaling and automated hardware generation. Some of
the hardware generators feature processors, buses, peripherals, and analog designs Chang et al.
(2018); RISC-V Foundation (2019a). These hardware generators include several extensions to
connect different standard interfaces such as DDR and flash memories, high-speed serial links
such as USB and SATA, and DSP functions. The generated circuit can be simulated using FPGA
acceleration, where it can be verified functionally. With the scalability of these generators, the
implemented silicon can contain designs that can fulfill the requirements for handling data for
consumer electronics.

With these improvements in consumer electronics, circuit designs like processors, buses,
and digital peripherals existent in the market, maybe vulnerable to attacks. Circuits that man-
age protocols like USB, DDR, and SATA, among others, can be compromised about the data
stored in the multiple levels of memory. Several possible exploits can arise at different security
levels, such as illegal access to memory, unauthorized code execution, and communication or
side-channel capture. Implementation weaknesses can exploit systems due to the exposition

of silicon. An attacker can access memory by exploiting it to obtain stored critical data by
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extracting the system circuit behavior. Circuit extraction can be accomplished using reverse
engineering with decapping and imaging techniques.

This document will address some of the challenges to overcoming these exploits in se-
curity. Notably, we will address the problems related to memory access, imaging reversing and
circuit extraction, channel capture, and code injection. This document describes solutions to
such security problems around layout obfuscation, cryptography peripherals, formal and func-
tional verification, and memory obfuscation. The perspective of the solutions is wrapped in a
chip generation process which creates the systems-on-a-chip to be protected.

Achilles heel of chip security

The main problem for chip security is the rapid growth of consumer electronics, mak-
ing security a major concern in different fabrication, implementation, and utilization points.
To further illustrate the problem, we will detail some of the security problems in the process
of design and implementation of any system. Figure 1 presents several stages of design and
implementation of a system-on-chip. The system is designed in the generation flow stage with
the processor cores, buses, and peripherals. Security peripherals can be included to accelerate
the execution of encryption algorithms such as AES. Some of the problems concerning security
arise in this stage. RAM access can be possible by corrupting the memory contents Branco
and Gueron (2016). If the memory can be accessible, an attacker can inject code into such
memories to execute unauthorized programs. Furthermore, using DMAs, some peripherals can
execute algorithms in out-of-bounds regions, which an attacker can exploit to capture critical
data such as keys.

In the electronic design automation (EDA) stage, some problems can arise due to design
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Generation Flow EDA Fabrication Implementation

l CORE lcons %]
VAN BUS

I

vvvvvv PERIPHERAL BUS

[ RAM Access | Power Profiling Third-Party Access | Firmware Extraction |
\ |
| Code Injection | Timing Exploit | Imaging Reversing Debug Access |
| Out-of-bounds IP Piracy | |OTP/Flash Key Extraction Channel Capture |

Figure 1. Examples of problems in security within the stages of design and implementation.

constraints applied to the system. For instance, power traces in both voltage and current can
be profiled to cause glitches in specific circuits. Such glitches can also cause code injection or
memory corruption mentioned before. The glitches can also be caused by executing timing ex-
ploits in the circuits by operating with irregular or high-frequency clocks. Intellectual property
(IP) piracy can be a threat if critical circuits are not protected in layout or signaling.

In the fabrication stage, the final design is submitted to a technology foundry to manufac-
ture the chips. This submission implies that any submitter needs to rely on third-party entities,
which can create particular security concerns. After the chip is manufactured, an attacker can
extract the circuit using imaging tools and apply reverse engineering to reveal the behavior of
specific critical systems. In the same manner, attackers can extract critical information such as
keys stored in non-volatile storage IP such as a one-time programmable (OTP) or flash memory.

Finally, in the implementation stage, external attacks are possible, which compromise
the device’s behavior. For starters, extracting the firmware can lead to code analysis and reverse
engineering of the internals of the final device. If the system contains debug interfaces, an

attacker can issue commands to access the memory or inject code into the system. Channel
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capture of any signal or power domain is also possible.
Thesis Overview

Numerous scenarios of security flaws can arise for a specific design. This dissertation
will detail some of these problems and propose solutions to them. The book focus on layout
obfuscation and memory protection applied to formally- and functionally-verified systems that
contain security hardware for encryption such as AES. Layout obfuscation uses a standard cell
generator whose output can scramble digital cells with multiple cell layouts to mitigate circuit
recognition. The included security hardware contains low-overhead primitives protected by
the layout obfuscation. Because it is essential to preserve the correct behavior of circuits to
avoid simple exploits such as code injections or out-of-bounds access, this work also focuses
on functional and formal verification to ensure the system’s reliability.

Standard cell generation for layout obfuscation. A first focus of this disserta-
tion is imaging reversing previously stated in figure 1. If the design includes layout obfuscation,
it can reduce the susceptibility to reverse engineering using imaging. Systems include mostly
digital circuits that are integrated using standard cells. A way to achieve layout obfuscation in
such systems is being capable of creating and manipulating the internals of standard cells. As-
pects such as the layout creation and netlist design can be tuned in ways such as the readability
of critical digital circuits becomes difficult Gomez et al. (2019); Rajendran et al. (2013).

Standard cells are essential to perform layout obfuscation of a digital circuit. Standard
cells are microcircuits that follow standardized rules to be integrated by EDA algorithms Wang
et al. (2009). These circuits perform different logic functions in a digital circuit. A compilation

of these cells, named standard cell library, combines several combinational and sequential logic
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circuits. Combinational logic includes logic primitives created by N and P transistor pairs. Se-
quential logic includes memory functions per bit, such as flip-flops and latches. The standard
cells are designed with a fixed layout style to be implemented in placement and routing grids
Uehara and Vancleemput (1981); Chi Yi Hwang et al. (1993); Sung Mo Kang (1987). Stan-
dard cells are firmly attached to the technology node and are usually kept secret in the foundry.
Consequently, most of the designs are locked in a technology node, and there are few portable
ways to do circuit design reuse between nodes. Because of this limitation, a standard cell gen-
erator needs to be used with a conjunction of an obfuscator algorithm to mitigate the hardware
visibility of an implemented circuit.

The fundamental step for VLSI using EDA 1is to generate the standard cell library to
be implemented for digital circuit implementation and further obfuscation. Figure 2 shows
a standard cell obfuscation procedure involving the placement and routing. The obfuscation
inputs the placement of several different netlists according to the different topologies stored
for a specific function. In placement, a symbolic placement is solved for each of the netlists
that are read. The obfuscation accumulates these solutions, which adds more constraints to
the placement solver. This accumulation prevents the generation of a previous layout, which
generates the different layouts for obfuscation presented in figure 3. Each of the placement
solutions is passed through the routing algorithm. Finally, a geometry translation program
places the geometries of obfuscated cells to be usable in a technology node.

Contribution. 1In this dissertation, several algorithms for placement are pro-
posed to generate standard cells from netlists. The former is a placement algorithm based on

pseudo-boolean satisfiability (PB-SAT). The PB-SAT algorithm contains an optimization for
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Figure 2. Standard cell obfuscation procedure.

Detail placement
algorithm

complete routing and pre-layout algorithm awareness. Route awareness is optimized to circum-
vent routing congestion according to pins location. A graph-based formulation is described later
of P-N transistor pairs with a first-depth search algorithm. The transistor pairing uses the pre-
vious PB-SAT algorithm as an aided placement. The aided placement provides a better pairing
for P-N transistors for the graph’s edges, allowing better abutment and less route congestion.
The proposed algorithms are implemented in a complete automatic standard cell generation
procedure, fulfilling commercial technologies node design rules.

Layout obfuscation. As stated before, layout obfuscation in circuits mitigates
the reverse engineering of circuits using imaging tools. Obfuscation of circuits via standard
cells is possible by using several layouts of the same function Gomez et al. (2019) or by using
similar layouts with different functions Rajendran et al. (2013). Multiple equivalent layouts
can be output for a particular layout style in the obfuscated generation of standard cells with a
fixed height. Figure 3 presents a model of obfuscation using different layouts of standard cells.

Gomez et. al Gomez et al. (2019) presents an algorithm for standard cell camouflage modifying

22
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the digital circuit netlist with alternate cells. The cells provided for camouflage offer several
layouts with the same function. The identification of standard cells in imaging software can
be mitigated significantly due to assumptions of existing only one type of cell per layout, as
indicated in pale red in figure 3.

Contribution. This dissertation also shows the implementation of the standard
cell generator into a layout obfuscation technique. The previously mentioned standard cell
placement algorithms are modified to output multiple layouts of a single netlist. For each cell
function, several layouts are included in different libraries that can be swapped, obfuscating
the circuit in layout but preserving the original behavior. The cells are replaced in the digital
post-synthesis netlist, which then a place and route EDA tool can route. It is demonstrated that
reverse engineering using imaging tools decreases significantly compared to regular standard

cells.
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Low-energy AES cryptography. Besides the layout obfuscation of the digital
circuits, is necessary the modeling of internal security of the device for general purposes. In
figure 1 we talked about implementation problems such as channel capture, and firmware ex-
traction. Security hardware is necessary to mitigate such problems thanks to ciphering the data
to send and the program executed. Implementation of security hardware for authentication and
cryptography also enhances the safety of information according to execution privileges within
a system Hoang et al. (2020); Lee et al. (2020). The cryptography peripherals contain criti-
cal primitives that should be secured in layout to avoid reverse engineering. For instance, the
advanced encryption standard (AES) is a widespread implementation used for security applica-
tions Mathew et al. (2014). In AES, the SBOX can be secured with masking strategies Canright
(2005). The SBOX masking is a critical primitive operation that needs to be secured against
identification and profiling and also is designed to be low-overhead compared to the system.

A trade-off between power and time needs to be achieved to develop such primitives.
The main challenge is to handle memory transportation in the crypto-accelerator. Banerjee et
al. in Banerjee et al. (2018) introduce a crypto-processor that authenticate nodes in a network.
The data transport in this system needs to be pushed and pulled by a processor, which in turn
represents a power and energy overhead due to the use of buses, memories, and register com-
munication lines Horowitz (2014). An efficient cryptography accelerator can be implemented
in several sub-designs of the system, which potentially enables main memory security without
significant overhead.

Contribution. Different approaches for AES-128/256 Sbox acceleration schemes

with low overhead are proposed. We designed a Sbox unit to be connected as a logic unit. The
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unit was tested as a RISC-V ISA custom instruction in the RISC-V processor to reduce software
execution times. This dissertation performs instruction analysis over the SBOX instruction,
where it is deduced that execution is concentrated in-memory access most of the time. The unit
was included in an AES hardware core. With push-pull from the main processor, the algorithm
significantly increases performance over the software version with the custom SBOX instruc-
tion. This core was further modified with direct memory access (DMA), which avoids using the
main processor to access the data. The solution offers energy savings due to fast execution with
low-power overhead for the SoC.

Chip generation. Going back to work in Nikolic et al. (2018), digital imple-
mentations of the overall system circuits enable the construction of hardware generators. Au-
tomated hardware generators exploit design reuse for digital and analog circuit hardware de-
scriptions and specifications. Cheng et. al Chang et al. (2018) presents a framework for the
development of process-portable analog and mixed-signal circuit generators. This framework
uses code to supply circuit description, specifications, and geometry configurations for auto-
matic layout generation compatible with several process nodes. Layout generation uses lay-
out engines that create DRC-clean layouts from specified scripts in a circuit. Bachrach et. al
Bachrach et al. (2012) present a hardware description language (HDL) based on the Scala pro-
gramming language named Chisel. The designer in Chisel can construct a set of libraries that
can be reused and configured according to different configurations. This HDL outputs mainly a
Verilog register-transfer level HDL synthesizer using modern FPGA or ASIC circuit synthesiz-
ers. This behavior allows projects, like the Rocket-chip generator RISC-V Foundation (2019a),

to create very-large-scale integration (VLSI) for a hardware-configurable RISC-V processor
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with any peripherals.

Contribution. A chip generation is proposed to integrate all the presented sys-
tems in this dissertation. The proposed chip generator contains RTL generation, padring gener-
ation, and always-on domain creation with a configurable power management unit (PMU). The
system can be implemented using FPGA and verified using simulation.

Formal and functional verification. Specifications bind the previous digital
implementations in hardware generators. These specifications contain detailed information
about the behavior of the algorithms for cryptography primitives and execution schemes and
interactions for processors. The generated system should be verified with the specifications
to avoid problems such as code injection stated in figure 1. The register-transfer level (RTL)
implementations of the digital circuits must be able to execute cryptography and processor in-
structions reliably. The reliability avoids security flaws due to inadequate implementation or
design constraints such as protocol handling.

In the case of processors, each instruction needs to be verified against a golden model
that follows the instruction set architecture (ISA). A straightforward methodology is to simulate
the behavior of the cores. The simulation result is then compared to a golden model to ensure the
correct execution of the instructions. Executing tortures with metric optimization can ensure the
coverage of most of the test cases Schiavone et al. (2018); Corno et al. (2005). As an alternative,
formal verification can set a series of constraints and assertions to verify critical aspects of the
execution inside the processor signals Symbiotic EDA (2019); Reid et al. (2016).

Contribution. This dissertation proposes a verification scheme combining two

domains, simulation- and formal verification, establishing a methodology for exclusive error de-
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tection. Functional verification drives automatic program generation using genetic algorithms
to maximize test coverage and the contrast against an instruction set simulator. An interface
carries specific processor states according to the ISA specification in the formal verification
approach. By combining these two, we present a reliable way to perform more accurate instruc-
tion verification by increasing processor state coverage and formal assertions to detect different
kinds of errors. Compared to extensive torture test sets, this approach reaches a more signif-
icant number of internal states by taking advantage of the exercised abstractions. Among the
remarkable results, the proposed approach detected a RISC-V ISA specification gap revealing
ambiguity from two different verification perspectives.

Memory obfuscation. Most of the critical storage of an algorithm is stored in
memory. Several strategies exist for system-on-chip security, which mostly involve access re-
strictions Liang et al. (2016); Krishnakumar et al. (2018), or encryption of the memory Yang
et al. (2005); Lu et al. (2015b); Awad et al. (2017). However, memory corruption can lead to
unauthorized RAM access, previously stated in figure 1 Branco and Gueron (2016). Memory
obfuscation offers a different approach, where the memory contents are still accessible but are
scrambled through the memory space. An oblivious memory obfuscator can secure the infor-
mation contained in an algorithm that can only be accessed during the execution. The contents
are obfuscated once the execution is finished without a straightforward reversing method.

Contribution. This dissertation proposes an SoC with memory obfuscation ca-
pabilities for the secure execution of encryption algorithms such as AES. The main memory
features an oblivious obfuscator with low overhead. The obfuscator contains a register that

holds a random number used to scramble the contents of the memory randomly. This register is
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automatically reset when a program exits machine mode from the RISC-V processor included
in the SoC. The test function implemented into this obfuscator uses the SBOX from the AES
to perform a 1-to-1 translation over a 1KB region of the memory. This approach represents
low-overhead in area and timing.

Thesis outline. This document now start to describe in detail each one of the
contributions to security in systems-on-a-chip previously stated. The book is organized into
five chapters. Chapter 1 presents the two standard cell generators, the first with PB-SAT and
the second with graph reversal. Chapter 2 contains the AES encryption schemes in the SoC, as
well as the chip generation that contains such SoC with the formal and functional verifications.
Chapter 3 contains the memory obfuscation and the layout obfuscation applied to an SBOX unit

and the oblivious obfuscator. Chapter 4 concludes this book and states future work.
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1. Standard Cell Generation

First, we are going to solve the problem of imaging reversing for systems-on-a-chip. The
implementation of systems requires primarily digital circuits. These circuits can be reversed
and extracted because of imaging tools that can recognize the layouts of individual cells. It was
stated that layout obfuscation could be applied to address the problem of imaging reversing.
The first step to performing layout obfuscation is creating a standard cell generator because
digital circuits are composed of cells. If a generator exists, the implemented algorithms can be
constrained to different output kinds of layouts that can be used to obfuscate the circuit.

This chapter presents two standard cell generators with different placement algorithms.
First, a pseudo-boolean satisfiability (PB-SAT) placement algorithm for double-row standard
cells is presented. This placement algorithm is aware of the horizontal routing span to aid a
priority-based maze router. The PB-SAT algorithm is then used to aid placement to the second
proposed placement, the graph-based implementation. The cells were implemented in 180nm
and 200nm technology nodes. These generators are further used for security in chapter 3 as part
of layout obfuscators.
1.1. SAT & PB-SAT Standard Cell Generator

In this section, a PB-SAT formulation is proposed for the placement of standard cells.
The model is made in similar ways to lizuka et al. (2006) and Lu et al. (2015a). Models will
be discussed for transistor vertical Gate/Diffusion pairing, Horizontal Diffusion Sharing, and
Horizontal Wire Length. Solutions of the models explained will be translated to Conjunctive

Normal Form (CNF) SAT using PBLib Philipp and Steinke (2015). Optimizations will be
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shown using the SAT solutions with iterated algebraic calculations of the target minimization
equation. Finally, an adaptable algorithm for solving both placing and routing will be presented.

1.1.1. Introduction. Standard cells provide the physical implementation of dig-
ital circuits in large-scale integrations. With the assistance of electronic design automation
(EDA) software, digital circuits are synthesized, placed, and routed using standard cells Wang
et al. (2009). Layouts for standard cells are generated by applying a series of algorithms: transis-
tor folding, transistor placement, in-cell routing, compaction, and design rule (DRC) violation
fixing. A methodology to generate cells solves the placement and routing for each of the cells,
storing them in a stick format that translates into technology node geometries de Dood et al.
(2019).

Multiple placement algorithms perform horizontal positioning to achieve minimum-
width cells. Stochastic algorithms like simulated annealing Guruswamy et al. (1997) or genetic
algorithms Lazzari et al. (2007) have been reported as placement solutions whose optimizations
are limited by the stop conditions. Micro-cell layout formations for grouping sets of circuitry
Sadakane et al. (1995); Gupta et al. (1996) solve the placement and routing problem, but this
do not create width-minimum standard cells. On the other hand, deterministic integrations
report minimum-width placements by using: graph algorithms Maziasz and Hayes (1991); Bar-
Yehuda et al. (1989); Hwang et al. (1990), integer linear programming models (ILP) Cortadella
(2013); Gupta and Hayes (1996, 1998); Lu et al. (2015a), and Boolean Satisfiability (SAT)
formulations for placement lizuka et al. (2006) and routing Ryzhenko and Burns (2012).

Previous works perform isolated algorithms during the automatic cell layout generation.

Proper algorithms linking are limited by routing Lu et al. (2015a); Cortadella (2013), or DRC
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violations fixing Jo et al. (2019); Bykov et al. (2016). Limited linking between placement,
routing, and other algorithms restricts the capabilities of optimal layout generation. These ca-
pabilities are necessary to support custom cell generation and to smooth algorithm migration
for different technology nodes.

Here, an algorithm featuring SAT formulations for placement is proposed with routing
optimization and considering global constraints. Although the formulation of dual CMOS cells
is described in columns similar to the work in lizuka et al. (2006), here new optimizations
are introduced to improve routing. Transistor vertical gate/diffusion pairing and horizontal
wire length were optimized to link the next-step routing algorithm. The proposed algorithm is
verified in a full automatic standard cell generator with final generated layouts. By linking the
placement with the routing, the final layouts accommodate a 30% less routing congested output
than the base SAT formulations. In contrast to related work, complex cells are fully routed using
only maze-routing algorithms.

1.1.2. Placement Formulation. The proposed placement is partially based on
the work described in lizuka et al. (2006); Lu et al. (2015a). The input netlist is composed
of N-transistors (), P-transistors (P), and nets (X). Placement is done in a column-based so-
lution, as shown in Figure 4. The initial number of columns of the model is determined by
W = max(N,P). Table 1 defines the variables in this formulation. The position of a transis-
tor is determined by C, ,(i,k) that instances the i-th transistor in the respective k column. The
flip state is also determined in a transistor through F, ,(i) which enables inverted connections
for the diffusions. Transistors placed in the same row side by side must have the same diffu-

sion connection. The additional SAT variables for optimization are: different gates (D¢(k)),
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Table 1

Definition of Variables for the proposed placement SAT formulation

Position # Variables # Var.. per Description Based
Variable Transistor on
Cp(i,k) PxW w P-tran. instantiation  lizuka et al. (2006)
Cn(i,k) NxW w P-tran. instantiation  lizuka et al. (2006)
F,(i) P 1 Flip state P-transistor Iizuka et al. (2006)
F,(i) N 1 Flip state N-transistor Iizuka et al. (2006)
Difference # Variables # Var. per Description Based
Variable Column on
D¢ (k) w 1 Different gates lizuka et al. (2006)
Dp(k,s) W+1 2 Different diffusions This place
Pres.ence # Variables # Var. per Description Based
Variable Net on
NetP(i,k,s) (2«+W+1)xX 2xW+1 Net instantiation This place
NetLR(i,k,s) (2«W+1)xX 2xW+1 L to R net inst. This place
NetRL(i,k,s) (2«W+1)xX 2xW+1 R to L net inst. This place
Net(i,k,s) (2«*W+1)xX 2xW+1  Net horizontal path This place

different diffusions (Dp(k,s)), and net presence (NetP(j,k,s)). After some boolean detections

(NetLR(j,k,s) & (NetRL(j,k,s))), the net horizontal path (Net(j,k,s)) is determined which in-

dicates the horizontal span for each net in the placement. The overall horizontal path Net with

D¢ and Dp will be minimized for all the nets to output better transistor placement for a next

stage routing algorithm.
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Figure 4. Description of the positioning using SAT variables.

Notice that each i-the transistor have its own set of variables per feature, which is now
referred as an object named stdobj. Each stdobj have a set of SAT variables for evaluating
features inside the model. In this model exists three kinds of stdobj referred as: Transistors,
Columns, and Nets. Columns evaluate whenever a vertical gate or vertical diffusion is different.
Nets have instantiation spots and horizontal path for length analysis. These variables are a
function of i which can represent a Transistor of a Net, k which represent the Columns, and
the side s which can be Left, Center or Right. A clear view of this information is exposed in
figure 5. All variables are shown in this figure, Dg(k),Dp(k,s),Net(i,k,s), are involved in the

optimization, which will be explained later in this section.
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Figure 5. PBSAT Optimizable variables.

A clause generator constrains the SAT variables. The clause generator consists of a
situation tester that iterates all possible combinations of the SAT variables, constraining its
values if a clause condition is met. Figure 6 presents all the situations where the SAT variables
are constrained. The situations are classified into three main types: position clauses, common
terminal clauses, and net presence clauses. When a series of variables are constrained to a value,

the following conjunctive normal form (CNF) equation is applied to the SAT solver:
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#Var
Clause(Var,Val) = \/ Var, © Val,
n=0

where Var represents the SAT variables, and Val is the value of such variables to restrict.
Position clauses in Figure 6 control the restrictions when instancing any transistor in a specific
column. These clauses guarantee width-minimum standard cell placement lizuka et al. (2006).

Among the position clauses exist four situations with their descriptions as follows:

For same-type pair of Transistor in a
transistors i1,i2 (i1 #i2): blocked position \
Q
2 Column Nth Nth+1 Nth th/
C'_U - == —
(U] /] K
c
§ | x|l rrem ) (&
)
g Trans —_—
o PPPP;| PPPP;, [PPPP, |/PPPP
¥

2
2 transistors in same row 2 Transistors in same row
without sharing diffusions located in the same column

" For an N-P pair with the same position: For any transistor:
§ Different diffusions o Nth col
= - 1f
'_:U N’'th col O . o
£ x [(1)] ¢ n
c
o 9 -~
s ,_<’| ) L] 11)x]x
c Pl -
a IV
g Gate & Net ¢
£ ‘N'th col v
o z Net pin
o Different gates presence

Figure 6. Clauses evaluating different situations to constraint the transistor placement.
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* 2 transistors in same row without sharing diffusions:
Iteration: k = [OW-1), f1 = [0,1], f> =[0,1], i1,ip in N then iy,iy in P, i} # i
Clause if: Net(i, fi,Right) # Net(iy, f>,Left)
Var: {Cy (i, k),Cop(i2,k+1), Fyp(i2), F (i)
Val:{1,1, 1, >}
The position and flip of two different transistors #; and i, in the same row are blocked if
they cannot abut.
* 2 Transistors in same row located in the same column:
Iteration: k = [OW), i1,iy in N then iy,iy in P, iy # i)
Clause if: Always
Var: {C,, ,(i1,k),Cn p(i2,k)}, Val:{1,1}
The position of two different transistors i; and i, in the same row and column is forbidden.
* Legal instantiation of transistors:
Iteration: ky = [OW-1), ky = [k +1,W), iin {N P).
Clause if: Always
Var: {C, p(i,k1),Cn p(i,k2)}, Val:{1,1}

A transistor cannot be instantiated in two different positions k| and k5.

* Transistor in a blocked position:

Iteration: k = [OW), i in N and P.
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Clause if: Blocked(k)
Var: {C, ,(i,k)}, Val:{1}
Block the position & of a transistor i if placed in a column blocked by external configura-

tions.

The common terminal clauses and the net-presence clauses stated in Figure 6 constrain
the optimization variables. The common gate and diffusion terminals set to zero if transistors
position reflect the same pin in both N and P transistors, in any particular column position &, s.
Likewise, the net-presence H-path is minimized if a particular net span does not pass through
the column position. An initial evaluation of the optimization is calculated with a SAT solution
of the previous constraints, and set as the initial optimization. The optimization expression is

as follows:

Minimize : ZDG —l—ZDD —l—ZNet

The common terminal clauses involve two situations:

* Different diffusions:
Iteration: k = [O,W), s = [Left,Right], f, in [0,1], f, in [0,1], i, in N, i, in P
Clause if: NetN(ip, fn,s) # NetP(ip, fp,s)
Var: {Cy(in,k),Cp(ip,k),Fn(in),Fpy(ip),Dp(k,s)}

Val: {1,1, fu, 5,0}
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The optimization variable for common diffusions cannot be minimized (set to 0) if the
flip state of any pair of P-N transistors does not match the diffusion nets vertically in any

particular k, s position.

* Different gates:
Iteration: k = [OW), i, in N, i), in P
Clause if: NetN(i,, Center) # NetP(i,,Center)
Var: {Cy(in,k),Cp(ip,k),Dg(k)} Val: {1,1,0}

The optimization variable for common gates cannot be minimized (set to 0) if any P-N

transistors pair does not match the gate net vertically in any particular k position.

The final optimization constraints involve the net-presence clauses shown in Figure 6.
The net-presence will constrain the presence variables in 1 if the positioned transistor contains
the net. Figure 7 depicts an example of the net-presence clauses. The position is determined
of the pins (NetP) according to the transistors’ position using the SAT clauses. After this, the
net’s leftmost and rightmost position are determined in a thermo-code form (NefRL,NetLR).
The horizontal span net path (Net) is then calculated by performing an AND gate between the
previous leftmost and rightmost variables. In this case, a net’s positions are handled with /
bins instead of columns and sides k,s. The transformation expression for the horizontal bins
is | = 2xk+sl, where sl is 0, 1, and 2 for left, center, and right respectively. The possible

situations are:
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Figure 7. Clause formulation for the horizontal net path optimizer.

* Net pin presence according to transistor position:
Iteration: k = [O,W ), s = [Left,Center,Right], f in [0,1], i in N then in P, j = Net(i, f,s)
Clause if: Net(i,f,s) ¢ {VDD,VSS}
Var: {C, p(i,k),Fy p(i),NetP(j,k,s)} Val: {1,f,0}
The presence of a j net in the k,s position must be active (not set to 0) if the transistor
contains the net.
* Leftmost detect & Right thermocode:
Iteration: 1| = [0,2*W), [, = [[1,2*W+1), jin X
Clause if: Always
Var: {NetP(j,l,),NetLR(j,l5)} Val: {1,0}

If a pin presence is located in the /; position, NetLR(j) cannot be zero for all I, positions

to the right.
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* Rightmost detect & Left thermocode:
Iteration: 1} = [0,2*W), [, = [0,]1], jin X
Clause if: Always
Var: {NetP(j,l,),NetRL(j,l)} Val: {1,0}

If a pin presence is located in the /; position, NetRL(j) cannot be zero for all I, positions

to the left.

* AND clause:
Iteration: | = [0,2*W), jin X
Clause if: Always
Var: {NetLR(j,l),NetRL(j,l),Net(j,1)} Val: {1,1,0}

If both thermo-coded variables are set to 1 for a position /, the horizontal path cannot be

optimized (set to 0).

1.1.3. Placement Algorithm. All the previously described situations are encap-
sulated in the situation clause generator. These situations are evaluated and constrained in SAT
clauses into the placement algorithm procedure. Algorithm 1 presents the placement procedure.
This algorithm uses the situation clause generator after analyzing the netlist, which contains N,
P, and X. After the clauses, the PB-SAT library will convert the SAT problem to solve. The
first iteration of the solutions does not activate the optimization. If an SAT solution exists, op-
timization is enabled to search for the best solution. The optimization sets the objective of the

minimization according to the previous solution evaluation minus 1. When the SAT problem is
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Algorithm 1 Proposed placement algorithm
1: procedure PLACEMENT(analysis,iterations)
2 analysis.W < Max(#N,#P)
3 for i = 0 to iterations do
4: PBSat < initPBSat()
5: PBSat .variables < Sum(#Variables) > Table 1
6 PBSat .clauses < ClauseGen(analysis) > Figure 6
7 PBSat.OPTExpr < MINIMIZE ()
8 PBSat.OPT « Off
9: psolved < Solve(PBSat.getSAT ) > Philipp and Steinke (2015)
10: if psolved then
11: do
12: best < PBsat .solution()
13: PBsat.OPT = PBsat.Eval(best) — 1
14: psolved < Solve(PBSat.getSAT )
15: while not psolved
16: analysis.{Pos,Flip} < Translate(best)
17: else
18: analysis.W < analysis. W + 1
19: end if
20: end for

21: end procedure
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no longer satisfiable, the placement result is converted using the best solution. If a placement

fails, the number of columns is increased by one (W = W+1).

Results
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Figure 8. Standard cell automatic layout generator.
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Algorithm 2 Standard cell layout generator

1: procedure LAYOUTGEN(Netlist,config)

2:

10:

11:

12:

13:

DR < DRCallPossible(config)

found < false

analysis.{N,P,X} < Netlist.Ext(DR)

Placement(analysis,conFigureplacelter)

if exists analysis.Pos then
analysis.Bins < Stick(analysis)
analysis.Nets < Pins(analysis)
Routing(analysis,conFigureplacelter)
if exists analysis.Routes then

analysis.geom < Geometry(DR)

end if

end if

14: end procedure

> Proposed placement

> Maze router

1.1.4. Routing and Generation. The proposed placement algorithm is imple-

mented inside a fully automatic standard cell generation procedure, as summarized in Figure

8. The generator takes input configurations from technology characteristics and then passes

through design rule (DR) extraction and netlist generation. The extracted design rules are lim-

ited to fully legalize any placement and routing solution. The netlist generation scales transis-

tors assuring optimal electrical switching, and it performs adequate transistor folding. After

generating the layout for each cell, RC extraction and library characterization are performed to
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generate RTL and final library files for EDA integration.

The layout generation is included in the overall generation procedure, which output a
GDS for each cell in Figure 8. Algorithm 2 describes the automatic cell layout generation.
The algorithm input takes the previous netlists and configurations to issue legal placements.
Processed design rules (DR) with the input netlist are stored in the analysis object. The dummy
routing algorithm uses an A-star maze solver with a simple net ordering based on horizontal
wire length. The final layout is generated using the previously processed netlist, placement, and

routing solutions.

| Placement Solution | #rows + #cols — 1
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Figure 9. Route congestion estimation, based in the work described in Jo et al. (2019).

1.1.5. Results. The proposed placement algorithm is evaluated inside the stan-
dard cell generator using a benchmark that estimates routing congestion. Figure 9 provides a
route congestion estimation formulation extracted from Jo et al. (2019) used as the benchmark.
Each net has a matrix, whose elements represent a probability of occupation in the bins. The

routing algorithm sets the matrix size and the design rules, which uses both diffusion and gate
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locations as the rows, and the number of the configured tracks for the columns. According to
the transistor’s position and width, a probability matrix is set for the pin bins. Other bins in the
matrix are modulated using the number of rows and columns. The congestion per track (Con(x))
is calculated by accumulating all the nets congestion and the bins vertically. The total reported
congestion (cong.) is a weighted addition between the average (Y, Con(x)) and the maximum
(Max(Con(x))) of all track metrics.

Design rules and geometries of a commercial 180nm technology node were employed to
generate cells with a height of 9 tracks. Table 2 exhibits an overall comparison of the proposed
placement with an implementation of the base algorithm in lizuka et al. (2006). To summa-
rize, several types of standard cells were reported like basic combinational logic cells (INVDI,
NAND2DI1, NOR2D1, BUFFDI1, AO21D1, NANDS8D1), a tri-state buffer (BUFFTD1), a half
and a full adder (HAD1, FADI1), a D-latch (LND1), and a D-flip-flop (DFD1). For the basic
combinational cells, performance results are identical to the algorithm in lizuka et al. (2006).
However, the original algorithm cannot fully route the placements of the tri-state buffer and the
D-latch. In contrast, the proposed algorithm performs a full routing of the tri-state buffer and
the D-latch placements. The D-latch and D-flip-flop display overall congestion reduction down
to 30%.

Samples of generated standard cell layouts are shown in Figure 10. Routing results in
these layouts demonstrate the advantages of linking placement with transistor design, basic

design rules, and route optimization to generate compact standard cells.
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Table 2

46

Routabiliy Performance Comparison for 9 tracks cells.
PB-SAT lizuka et al. (2006) This place Route
Cell cong. Routed cong. Routed Vert.
Figure 9 | Done Total Figure 9 | Done | Total | Cols.
INVD1 1.50 2 2 1.50 2 2 3
NAND2D1 1.60 4 4 1.50 3 3 5
NOR2D1 1.70 4 4 1.60 3 3 5
BUFFD1 1.40 5 5 1.40 5 5 5
AO21D1 1.57 8 8 1.55 8 8 9
NANDSD1 1.58 12 12 1.58 12 12 17
BUFFTD1 0.91 13 14 0.87 14 14 15
HAD1 0.88 20 27 0.83 22 27 25
FAD1 0.98 45 48 0.96 45 48 39
LND1 1.28 20 22 0.97 22 22 23
DFD1 1.27 28 34 0.81 30 33 31
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Figure 10. Samples of generated layouts with the proposed placement algorithm and a classic
maze router.

1.1.6. Summary. The presented section describes a placement algorithm ap-

plied to a fully automatic standard cell generation procedure. The proposed transistor placement

formulation uses SAT clauses, with optimization in both terminals and net spans for routing im-
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provement. PB-SAT is employed to convert the optimization steps into CNF clauses. The
standard cell generation procedure is aware of design rules, transistor sizing, and routing opti-
mization. The linkage of algorithms into a single procedure demonstrated a reliable method to
generate legal layouts. The congestion was reduced to 30% compared to the original placement
algorithm, as demonstrated with the commercial technology node’s final generated layouts.
1.2. Graph-based Standard Cell Generator

In this section, a graph-based formulation is proposed for the placement of standard cells.
This placement is based on algorithms presented in Hwang et al. (1990); Hsich et al. (1991).
The graph reversal algorithm first starts with the identification of clusters. These clusters are
then paired using N-P transistors. Compared to the original algorithm, this proposal implements
the placement described in section 1.1 as an aided placement. The result of this pairing presents
better matches for N-P transistor pairs. Finally, result implementations will be presented by also
adding an SAT-based routing algorithm presented in Ryzhenko and Burns (2012).

1.2.1. Introduction. In different technology nodes, the standard cell library al-
lows the designer to implement very large-scale integrations (VLSI). Electronic design automa-
tion (EDA) software takes a characterization of the library and transforms hardware description
language (HDL) into a layout according to different integration parameters Wang et al. (2009).
Usually, the technology provider only delivers a set of cells with certain constraints. Each cell
layout is stored in a stick format, then translated into geometry using design rules (DR) and
manual labor de Dood et al. (2019).

A dynamic approach is necessary to break the fixed nature of the standard cell gener-

ation. Dynamic generation of standard cells allows EDA to implement circuits with different
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constraints and design standards. Zhao et al. presents an AES implementation that requires
diodes inserted in the body of the cells to achieve low power. Gomez et al. utilizes different
layouts of the same cell to obfuscate the output circuit Gomez et al. (2019).

The main problem with the dynamic generation of the standard cells is fully automating
the layout process through placement and routing algorithms. Routing feasibility in standard
cells depends strongly on the placement of the transistors due to inherited routing congestion
caused by the position of the terminals. Ryzhenko-Burns presents a routing algorithm where
routing up to the first metal can achieve 59% of the cells Ryzhenko and Burns (2012). Reduc-
ing the congestion would allow better routing and mitigate the scenic routing for the remaining
cases. Jo et al. presents an optimization for the placement which favors congestion of rout-
ing. This kind of routing optimization can be integrated in different placement scenarios like
simulated annealing Guruswamy et al. (1997), genetic algorithms Lazzari et al. (2007), circuit
grouping Sadakane et al. (1995); Gupta et al. (1996), graph algorithms Maziasz and Hayes
(1991); Bar-Yehuda et al. (1989); Hwang et al. (1990), integer linear programming (ILP) Cor-
tadella (2013); Gupta and Hayes (1996, 1998); Lu et al. (2015a) and boolean satisfiability (SAT)
lizuka et al. (2006).

In section 1.1, a pseudo-SAT (PBSAT) placement of cells was optimized for routing.
The routing is more feasible for maze solvers by optimizing the horizontal route span accord-
ing to the terminals. This section proposes yet another placement algorithm by combining a
graph-based formulation with the previous PBSAT as an aided placement. The graph reversal
algorithm contains several phases: clustering, pairing, and chaining. With the extracted clusters

from a particular netlist, the pairing is usually performed by using a set of rules such as a prior-
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ity list Hwang et al. (1990); Hsich et al. (1991). The aided placement will be used to determine
the proper P-N pair transistors to be used in the graph reversal because of the horizontal span
optimization. The results show a 1/3 less of track in routing congestion, and 6 x to 30 X faster
routing using Ryzhenko and Burns (2012).

1.2.2. Placement Algorithm. A placement algorithm was implemented accord-
ing to the proposals of Hsich et al. (1991); Hwang et al. (1990); Jo et al. (2018). The algorithm
presented in 3 is divided into the following steps: clustering, pairing, chaining, and cell conges-
tion evaluation. The procedure takes an input netlist, and the number of iterations then outputs

the placement using the PutSolution procedure.

Algorithm 3 Graph-based placement main algorithm

1: procedure PLACEMENT(netlist,iterations)

2 analysis <— NetlistAnalyze(netlist)

3 clusters <— Clustering(analysis)

4: pairs < Pairing(clusters)

5: G < BuildBipartiteGraph(pairs,analysis)
6

7

8

9

Ib <+ getLowerBound(pairs,analysis)
S < Chaining(G,0,0)

for sin S do
: 5.CellCon < CellCon(s,analysis)
10: end for
11: choose s such as s.CellCon is the minimum
12 analysis <— PutSolution(s)

13: end procedure

The clustering algorithm is described in algorithm 4. This algorithm first searches for all
primary outputs in PO. Such outputs are defined as nets with at least one connection between
any P and N transistors through the drain p,,n; or the source pg,ng. The algorithm iterates
through all found primary outputs and explores all the transistors connected to the iterated

output. The clustering procedure (Cluster) searches only the P or N transistors in a depth-first
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fashion. The connections use the pins to the source (#;) and drain (#;) of each transistor as edges.
The search stops whenever it encounters another primary output (PO), a previously-explored
net (N,), or a supply (like Vpp or Vsg). This stop condition is accomplished by recording the
explored nets in N, removing the explored transistors, and recursively calling the same Cluster
procedure. The output of the clustering procedure is stored in F;,N;, is then stored in the final
clusters variable as several sets of transistors. Any remaining transistors not extracted from the
Cluster procedure are stored as a separated cluster, but this typically happens when the circuit
is asymmetric (Ex: more N transistors than P transistors).

Figure 11 shows an example of the graphic procedure to find all primary output asso-
ciated transistors. The extracted clusters can be different according to the order of PO. In the
case of Figure 11a), if PO2 is iterated first, cluster 2 is detected early. In Figure 11b), if PO1
1s iterated first, the propagation goes through all the transistors regardless, making pass-gates
part of the first cluster. For this reason, the algorithm has to contain a special filter with pass-
gates, which are defined as pairs of transistors P and N that have the same drain and source

connections.
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Figure 11. Circuit clustering procedure.

The pairing is in charge of assigning each P-transistor with a matching N-transistor to
do the chaining process. This method should maximize as many vertical connections as possi-
ble. The pairing is executed for each extracted cluster. Since transmission gates are identified as
individual clusters, no pairing is needed. For the other compound gate clusters, one of two meth-
ods displayed in Figure 12 is executed. The priority method is the original pairing procedure
proposed in Hwang et al. (1990), which sorts the transistors by size, then pair the transistors
according to a list of priorities. The pairing of P-N transistors must be unique, meaning a taken
transistor cannot appear twice in two different pairs. The second method is a placement-aided
alternative which is proposed section 1.1. A smaller and faster placement algorithm is per-
formed for pairing purposes for all formed clusters. The PB-SAT nature of the aided placement
optimizes the P-N transistors positioning to match common columns for the formed pairs. With

this method, the formed pairs will have matched characteristics such as common gates and com-
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Al

gorithm 4 Clustering algorithm

. clusters +— 0

> Find cluster N for net n,
> Find cluster P for net n,

> Remove the clustered

> Circuit is asymmetric

> Get transistors connected to n

> Add the current net n to n,,

> Add the transistors ¢ to output

> Remove the transistors 7C from T

> Get the opposite net in d
> Stop condition
> Explore further

1
2: procedure CLUSTERING(analysis)
3 N < N transistors in analysis
4: P < P transistors in analysis
5: PO« {n¢ | n. C{pa,ps} Nnc C{ng,ns} vV p € Pne N}
6 for n. in PO do
7 P, < Cluster(0,P,n.,0,PO)
8 N; < Cluster(0,N,n.,0,PO)
9: clusters < clusters + {P;, N; }
10: N+<N-N;; P+ P—-F,
11: end for
12: if P£0\/ N # 0 then
13: clusters < clusters+ {P,N}
14: end if
15: end procedure
16: procedure CLUSTER(/,T ,n,N,,PO)
17: TC<«{teT|nC{tp,ts}}
18: Ny < N,Un
19: O+ 1uTC
20: T+T-TC
21: for 1 in TC do
22: ifn=1t;thend < t;elsed <+,
23: if d ¢ np UPOU{VDD7V55} then
24: O < Cluster(O,T,n,N,,PO)
25: end if
26: end for
27: return O

28: end procedure
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mon diffusions, as well as optimizing parts of the placement with horizontal span to optimize

the routing.
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Figure 12. Circuit pairing procedure.
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Figure 13. Bipartite graph generation example for a latch.
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With the previously formed pairs, a bipartite graph is created for further chaining Hwang
et al. (1990). Figure 13 shows an example of the bipartite graph for a latch. The vertices
of the bipartite graph are the nets for individual N and P regions. Each vertex contains all
the transistors that are connected to such a net. An edge is a possible abutment between two
paired P-N transistors connected by a pair of P-N nets (vertices). The edges in this design are
mutually exclusive or mutually inclusive, depending on the transistor pairs and connections.
For example, the sequence of two pairs ab, jk, and im are mutually inclusive because their
abutments can be realizable at the time. In the opposite case, the sequence of two pairs ce,
ef, and fi are mutually exclusive because their abutments cannot be sequential for a given
solution. Although the bipartite graph seems non-Hamiltonian, the exploration of the bipartite
graph removes progressively mutually-exclusive edges. This behavior avoids the repetition of
abutments in the solution.

The chaining algorithm is described in Algorithm 5. After defining the bipartite graph,
a series of edge chains is output as the possible solutions (S), which start empty. The currently
built chain is supplied via B, which also starts empty. The first iteration will choose any edge
e, then starts a new chain in B’ with the chosen edge in both directions ey, e;;. The procedure
also removes the chosen edge and the mutually exclusive edges (X OR) from the graph G. Other
abutments are searched by calling the same function, possibly activating the following itera-
tions. In these iterations, the algorithm will search for any matching edges (A) from the right
transistor pair /. If there are matching edges, the edge e is iterated from the matching edges, and
e is aligned and added to the last chain of B. This iteration also removes the added edge and the

mutually exclusive edges from the graph G. A new chain is created using the first iteration and
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new chains procedure if there are no more matching edges from edgesAbut. If in any function

call the graph is empty, a solution was possible in the chains B, which is added to the solutions

object S. The number of chains are also limited from the beginning from the lower bounds

predictor [b.

Algorithm 5 Chaining algorithm

1:
2
3
4.
5:
6
7
8
9

10:
11:
12:

13:
14:
15:
16:

17:

18:
19:
20:
21:

22:

23:
24:
25:

procedure CHAINING(G, B, S)

if E(G) = 0 then return S+ {B}
if |B| > [b then return S
if B # 0 then
I < Byus(last) — 1
A < edgesAbut(E(G),1)
if A # 0 then
for ¢in A do
B « B
B;ast < Blas + {alzgn(l, e)}
G+ G
E(G)« E(G')—XOR(G,e) —{e}
S < Chaining(Gp,B,,S)
end for
end if
end if
First iteration and new chains
for ein G do
for (3 in {ekl,elk} do
B’ + B+ {e.}
G+ G
E(G') «+ E(G')—XOR(G,e) —{e}
S < Chaining(Gp,B,,S)
end for
end for

26: end procedure

> Add this solution

> Stop if solution is greater than LB
> Following iterations

> Get [ from last edge e;gl in chain

> If not abutable edges, create chain

> Abut the aligned edge

> Remove exclusive

> Pick any edge in the graph
> Iterate both orientations

> Create new chain with oriented edge

> Remove exclusive

The possible solutions are generated in sequences of abutments. The solutions’ form is

presented as chains of oriented edges. A possible solution for the latch in Figure 13 is:
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Figure 14. Algorithm searching tree outputs.
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The tree of possible solutions is generated like the Figure 14. Given all the solutions
by the algorithm, a best-search procedure is implemented using an optimization function. Jo
et. al Jo et al. (2018) proposes an optimization for routing. The algorithm proposal generates
a complete search tree then calculates a benchmark for routing estimation. This estimation is
based on horizontal bin congestion according to the design rules in the target technology. The
final part of the algorithm 3 searches for the minimum congestion. The detailed definition of the
routing bins is described in Figure 9. The pin connections are detected in the N, P, and G bins
for any transistor in the chain. Depending on the sizes, any possible connection is marked to the
transistors as a pin. After defining the ports, the columns and rows are accumulated according
to the Jo et. al Jo et al. (2018) formulation for any given solution from the search tree.

1.2.3. Results. The proposed algorithm for placement, along with the previous
placements Hsich et al. (1991); lizuka et al. (2006) and the placement previously discussed

in section 1.1 were implemented as standalone generators. The routability is evaluated of the
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generated placement results using the same netlists for each standard cell circuit. The route
congestion estimation, previously used as an optimization metric, is also used as a benchmark
to evaluate the final result in routing terms divided by the number of tracks Jo et al. (2019).
Additionally, a router based on SAT formulations and a depth-first search (DFS) maze algorithm
was implemented using the algorithm presented in Ryzhenko and Burns (2012). This router
generates several routes using DFS, and these routers are introduced in the SAT clauses to find
a feasible layout using only the first metal. The output layout is delivered in stick diagrams but

also translated into the technology layout using the design rules.
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Table 3
Place and Route Performance Comparison for 12 tracks cells.
Hsich et al. (1991); Jo et al. (2019) | PBSAT lizuka et al. (2006) | PBSAT + Route Aware (Sec. 1.1) This Place

Cell (#Tr) Cong Runtime [s] Cong Runtime [s] Cong Runtime [s] Cong Runtime [s]

=12 Place Route =12 Place Route =12 Place Route =12 Place Route
INV(2) 0.625 0.00 0.84 0.625 0.00 0.79 0.625 0.02 0.83 0.625 0.00 0.80
NAND2(4) 1.244 0.00 2.92 1.389 0.00 4.63 1.244 0.08 2.92 1.244 0.02 2.94
NOR2(4) 1.244 0.00 5.12 1.383 0.00 5.40 1.244 0.12 5.08 1.244 0.02 5.12
AND2(6) 0.697 0.00 53.14 0.752 0.01 32.00 | 0.752 0.40 31.10 0.689 0.05 30.99
OR2(6) 0.686 0.00 16.71 0.747 0.01 15.67 | 0.747 0.52 15.33 0.686 0.06 15.18
BUFF4) 0.733 0.00 8.00 0.733 0.01 8.17 0.733 0.07 8.13 0.733 0.02 8.04
XOR2(12) 0.996 0.00 96.76 1.094 0.11 133.54 | 1.094 23.37 101.10 0.954 0.16 94.67
XNR2(12) 1.022 0.03 99.47 1.094 0.14 141.85 | 1.094 37.24 78.95 0.954 0.16 89.20
A021(8) 0.785 0.00 161.37 1.639 0.02 218.77 | 1.198 2.87 165.70 0.779 0.38 168.02
0A21(8) 0.770 0.00 110.55 1.670 0.02 176.48 | 1.186 3.81 107.62 0.761 0.36 113.26
NANDS(16) | 1.325 0.62 220.73 2.139 0.42 974.53 | 1.252 939.84 137.51 1.252 8.53 167.79
NORS(24) 1.471 1.07 1493.83 1.806 | 136.47 | 341.56 | 2.390 | 226337.32 227.93 1.270 | 2261.72 | 3266.30
BUFT(12) 1.049 0.05 144.39 1.888 0.09 126.53 | 1.436 181.30 100.77 0.966 0.30 129.51
MUX2(12) 1.002 0.00 48.46 2.094 0.12 61.32 | 1.214 42.75 49.99 0.960 0.23 42.60
MUX3(20) 1.084 11.76 213.97 2.988 4.64 N/A 1.252 | 4165.92 137.97 1.101 1.93 289.88
MUX4(26) 1.206 | 107055.02 683.94 2778 | 471.12 N/A 1.779 | 60551.38 335.68 1.101 53.46 296.01
LN(16) 0.690 4.56 257.92 1.288 1.93 486.08 | 0.689 | 1083.04 374.28 0.683 442 1273.39
HA(20) 1.204 105.38 4753.67 2.456 15.21 N/A 1.644 | 9294.24 5773.15 1.136 13.35 9313.22
DF(24) 0.795 49.20 4794.39 1.565 | 17494.38 | N/A 1.120 | 36013.82 11130.78 0.748 6.22 6786.71
DFCN(28) 0.805 307.55 4270.82 2.872 | 6345.29 N/A 1.481 | 84346.43 4130.80 0.887 11.55 4502.45
FA(36) N/A N/A N/A 2.567 | 7275.34 N/A 2.113 | 53535.05 N/A 0.865 | 34470.61 | 36725.45
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Table 3 presents the comparison between the different placement algorithms. The gen-
erator utilizes a 200nm technology node for the design rules. The algorithms are executed in a
Linux environment with Intel(R) Core(TM) 19-9820X CPU at 3.30 GHz with 32 GB of DDR3
RAM. The algorithms were executed standalone to compare the runtime between the based
works and this proposal fairly. The following 12-track cells are reported: combinational cells
(INV, NAND2, NOR2, AND2, OR2, BUFF, XOR2, XNR2, AO21, OA21, MUX2), combina-
tional cells with several inputs (NANDS, NORS, MUX3, MUX4), a tri-state buffer (BUFFTD1),
a half and a full adder (HA, FA), a D-latch (LN), a simple D-flip-flop (DF), and a D-flip-flop
with asynchronous reset (DFCN). The most superficial combinational cells present a similar
placement time, routing time, and congestion. Our proposal shows XOR2, XNR2, AO21,
OA21, and MUX2 with slightly worse placement times but better congestion outputs, allow-
ing the router to solve faster. The original LiB algorithm can output routable results for some
complex cells like MUX3, MUX4, DF, DFCN, and HA, but the runtime is 6 x to 30x slower.
LiB also outputs these complex cells with an additional average of 1/3 less of single-track rout-
ing congestion (12.22 —11.93), which causes worse scenic routing. The NAND/NORS presents
better results in PBSAT. Our proposal is the only implementation that allows the full-adder to
be feasible for routing.

Figure 15 presents the previously generated standard cells layouts. These layouts are
generated using the placement presented in this section and the routing algorithm present in
Ryzhenko and Burns (2012). This generator does not implement a compaction algorithm, mak-

ing the standard cells generated from the stick diagram outputs.
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Figure 15. Samples of generated layouts with the proposed placement algorithm and a classic
maze router.

1.2.4. Summary. This section presented a placement algorithm by combining
a graph-based algorithm with a PBSAT-based aided placement for the optimized pairing of
the transistors. This aided placement is run in the netlist’s formed clusters to identify the best
pairing instead of using priorities. The optimized pairs allow the router to have better congestion
metrics. The congestion is generally reduced for complex cells around 1/3 of single-track,
allowing less scenic routing. The execution is observed 6x to 30x faster routing by applying
a maze-SAT routing algorithm than the original graph transversal method. This algorithm also
allows complex netlists like the full adder with 36 transistors to be implemented entirely with

routing up to the first metal.
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2. Low-Power Security in Formal Verified Circuits

Previously we talked about imaging reversing for systems, and we described standard
cell generators which can be later used for layout obfuscation. As for the system, we need to
secure the data for sending and the programs to be executed. Ciphering can be used to prevent
channel capture and firmware extraction. The advanced encryption standard (AES) is general
security ciphering used for obscure data through channels. The cipher can be applied to the
firmware or the sent data. In the special case of low-power systems, the designed hardware
needs to accomplish low overhead in both area and power.

Security hardware like AES can be reusable by using hardware generators. This genera-
tor contains the processor and buses that connect all the peripherals. For chisel Bachrach et al.
(2012), the result is a register-transfer level (RTL) file that can be used in digital flows for ASIC
and FPGA. As stated in Nikolic et al. (2018), these hardware generators also contain several
extensions to manage commercial protocols such as USB, DDR, and SATA.

The system created by the hardware generator needs to be verified to prevent security
concerns about code injection and known exploits due to faulty implementations. Any system
should be verified against the specifications for the processor and protocols used by different
buses. The instructions are verified according to the instruction set architecture (ISA) specifica-
tion in the case of processors.

In this chapter, a system for low-power security is presented. This system features a
low-energy AES implementation which comes from a discussion over different acceleration

schemes for the algorithm’s execution. The integration of such a system is done by a chip
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generator named Olinguito. This generator can output RTL code for placement and routing
tools. In addition to the RTL, the utilities for handling analog implementations are shown
in the always-on domain that allows energy management. The processor of the generator is
verified by a set of tests in both formal and functional domains. A set of formal constraints are
created for each instruction according to the ISA specification. As for the functional approach,
the execution in simulation is compared to a golden model while searching for the maximum
coverage of cases using a genetic algorithm.
2.1. AES Sbox Acceleration Schemes

This section describes a system with a low-energy AES implementation in a system-on-
chip. First, an SBOX acceleration as a custom processor instruction is presented. This custom
instruction is used in software AES, and then the execution characteristics are measured to find
the heaviest operations. Finding out that the algorithm mainly relies on memory access, an
AES core with direct-access memory (DMA) is presented. Push-pull and DMA executions of
the AES core are compared to find the lowest energy consumption in this system-on-chip.

2.1.1. Introduction. Sensors for data-sensitive applications need secure com-

munications to send data in a network, which demands cryptographic algorithms. These sensors
also demand minimum energy to be battery-powered Duran et al. (2020). The cost of energy
is illustrated in Figure 16, where the access to data stored in SRAM and DRAM represents up
to 6400 times the energy for calculations in an ALU Horowitz (2014). The implementation
of cryptographic accelerators demands high energy costs due to the interaction of data stored
in the system. Regardless, in minimum energy systems with sensitive data, it is necessary to

implement an efficient cryptographic accelerator to decrease energy consumption Zhang et al.
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(2018); Mathew et al. (2014); Zhao et al. (2015) and make resistant against side-channel attacks
Bilgin et al. (2015); Yu and Kdose (2016). A trade-off between the processing and transport of

data needs to be found for low-energy systems.
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Figure 16. Relative energy cost of different hierarchical computation components.

A common acceleration target is the advanced encryption standard (AES) due to its usage
in security Banerjee et al. (2018); Banerjee et al. (2020); Banerjee and Chandrakasan (2021);
Mathew et al. (2014). Software implementations of the AES algorithm can be power-hungry
caused by excessive operations or memory access due to the characteristics of the algorithm.
A primary example of excessive power consumption is the substitution byte operation (Sbox)
in the AES cipher. The standard defines a series of operations computed in a number field
named Galois Field (GF) to perform substitution of text in a non-linear process NIST (2001).
In software, this Sbox is usually implemented in RAM as a look-up table, and calculations
of ShiftRow, MixColumns, and RoundAdd are performed using general-purpose instructions,
which increase the operation energy due to excessive RAM access. The Sbox can be either im-
plemented as a ROM look-up table or calculated using combinatory logic in AES hardware. The

other specialized operations of the AES are also implemented as combinatory logic. Banerjee
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et al. designed an SoC where the cryptography core is a dedicated state machine for datagram
transport layer security (DTLS) control Banerjee et al. (2018). Further enhancements were
added to the cryptography core to support TLS Banerjee et al. (2020) and elliptic curve cryp-
tography (ECC) Banerjee and Chandrakasan (2021). Zhang et al. propose a modified RAM
memory with computation capabilities Zhang et al. (2018). In memory operations, shifting and
rotation are optimized using wired shifting and dedicated rotators, including dedicated hard-
ware, to perform the AES cipher’s substitution byte operation (Sbox) operation. Hutter et al.
designed a co-processor aiming at supporting elliptic curve digital signature (ECDS) and AES
algorithms Hutter et al. (2011). The co-processor is based on a 16-bit datapath and employs a
dedicated RAM macro. Furthermore, Sayilar and Chiou proposed a completely new architec-
ture based on processing units called processing elements (PE) Sayilar and Chiou (2014). Each
unit contains basic operations applied in cryptographic primitives.

Cited examples of AES implementations Banerjee et al. (2018); Banerjee et al. (2020);
Banerjee and Chandrakasan (2021); Kundi et al. (2020) do not consider memory access and
data transportation in an SoC. The AES cores usually add memories near the processing unit or
implement non-standard logic cells. A hardware-based AES crypto-acceleration engine is pro-
posed based on memory-mapped schemes to alleviate SRAM access. The crypto-accelerator
implements a Sbox unit that can be configured to generate a combinational or pipelined archi-
tecture. The design of the Sbox was first tested as an R-type ISA custom instruction in RISC-V,
assisting an AES-256 software implementation. Comparatively, a software implementation with
the Sbox custom instruction achieves 100 times less energy consumption than the pure software

alternative. This proven Sbox unit is included in an AES crypto-accelerated hardware design
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whose input and output registers are mapped into the register map. By pushing and pulling
these registers, the core reaches down to 8.08 pJ/bit. The usage of a low-power direct memory
access (DMA) engine is also exploited with a DMA automaton for faster data fetch and save
Morales et al. (2019). The DMA-based AES hardware core reaches down to 3.58 pJ/bit when
active. The overall SoC with the hardware acceleration of the AES achieved a 9.7pJ/bit en-
ergy consumption executing AES-256, which presents a three-fold improvement over previous
reported AES implementations.

2.1.2. Sbox Unit and Software Execution. Banerjee et al. in Banerjee et al.
(2018) show a handshake processor for the Datagram Transport Layer Security (DTLS) for net-
work authentication. The same author presents a similar architecture with a crypto-processor
for pairing-based cryptography (PBC), which is a variant of elliptic curve cryptography (ECC)
Banerjee and Chandrakasan (2021). These systems contain an in-core mapped memory to per-
form the algorithms for the cryptography calculation. The accelerator can store up to 90 instruc-
tions for ECC and PBC calculation in the PBC variant. The energy efficiency of the implemen-
tation is high due to the close transport of data between the in-core memory and the processing
core. Although dynamic power can be lowered using clock-gating, there is no report for the
data transportation from the main memory performed by the processor core. Our primary focus
is to demonstrate acceleration by creating a processing unit for AES like the Sbox. The unit
is applied to a custom instruction and execute it by an AES encryption program in a RISC-V
processor Waterman et al. (2014). With this approach, the cost of the execution is evaluated

from the perspective of the SoC.
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Figure 17. A detailed view of the Sbox architecture using the inverter algorithm.

Sbox Unit. The Sbox requires several calculation resources to perform the sub-
stitution in the Galois Field GF (2%) NIST (2001). This operation is composed of an inverter,
and a binary matrix multiplication Hankerson et al. (2004). Software implementations of the
AES typically resort to substitute the byte with a 256-byte long table. This substitution avoids
calculating the Sbox. A Sbox unit in hardware can be implemented using this approach or

performing the calculations Canright (2005); Hankerson et al. (2004).
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Figure 18. Sbox architectural implementations for logic unit usage. Blue implements a 4-stage
inverter Sbox calculator. Red implements four times a 1-stage inverter Sbox. Yellow
implements 4 times a combinational Sbox.
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The first implementation of the Sbox unit uses a FIFO for buffering calculation steps.

Figure 17 shows the architecture of the implemented Sbox in hardware according to the U-
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V polynomial calculation described in Hankerson et al. (2004). The inverter phase (in grey)
buffers the calculation of a GF inversion and takes up to 15 iterations to perform a GF inversion
for an 8-bit entry. When the degree of the polynomials reduces to zero, the matrix phase (in
blue) applies the AES affine. This unit allows 32 bits input calculations, inserting four units of
data in the 4-deep FIFO.

In Figure 18 the FIFO approach is implemented, along with a Sbox look-up table. A
4-stage inverter FIFO implementation is shown in blue, a 1-stage inverter FIFO in red, and
several combinational approaches in yellow. The last one supports a regular look-up table or
implementations of reduced Galois Field to GF (2*) Canright (2005). The units contain a valid-
ready decoupled interface, which triggers the input to calculate in 32-bits beats. The hardware
can execute any of the three implementations for any 32-bit calculations.

For evaluating the execution of the Sbox unit, a custom instruction is created in a RISC-
V processor. Due to the AES algorithm, the Sbox is the heaviest calculation due to the resources
of implementing either a GF inverter or a look-up table NIST (2001). The memory Sbox table
will be replaced with the custom instruction, reducing the SRAM access Horowitz (2014).

Execution Schemes. Figure 19 describes the implementation in software of the
Sbox. The software is based in a lightweight AES library intended for embedded systems. The
included Sbox function enters 16 bytes to perform the substitution. The software approach
iterates four parts of 4-byte memory. The next 4-byte block’s reference is calculated from the
i variable as an offset of the data vector to speed up load times using wider loads and stores
in the software implementation. The Sbox is calculated depending on using iterated look-ups

into memory or using custom instruction. In the instruction approach, the 32-bit data is loaded
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directly into a register. The custom instruction is executed, and then the substitution is stored
back into memory. No wait states are needed in the application, as the Sbox unit interacts with
the processor for the handshake of the result.

Pure-Software Implementation
For 2:j from 0 to 3 (Start For Instr)
add as, j

SboxFunc (data[16])

For 1: i from 0 to 3 i
ref, j
- S = ref[j] 1b s, 0(as)
1b X, 0(aX)
Sbox [execution] sw X, O0(ref)
Close For 2 (Next For-cycle Instr)
Close For 1 *
Sbox Instruction
‘ 1w X, 0(ref)
| sbox_inst(ref[j]) | E> sbox_inst X, tO
End SboxFunc 7 sw X, 0(ref)

Figure 19. Comparison between pure-software implementation (blue) and the Sbox instruction
(red).

The recurrence of instructions is shown in Figure 20. This figure includes the pure-
software and the custom Sbox instruction approaches executing AES-256. The Sbox instruc-
tion implementation reduces the memory instructions by 15% (lbu) and 36% (add/addi). This
approach also presents a diminution of 32-bit transactions (less sw/lw). Although the execution
decreases (5927 to 5249), the data movement still impacts considerably. These results demon-
strate that interactions in the memory are not concentrated in the Sbox operation. Although the
memory operations are reduced, the other calculations of the AES need to be done in-core to

avoid memory interaction.
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Figure 20. Frequency changes of the RISC-V instructions employed in TinyAES in
pure-software (blue) and using the Sbox instruction (red) for AES-256 in a 128-bit block.

2.1.3. AES Core Base Line. A systematic approach is implemented in the per-
spective of the SoC to alleviate memory access. The implemented SoC, presented in Figure
21, features a RISC-V ISA processor with RV32IM and a total of 4kB SRAM divided between
a scratchpad and a system RAM. The power scheme is designed to perform energy harvesting
using several analog devices for power monitoring, and the use of active and sleep modes Duran
et al. (2020). The Sbox logic unit is implemented in the processor of the SoC as the custom
instruction. This SoC is one-time generated with a configurable hardware generator Bachrach

et al. (2012).

Sbox instruction (R-Type) Syntax: sbox rd, rsl
31 25 24 20 19 15 14 12 11 7 6 0
[ 0000000 [ 00000 [ 1| 110 | | 000101 |
Funct 7 152 rsl Funct 3 rd opcode
CORE
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Figure 21. Block diagram of implemented SoC with the R-type Sbox proposed instruction
included.
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Figure 22. Hardware implementation of the AES core as a peripheral using a) Push-Pull
registers and b) DMA automaton.

The SoC implements an AES hardware core accelerator, including the previous Sbox
unit. Figure 22 presents the AES hardware, which is controlled by an AHB register router. The
accelerator works by pushing and pulling registers to perform AES CBC encryption for a block
of 128-bit data in 22a). The program first needs to push the 256-bit Key through the AHB bus
to calculate the AES. Using a push-pull approach, the processor needs to push all the data to
the 128-bit data register, then perform the 7rigger register. This peripheral is configurable in
128-bit or 256-bit modes using the Key Size. If the trigger is asserted, the finite-state machine
(FSM) expands the key. A second trigger starts the calculation of the AES encipher. For more
than 128-bits blocks, the trigger can be asserted several times. The output can be pulled in
segments using the register router. The software needs to wait for states for the Ready register.

For the push-pull approach, the processor handles the movement of data.
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The calculation of the AES using registers will reduce the data movement between the
calculation steps. The central processor still handles the data movement by pushing and pulling
by loading and saving into general-purpose registers. This behavior still represents an increased
energy usage. To avoid this processor usage, an direct memory access (DMA) automaton is
introduced inside of the crypto-accelerator. The automaton is depicted in Figure 22b), which
interacts with the original AES core implementation. This automaton exploits the implemented
low-power DMA controller included in the current SoC Morales et al. (2019).

In contrast to the Push-Pull alternative, the DMA automaton can be used to automatically
access the memory and perform the calculations without the processor. The automaton performs
reading and writing with separated architectures. Each automaton contains request and response
counters, which the state machine keeps track to push and pull the data automatically to the data
register. When the DMA trigger is asserted, the automaton first pulls 128-bits of data into the
data register, then triggers and waits for the AES core. When the core is ready, the second part
of the automaton pushes the resulting 128-bits data from the output into the AHB bus. The state
machine keeps track of the number of iterations to input and output the control signals, which

the program can read.
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Figure 23. Comparison of the frequency of execution of RISCV-instructions using the
Push-Pull (red) hardware approach and the DMA automaton (blue) in a block of 128 bytes.

Figure 23 reports the recurrence of instructions’ executions in Push-Pull and DMA
modes over a block of 128 bytes. The key needs to be initially pushed to the registers and
expanded in the AES core in both modes. The base save and load instructions (sw/lw) for a
key of 256 bits requires eight instructions for each one. In the Push-Pull case, the memory
needs to be constantly loaded from the system RAM and stored to the peripheral registers, and
vice-versa. This approach justifies the main changes of the save (sw), load (Iw), and referenc-
ing (addi) needed to perform AES-256 through the 128 bytes of data. The DMA version still
needs only a particular configuration in both the DMA registers and the DM A-automaton inside
the AES core. The excess load instructions found in the DMA version can be justified to the
processor constantly loading the DMA-ready flag register. Other kinds of instructions do not
represent significant differences, probably attributed to main memory reference calculations.

2.1.4. Results. Table 4 summarizes the synthesis results of the different imple-
mentations of the Sbox logic unit approaches in a 180nm CMOS technology. The execution of

the Sbox was measured using AES-256 in the software implementation previously described.

72



CIRCUIT OBFUSCATION AND LOW-OVERHEAD SECURITY STRATEGIES IN
FORMALLY DEFINED SYSTEM-ON-CHIPS

The fastest SBox execution belongs to the combinational approaches, but the pipelined inverter
only has a 50% overhead for execution. The smallest implementation of the Sbox corresponds
to the combinational Canright Sbox, probably due to its optimizations. The Look-up table and
the Canright Sbox are similar in power and energy. Energy consumption for the pipelined ap-
proaches has at least six times more overhead than pure-combinational Sbox, which is still a

good approach compared to the pure software implementations that offer 100 times less.

Table 4
Implementation results for only the Sbox in 180nm technology, executing AES-256.
Shox Cycles | Area Cells | Power* | Energy™
impl. 32Sbox | [um?] | [NAND] | [uW] | [pJ/bit]
1x 4-Pipe 411 28715 5639 3.37 2.85
4x 1-Pipe 207 36692 7205 2.78 1.18
Look-up 138 31623 6210 0.87 0.23
Canright 138 11509 2260 0.77 0.21
Software 717 35317* 5793 103.1 154.05

*Simulation power at 0.4 'V, 3.01 MHz
*Measured energy with 1kbit data
*Size of a 8x256 RAM

Figure 24 plots the energy consumption per bit of the AES engine performing 1kbit of
memory encryption for both Push-Pull and DMA implementations. Table 5 reports this energy
consumption for the SoC in the different implementations, along with area and performance.
The execution of the AES engine is verified at low voltage and frequency by encrypting and
decrypting the cyphertext and then running a software CRC-8 checksum. At 0.4V of supply
with 3MHz of frequency operation, 8.0pJ/bit (22.2pJ/bit for the SoC) is achieved for the Push-
Pull approach and 3.6pJ/bit (9.7pJ/bit for the SoC) for the DMA approach. A 2.7x penalty is

present for the energy consumption relative to the AES core compared to the SoC. The area
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overhead for the SoC moves to 73% when including the AES-DMA.
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Figure 24. Energy consumption of the AES core with register push/pull and the DMA
automaton.

Using Duran et al. (2020) as a sensor system, the energy consumption is 190pl/cy-
cle at I0MHz in active mode. With AES in software, the system has an energy efficiency
of 50900pJ/bit. If the AES is implemented in hardware, the sensor system would consume
2142pl/bit in push-pull mode and 92.77pJ/bit in DMA mode. The impact of AES in hardware

is about 550 times better against software for sensor systems in active mode.

Table 5
Results for the execution of the AES-256 in the SoC with the proposed acceleration.

Perf Cells Power* | Energy**
[Mbps] | [NAND] | [uW] | [pJ/bit]
Pure-software | 0.011 76334 30.4 3351.1

SW Sbox tbl 0.024 78642 32.6 1518.2
HW Push 2.67 132375 514 22.2

HW w/DMA 6.16 141630 51.9 9.7

** Measured at 0.4V, 3MHz. ** Measured with 1kbit data.
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Figure 25. Deconstruction of the energy consumption in the SoC at 3 MHz.

Table 6 summarizes a performance comparison with other works at the minimum energy.
Such comparison is also scaled to the 180nm technology using Stillmaker and Baas (2017). To
compare the energy in the whole SoC, the power of the Sifive E310 microcontroller is included
at I00MHz in 180nm Sifive, Inc. (2021). The work reported in Banerjee et al. (2018) includes
its own SoC energy running dhrystone. Without scaling, results in Banerjee et al. (2018) present
a similar SoC energy consumption compared to the Push-Pull AES scheme. The reported effi-
ciency is better in Deng et al. (2020), but the implementation is intended for high-performance
systems. Except for high-performance, this proposal presents a 3x improvement in the SoC

energy consumption for the DMA approach.
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Figure 27. Device under test (DUT) with the micro-photograph of the chip.

Figure 25 depicts a deconstruction of the energy consumption in the SoC, running at 3
MHz. In DMA mode, the key pushing and key expansion last 88 s, and the DMA configuration
last 42.5 us. The time of calculation of the AES over a block of 1024 bits is 170.4 us. With
total energy of 3.66 nJ, the 3.58 pJ/bit energy consumption previously reported is justified.

Figure 26 presents place and route results for the Push-Pull and DMA implementations

in 180nm. The macro size slightly increases due to the addition of the DMA and the DMA
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automaton in the system. The DMA and the bus increases the system area in a 7% according to
table 6. Finally, Figure 27 depicts the measurement setup with die microphotograph details of
the prototype fabricated in a 180nm CMOS process. This die includes the custom instruction
with the SBOX unit, highlighted in red.

2.1.5. Summary. This section presents different approaches to include an AES
core into a RISC-V microcontroller for energy harvesting. An Sbox logic unit is presented
first, which can be implemented inside of a RISC-V processor with a custom instruction or as
a part of an AES core. With Sbox custom instruction is demonstrated that software implemen-
tations’ energy consumption decreases from 100 times in pipelined mode and 400 times with a
combinational-only design. Regarding the AES hardware core, a register Push-Pull is imple-
mented from the AHB bus to handle the AES data, which needs a general-purpose processor to
transport the memory. To avoid using the processor, a DMA automaton is introduced that uses
a low-power DMA to transport the memory to encrypt data. This design was implemented in a
180nm process node. A minimum of 3.57 plJ/cyc energy consumption if reached for the AES
core and 9.7pJ/bit for the whole SoC.

2.2. Olinguito Chip Generator

The integration of digital circuits in security systems is carried away by a chip generator.
Circuit generators create RTL and layouts that require a standard cell library to bind logic cir-
cuitry and other obfuscation Wang et al. (2009). In addition, chip integration for extensive scale
designs requires the positioning of analog modules (floorplanning) and pad ordering (padring
generation). This section will discuss the process involved in integrating low-power secure

systems using chip generation.
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2.2.1. Introduction. Novel circuit generators have been presented Nikolic et al.
(2018); Chang et al. (2018); Bachrach et al. (2012); RISC-V Foundation (2019a), but interac-
tion with analog instances and external chip signals is a problem yet not addressed. Design
of floorplan, domain region definition, and testing platforms are time-consuming tasks that de-
crease design performance and opens windows of errors to signal integrity, especially in analog
instances. Padring generation is also a time-consuming task because most of the designs for
consumer electronics need to be aware of off-chip net interconnections due to PCB or stan-
dardized package specifications. Padring creation is often associated with floorplanning, where
initial placement and interaction between analog instances and pads is a concern yet to be ad-

dressed.

[ Processor Generator | [ Memory Generation | [ Debug |

Olinguito Other Il CoRrE
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AHB-lite / AXI4-Lite

1 I

APB APB
CLK | ll ll USB ll ll l
PMU POR LDO UART || QSPI 1.12.0 GPIO || PWM
| Analog 10 |-—| Analog Generation | | Digital 10 | | Peripherals Generation |

Figure 28. Configurable general architecture.

2.2.2. Chip Generation. A chip generator, Olinguito, is presented. This gener-
ator is based on the Chisel library Bachrach et al. (2012). The generator implements a RISC-V
processor with peripherals in a similar way of RISC-V Foundation (2019a). Figure 28 presents
the architecture of the system-on-a-chip (SoC) which can be generated. Olinguito will imple-

ment several RISC-V processors via the processor generator. The RAM and ROM are provided
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via a memory generator. Several core-domain peripherals (DMA, USB, GPIO, UART, etc.) are
integrated using several peripheral generators, and expose Digital IO according to the periph-
eral. Peripherals for power management (POR, LDO, RCO, etc.) are controlled by a power
management unit (PMU) in an always-on domain (AON). Analog implementations also will
expose 10 signals. The device can be debugged using a JTAG interface.

The flow to integrate this chip generator is shown in Figure 29. Olinguito outputs an
RTL and a series of tests to be executed using formal verification. The formal verification
engine can export the necessary interfaces and outputs Symbiotic EDA (2019). Additional to
the verification, this generator creates specifications for padring generation. According to the
specifications and configurations of the implemented circuits, libraries of padring generation
are used to carry the positioning of analog circuits. These outputs are used in a VLSI flow to do

the chip generation.
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Figure 29. Generation flow platform.

Figure 30 presents the process of design for manufacturing a chip using the chip genera-
tor. A series of configurations and platform connections conform the VLSI chips which adds or
subtracts features of the system. The chip can first be mapped into an FPGA where it can be ver-
ified in a list of FPGA boards. The design is not limited to the FPGAs currently supported, and
more types of boards can be added if necessary. After verifying the system in FPGA, the chip
can go through an EDA flow which places, routes, and verifies the digital and analog circuits.
From this point the chip generator can output emulation test cases for softcore simulation in
Verilog. The chip can be finally tested using functional simulations in both post-layout netlists

in the case of digital circuits, and transistor simulation if necessary for the analog circuits.

80



CIRCUIT OBFUSCATION AND LOW-OVERHEAD SECURITY STRATEGIES IN
FORMALLY DEFINED SYSTEM-ON-CHIPS

Olinguito - Compatibility Flow Emulator TestCases
R R N Softcore simulation
VLSI chips Compatible FPGI;\ chips e Running in your
o Te.
. 3 computer
Guerinii _Tucan _ Xilinx FPGAs A e Debugging
£ » e Exporting
i : Lattice FPGAS ) ’ simulation for
|l (Open Source) y transistors
Ahiru [ l
_‘J.Ll T
H ; " Map to FPGA | Transistor Sims
E e Total
% ,,,,,,,,,,,,, EDA flow (Synthesis, Place e Partial
and Route, Verification)

Figure 30. Flow for designing one of the chips in Olinguito.

Any peripheral might require pads to connect external signals to the core or the AON
domains. This generation is automatically carried on by the chip generator using a padring
generator. The designer interacts with a pad library extracted from the technology. A package
library can be added to make the design aware of signal definitions in the package or the PCB.
Figure 31 presents the current padring generation flow. The pads are collected by demand, then
placed in signal order according to constraints from a configuration file, from a fixed package
or from a PCB design. Automatic pad positioning has been proposed for a flip-chip process,
where the padring is a swarm of dots in a matrix layout Brist and Park (2015); Park (2010); Lee

and Chang (2012).
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Figure 31. Padring generation flow.

2.2.3. Always-on Domain. The proposed PMU logic inside the AON domain
integrates programmable state machines to control sleep modes. A BOD notifies the PMU core
algorithm to trigger sleep mode sequences depending on the supply voltage level. Fig. 32
illustrates these notifications where graphs 1-4 show different types of battery events. These
events compare the supply voltage behavior (blue) with a threshold level from the BOD (red)
set by the PMU algorithm. Event (1) happens when the battery-level discharges and triggers
a brown-out detection. The PMU lowers the BOD threshold in the algorithm and waits for a
voltage rise event (2) while performing energy harvesting. Throughout these events, the MCU
enters sleep mode. If it does not raise the supply voltage above the lowered threshold during a
timeout, the PMU algorithm commands the MCU to enter deep-sleep mode. Once the desired
voltage level is reached, the BOD threshold is set to a higher value accordingly. In this state,
the PMU waits for a rise in the supply voltage above the maximum threshold (3). The PMU
allows active mode execution once a supply voltage rises to a safe supply value. In active mode,

the supply voltage is measured using the maximum BOD threshold in order to keep alert for a
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voltage drop due to an additional loading (4).
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Figure 32. PMU brown-out notification handling scheme.
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Figure 34. Block throttling in sleep and deep-sleep operation modes.

Fig. 33 describes the PMU algorithm. When powering up with a 3.3V, the POR issues
an event to perform a PMU initialization. The initialization turns LDO on and triggers general
resets and exceptions to the core to execute the main program (Fig. 33a). The main program
can start the event-driven algorithm from the PMU (Fig. 33b). The main program enables
blocks and triggers active mode if the battery level rises above the BOD threshold. Although
the PMU regularly drives the power operation, the main program may force operation modes
and reserve blocks if necessary. The PMU may trigger operation mode transitions according to
the battery supervision of an integrated BOD. The PMU logic has the potential to choose to keep
running the main program in sleep mode or to trigger a deep-sleep transition (Fig. 33c). This
logic may also set the BOD threshold voltage and withdraw blocks to user-prioritized blocks.
In cases where all available blocks are withdrawn, the PMU decreases BOD threshold down
to values that require to switch to sleep or deep-sleep mode with selected clock sources and
user-prioritized blocks (Fig. 34).

2.2.4. Results. Figure 35 shows a chip microphotograph manufactured in a 180
nm process node created by the Olinguito chip generator. The floorplanning of analog circuits
and were partially generated by the chip generator. Areas where the standard cells should

go for power domains are still partially manual. In the case of 1.6x1.6 mm implementations,
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the designed area for AON is always fixed, and the remainder is assigned for regular digital
circuitry. The positioning of the pads are constrained according to this chip design, generating
a total of 44 pads.

Figure 36 shows another chip microphotograph manufactured in a 65nm process node.
The floorplanning is similar as the chip presented in figure 35 being valid only for chip spaces
of 2x1 mm. The AON this time is limited as a only-digital circuit which contains control of a
digital PMU that controls an external power source. The padring spans a total of 94 pads, which
the Olinguito system actually controls 43. The remaining 51 pads are part of a 8-bit processor

which the chip generator also interfaces.

1.6mm

Figure 35. Guerinii chip implemented in a 180nm technology node.
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Figure 36. Ahiru chip implemented in a 65nm technology node.

2.2.5. Summary. This section describes a chip generator, Olinguito, that is
based in the Chisel library for generation of low-power and low-energy systems for security.
The system integrates several RISC-V processors with AHB and APB buses. Peripherals such
as RAM, ROM, GPIO, SPI, USB, UART and PWM are attached to the buses. An special
always-on domain is available for low-energy tasks such as power modes, sleep and wake-up
procedures, and possible power measurements if the analog peripherals are present. The in-
tractability of the analog peripherals are managed by a power management unit (PMU) that is
controlled by a programmable finite-state machine. This generator can export constraints about

the analog circuits for further integration in EDA tools. Furthermore, the connections to the chip
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pads are managed by a padring generator which exposes the positions of the pads according to
the package constraints. The proof of concept is demostrated in two different chips in 180nm
and 65nm.
2.3. Functional and Formal Verification

This section describes the implementation of verification schemes using both functional
and formal approaches. Processors from the Olinguito chip generator can be verified using the
RISC-V formal interface or a RISC-V simulation-based verification output. Both worlds will
be implemented and compared to detect possible failures in the processor.

2.3.1. Introduction. The instruction set architecture (ISA) is the main specifica-
tion of any processor implementation, and it contains detailed information about the instruction
execution, the data registers, and the memory interactions through an external bus. Processors
are commonly described by using a hardware description language in a register transfer level
(RTL). RTL implementations must be able to execute any instruction specified in the ISA. To
verify the processor against the ISA, designers and certifiers run a set of tests to verify the pro-
cessor by using hardware simulation. Processor architectures must be verified to give solidness
over the instruction execution before and after the circuit is synthesized in a technology node.

Running an extensive software test set inside a hardware description simulation is a
common approach to perform ISA verification in processors. This test set is compared to an
execution model, which checks the execution results for each instruction specified in the ISA.
However, guaranteeing an accurate execution verification model to cover all processor states
is challenging. Moreover, the processor model might not be accurate enough to perform com-

parisons against the ISA specification. A RISC-V case-of-study conduits comparisons to sim-
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ulation models implementing an evolutionary framework with a coverage-based optimization
function Schiavone et al. (2018). In order to verify the instruction simulator, coverage-guided
fuzzing may be performed Herdt et al. (2019). Authors in Corno et al. (2005), apply a different
approach by using evolutionary algorithms to compare the execution of two different proces-
SOrS.

Although a coverage-based optimization aims to envelop all the processor states, formal
verification can explore all possible states, according to specifications, using assumptions and
checking errors using assertions Symbiotic EDA (2019). For Arm processors, a specification
language named "architecture specification language" (ASL) allows any Arm processor to be
scaled in the RTL environment Reid et al. (2016). Arm verifies its processors in any architec-
tural implementation by extending the ASL language to include formal properties. A RISC-V
formal verification framework allows the implementation of verification intellectual property
(IP) specified in formal verification assertions Symbiotic EDA (2019). The test framework may
be suited to several architectural implementations through a RISC-V formal interface by adding
internal processor states.

In this section, a verification scheme is presented that combines two functional plat-
forms. A uGP-based RISC-V program generator is implemented which uses a genetic algo-
rithm to find the best program that covers most of the processor states. For every individual
generated from the genetic algorithm, a comparison is performed against a simulation program
as a golden model. Such simulation can be performed by any RISC-V simulator, but for this
proposal, the Spike simulator was chosen following the suggestion by the RISC-V foundation

RISC-V Foundation (2019b). In addition to the program generator, a second approach based on
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formal verification is also utilized. A set of verification IP are attached with formal properties
named RISC-V formal Symbiotic EDA (2019). This IP compares internal states of the proces-
sor to a formal specification derived from the RISC-V ISA. The detection of induced errors is
shown conducted in both simulation and formal approaches. The framework was capable of
detecting a consistent misunderstanding in the ISA for asynchronous processor interruptions.
2.3.2. Using Spike and uGP. The simulation-based verification framework was
established on uGP to generate effective test programs Corno et al. (2005). uGP stands on a
test program generation algorithm, handling an evolutionary core. Results from test programs
were compared which run in both the processor and a RISC-V instruction simulator. The RISC-
V foundation provides Spike RISC-V Foundation (2019b), the golden RISC-V ISA simulator
within a functional model for instruction execution. Spike is compliant with the RV32I or RV641

base ISA, supporting M, A, F, D, and Q extensions among extra features.
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Figure 37. Microarchitecture of the processor under verification (PUV). PUV comprise 3-stage
single issue in order pipeline.
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An in-house 32-bit RISC-V ISA based processor was designed in the Olinguito chip
generator, which is the processor under verification (PUV) in this framework. The PUV is an
ultra-low power consumption processor intended for low-performance tasks, comprises a three-
stage pipeline single-issue in-order, and is compatible with I, M, and C RISC-V extensions.
Figure 37 describes the microarchitecture of the PUV.

Figure 38 summarizes the methodology for simulation-based verification used in this
proposal. (GP automatically generates a set of programs called individuals by using a con-
strained genetic algorithm. According to the feedback (the fitness function computed by the
collecting coverage metrics), the best programs are improved, and g GP aims to increase the
covered code while reaching more states on the PUV hardware. (GP is formally described in

Sanchez et al. (2011). In the current experiments, tGP uses the evolutionary standard setup

provided by the tool.
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Figure 38. Test generation and simulation-based verification methodology for the PUV a
RV32IM based processor.
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Figure 39. Parallel execution on the PUV and Spike using the same memory model. The
execution is logged from the states of each model.

The framework loads the programs directly into the simulated memory. The PUV and
Spike execute the individuals simultaneously, and the execution states are compared to find dis-
crepancies in the ISA interpretation. Figure 39 shows the state comparison using an execution
log. The PUV simulation logs the execution by each clock cycle. This log is compared on valid
states with the execution in the Spike simulator. The execution state is compared in the program
counter and the register states from all the pipeline stages.

Coverage metrics were extracted from the execution of the test program in the PUV using
commercial tools. In this case, the NCSim simulator and the incisive comprehensive coverage
(ICCR) were used, the latter a code coverage analysis tool, as described in Figure 40. Metrics
coverage data is related to the percentage of executable statements during the simulation, the
percentage of the Boolean expression evaluated, among others. Finally, the extracted coverage
is used to compute the fitness value that is fed back to uGP, guiding the test program generation

until one of the stop conditions triggers.
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Figure 40. Simplified block diagram of the code coverage extraction processes using Cadences
tools.

2.3.3. Using RISC-V formal. RISC-V formal is a non-invasive processor-independent
formal verification description of RISC-V based processors Symbiotic EDA (2019). It consists
of a processor-independent formal description of the RISC-V ISA and the specification for the
RISC-V formal interface (RVFI) among additional features. This interface transmits the execu-
tion status of the current instruction when the calculation is ready for all the internal registers.
The current version of the interface allows us to verify against general-purpose registers, the
program counter (PC), fetched instructions, a generalized memory interface, control and status
registers (CSR), and some internal processor flags.

Figure 41 exhibits a simplified diagram of the interconnection using the RISC-V formal
interface (RFVI) to verify a processor formally. The RVFI must carry the final state of execution
of any instruction to a formal environment. In the processor, all the necessary signals were
took from any stage of the processor architecture to the write-back stage (MEM & WB). In
this way, the formal properties inside the RISC-V formal environment compare the instructions

specifications against the internal finish-states of the processor.
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Figure 41. Simplified block diagram of an interconnection using a RISC-V formal interface.

The processor formal verification scheme performs tests over the CSRs, but there are
no tests available for the behavior of a RISC-V processor based on external interruptions. The
RISC-V specification has three kinds of interruptions: external, software and timer. Depending
on the processor mode, different flags should be triggered, and the processor should jump to
the exception vector in the CSR. We observed that there is no precise specification about the
interruption flag sequence to change the internal processor flags and the PC. Moreover, the
RISC-V privileged ISA specification does not specify the execution status of the processor
when an external interruption occurs.

2.3.4. Interruption Specification Absence. The RISC-V interruption specifi-
cation does not give details of how an interruption must be performed Waterman et al. (2014).
This description absence is related to the sequence in which a processor performs an interrup-
tion. That absence opens up different ways to implement an interruption depending on the core

designer. Figure 42 presents a waveform that compares the interruption procedure in the PUV
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and Spike. Both execute the main program (in blue) until the interruption is triggered. Once the
interruption triggers the PUV, its control unit immediately stores the actual PC into the CSR and
flushes the execution and write-back stages corresponding to the flushed PC. After storing the
PC, the processor sets the PC to the interruption handler code (in red). Later, the last instruction
of the trap-handler program reaches the write-back stage, and the PC returns to the stored value

in the CSR, as depicted in Figure 43(a).
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Figure 42. PUV and Spike waveforms describing the internal state interaction on the
interruption trigger.
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Figure 43. Different interpretations of the RISC-V ISA interruption procedure.

At the lower edge of Figure 42, the Spike approach of the interruption sequence is pre-
sented. Spike waits until the previous instruction (in blue) to the interruption is finished when
the interruption occurs and stores the next PC into the CSR. Then, the PC jumps to the interrup-
tion handler program (in red). After the trap handler program execution ends, the PC returns to
the stored value in the CSR, as shown in Figure 43(b).

In some instances, the Spike approach in a real processor implementation may cause
a delay in trap handler program execution. For example, in multi-cycle operations such as

multiplication, the trap handler program waits to be executed until the multiplication ends. This
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strategy is more efficient in the sense that it does not need to flush the pipe. However, it could
affect critical applications requiring a fast response to an interruption. The PUV approach
reduces the execution latency of an interruption trap handler program. Furthermore, it avoids
inconsistencies with instructions that may change the internal status of the memory or internal
registers (such as CSRs and system bus requests).

2.3.5. The Best of Both Domains. The process of verification of the imple-
mented RISC-V processor i1s combined using the Spike and 4GP simulation comparison, and
the description of the RISC-V specification using formal verification with Yosys Wolf (2022).
The internal states of the processor were compared with the verification environment. Each
one of the verification covers most of the cases according to the processor architecture. To
reach the most cases possible, tGP maximizes the coverage metrics, and Yosys evaluates the
assumptions and assertions in each simulation step using boolean satisfiability (SAT).

Some flaws inside the datapath of the PUV were introduced to verify the correct oper-
ation of the frameworks. Table 7 presents the detection over the uGP and RISC-V formal of
different inserted errors inside the processor. The ALU misbehavior was tested by changing
one bit to the final result, affecting the multiplexer order, and adding a segmentation stage. This
misbehavior is detected in both frameworks— more than half of the uGP tests. The faulty com-
parison introduces a misinterpretation of the signed comparison by using the 30th bit as the sign
instead of the 31st bit. RISC-V torture does not detect this flaw, and the detection probability on
the simulation-based framework is minimal, making formal verification suitable to find these
kinds of errors. The data hazard removes detection when writing a register to be used in the

next instruction. Software tortures are more suitable for data hazard detection. Finally, it is
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relevant to highlight that the interruption execution issue described in section III was detected
by the proposed simulation-based approach.

Table 8 provides an implementation cost for uGP and RISC-V formal. UGP needs a
simulation environment for the processor to be implemented, which uses a log to display the
current status of the processor. RISC-V formal has a wrapper environment where the RVFI is
required. UGP requires more software binding due to the need to push programs directly in
RAM, and only a per-cycle hardware logging. RISC-V formal needs more hardware binding
to connect and transform all signals to the RVFI. An additional setup is needed for the uGP
in contrast with the RISC-V formal. The execution time is configurable for uGP, lasting 90
minutes for 450 individuals. The runtime for the 51 tests for the formal approach always run
for 45 minutes using multi-threads.

2.3.6. Summary. A verification framework was presented combining two dif-
ferent verification approaches. The first one excites PUV and a golden RISC-V ISA simulator
with a set of automatically generated tortures. Using a genetic algorithm called uGP, uGP
drives the generation of testing programs following an maximization process over the cover-
age metrics, then a comparison is performed using the internal states of the processor with a
execution model. The latter, RISC-V formal, defines a set of formal properties that follow the
RISC-V ISA specification, through using open source formal verification tools, the behavior for
each instruction is verified on the PUV against the set of formal properties.

If the verification implementation is accurate according to the specification, these two
approaches must thoroughly verify the instruction set of RISC-V based processors. Unfortu-

nately, most of the verification errors may be caused by insufficient coverage of all the cases.
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By using Spike (the golden model) chose to compare in the framework, exposed in Fig. 38
detects at most one out of 450 executed tests for comparator flaws and data hazards. The for-
mal properties specified in the RTL help to detect certain behavioral flaws according to the ISA
specification. Thanks to the combination of the verification schemes, an absence was detected

in the processor interruption state change, which the RISC-V ISA does not specify.
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Table 6

Performance comparison.

Tech Freq | Power | Gate | Energy ‘ In SoC
[MHz] | [mW] | Count (pJ /bit]
Wang and Ha (2013) | FPGA | 320 | 3770 | N/A | 269.64 | 13482+
Kundi et al. (2020) FPGA | 264 | 184 | N/A | 11.14 | 5687
65 3573 | 2076
Choi et al. (2020) M 00 | 5.8 | 6187 i
1.1V (822.6) | (707.9)
65 976 | 11.87
Deng et al. (2020) M 500 | 625 ] f
1.1V (38.6) | (47.0)
22 12.88% | 354
Mathew et al. (2014) " 1005 | 05 | 1947 j
0.4V (1573.3) | (4329.1)
45 4827 | 49.1
Sayilar and Chiou (2014) | " | 1000 | 6179 | - O-17
0.8V 463.8) | (4722)
65 5.56 22
Banerjee et al. (2018) nm 16 - - > 2.2+
0.8V 43.1) | (1345.1)
2 28, 144.
Marshall et al. (2020) om0 _ ] 8.8 0f
0.8V (419.7) | (2098.8)
18onm |3 [0.0216] .| 8.00% | 22.2%
04v | 100 | 321 40.6%% | 154.8%%
18nm |3 00221 | 358 | 9.7+
1.1V | 100 | 321 183%% | 67.9%%

() Scaled to 180nm, 1.1V Stillmaker and Baas (2017) +40.36pJ/cyc SoC, 6.21nJ AES,
1kbit Banerjee et al. (2018)
T Sifive E310 106mW @ 100MH? scaled penalty added for SoC Sifive, Inc. (2021).
* Only AES-128 Encryption. ** AES-256 with 1kbit of data.

Table 7

Error detection in the verification models.

Inserted uGP-Spike RISC-V formal
error (450 Indiv.) (RV32IM)
ALU misbehaviour 256 Detected Detected
Wrong comparison 1 Detected Detected
Data hazard 1 Detected Not detected
Interruption execution 306 Detected  Not detected

99



CIRCUIT OBFUSCATION AND LOW-OVERHEAD SECURITY STRATEGIES IN

FORMALLY DEFINED SYSTEM-ON-CHIPS

Table 8
Implementation costs between WGP and RISC-V formal

uGP-Spike RISC-V formal
P
rocessor Output simulation log. RVFI RTL port.
output
RAM bility to insert
Testbench capabrily to mmset Provided. Connect RVFI.
external programs.
Adaptation needed. Build ) .
. Provided. Enable or disable
Scripts assembly and format ) )
. flags for verification.
to simulated memory.
Exec. Time

~90m for 450ind. 1-core  ~45m for RV32IM 8-cores
Intel-i7 9750
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3. Methods for Memory Security

In previous chapters, standard cells generators and security in formally verified system-
on-chips were presented. The last focus of this book is to address the issue of RAM access. The
processor mainly controls access to the memory. The main problem is that if the processor ex-
ecutes unauthorized code or the memory is accessed through debug side channels, the memory
contents are exposed.

If memory security hardware exists, the overhead of such circuits is usually not signif-
icant to avoid additional timing and power constraints. The security hardware itself should be
protected against reverse engineering to avoid the problem of imaging reversing. In chapter 1,
different standard cells generators were described. Those generators must be used to perform
additional layout obfuscation over the low-overhead digital circuits implemented in the memory
security.

This chapter presents an additional layer of security-focused on memory obfuscation
and layout obfuscation. An oblivious obfuscator with low overhead is presented to scramble the
memory contents. Because low-overhead circuits tend to be small and easily identified, a layout
obfuscation is also introduced. The methodology obfuscates the oblivious obfuscator layout
inside the memory using several generated standard cells. The original algorithms presented in
chapter 1 were modified to extract different placement results for each netlist of the standard
cell library. Each placement is then routed, causing a drastic change in layout for each cell. This

layout catalog is randomly replaced in the post-synthesis netlist to obfuscate the circuit.
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3.1. Introduction

Security in microcontrollers can cause large overheads in area and power. For low-
power applications like sensors, implementing security usually involves heavy penalties, mak-
ing the system unfeasible. For high-end processors running an operative system, the software
implements access control and memory paging to secure memory operations Bovet and Cesati
(2005). For this approach, the memory paging takes place in sectors around 1KB, which is ideal
for memory implementations in megabytes. In a microcontroller, memory protection through
pages cannot be executed in this way, meaning software protection is usually not viable.

Some alternatives exist for small-scale applications on the hardware side that offer low
overhead. Liang ef al. presents memory protection in hardware for lightweight systems but
only restricts the access of data in sectors. Liang et al. (2016). The custom SRAM cell im-
plies modifying or creating SRAM generator which is usually unavailable for users. Lu et al.
offers an efficient memory encryption for off-chip implementations using AES-GCM Lu et al.
(2015b). ObfusMem presents a scheme for transaction encryption (address, request, and data)
with the configuration being oblivious Awad et al. (2017). The RAM and the agent making the
requests uses HMAC to authenticate the transactions. Yang et al. proposes memory protection
for execute-only memories, where the contents have been encrypted off-chip Yang et al. (2005).
Kumar et al. depicts a processor modification that checks all memory instructions, calls, and
returns to avoid faulty software exploits Kumar et al. (2007b). This idea is further explored to
check runtime and memory saves in sensor nodes Kumar et al. (2007a). Krishnakumar ef al.
presents protection against illegal memory accesses focused on memory objects where each has

associated bounds. Krishnakumar et al. (2018). Zheng-Huang implements a redundant array of
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independent memories, which offers protection for selective memory Zheng and Huang (2017).

Several types of protection can be implemented to either encrypt or prevent access to
the memory. However, with the understanding of the internals of a system, memory protection
can be defeated. For example, in Branco-Gueron’s work, corrupting the memory can lead to
memory access for systems with DMA blocking and memory encryption Branco and Gueron
(2016). Obfuscation in memory contents and layout can resist attacks to prevent system identi-
fication. This chapter presents a system-on-chip (SoC) for low-power and low-area applications
with obfuscation features. This SoC features security peripherals such as a TRNG, an AES core
for low-power Duran and Roa (2021a), and an SBOX custom instruction. To secure algorithms
executing security tasks, we implemented a low-overhead oblivious obfuscator as security in
the SRAM controller. This controller is capable of scrambling the addresses coming from an
AHB bus. The overhead is around 2.7% in area and 8% in power compared to a 4KB RAM.
Because the overhead is low in area, the oblivious obfuscator and the masked SBOX were ob-
fuscated in layout using the method described in Gomez et al. (2019). The 4-levels of standard
cells were generated using a modified placement algorithm of the chapter 1, together with rout-
ing algorithms. The initial success of standard cell recognition is around 18.7% without prior
knowledge of the several standard cells implemented. This SoC was implemented in a 0.2 um
technology with 1.3 mm? of area and 16 mW @ 10 MHz of power for the digital part.
3.2. Memory Obfuscation

Figure 44 shows the architecture of the system. The SoC is composed of a low-power
RISC-V processor with RV32IM ISA Waterman et al. (2014). AHB and APB buses connect

the processor with 32-bit transaction support. The 4KB SRAM memory is connected to the
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AHB bus and secured with an oblivious obfuscator. The values for the obfuscator inside the
SRAM come from a true-random number generator (TRNG) based on ring oscillators Serrano
et al. (2021). The system supports UART for communications and SPI for running the initial
bootloader and user-level programs. The debug module is attached to the AHB bus, which can
stop the processor and examine memory regions. The AES-128/256 peripheral performs the
encryption of sensor measurements and supports direct-access memory (DMA) for low-energy
consumption Duran and Roa (2021a). A low-power DMA controller is attached to the AHB bus
to support direct memory access to the AES peripheral Morales et al. (2019). Additionally, the
processor has a custom [[]SBOX instruction to perform software AES encryption or decryption
faster.

Specific critical security circuits are obfuscated in layout to ensure the system’s security.
In figure 44, everything labeled in red is obfuscated in layout to hide critical information in the
system. In the case of the AES-128/256 and the [I]SBOX custom instruction, the SBOX unit
contains a masking method that requires protection from reverse engineering. Furthermore, the
oblivious obfuscator inside the RAM could have constant functions that are small enough to not
infer in timing overheads. Any small security circuit inserted in the memory must be protected
to prevent systematic reverse engineering. The method used for obfuscation in the layout is

explained further in this chapter.
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Figure 44. General architecture of the implemented system-on-chip.

105

The implemented architecture of the SRAM oblivious obfuscator is shown in figure 45.

The oblivious obfuscator protects the data according to the execution mode of the RISC-V

processor. The M-mode of the processor activates the circuit through the multiplexer before the

address line in the SRAM. This implementation obfuscates the addresses by using SBOX as a

1-to-1 table translator. Because the SBOX supports 8-bit data, the translator can obfuscate 1KB

of RAM, leaving 3KB of RAM unprotected for user-level usage. The address is translated first

by an SBOX, then is XORed through a tag register. After the XOR, the address is translated

again by another SBOX. The tag register is written through a register router whose value is

fetched from the TRNG before using the obfuscated region of the SRAM. This register is write-

only, and the register is reset when the execution mode is changed to user mode. Another layer

of security can be added to the data lines, such as 1-cycle encryption, but this approach is out

of this scope.
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Figure 45. Oblivious obfuscation architecture of the SRAM controller.

The intended protection for this system is for bounding security around algorithms that
handle critical data such as keys. In figure 46 we show a possible scenario where data from a
sensor is measured and encrypted to be sent through a channel such as UART. Past the point of
the bootloader execution, the program starts in user mode, pictured in blue. The measurement
data is stored in A and is encrypted in B using AES. The Encrypt function prepares a reference
C which can be accessed by machine mode, pictured in red. The function interrupts in software
(MSIP) to switch the processor to machine mode. The MEncrypt function is then executed
after handling the interrupt. The oblivious obfuscator in the SRAM is active but still does not
have a tag stored. Before performing the actual AES encryption, the software fetches a value
from the TRNG and stores it into the tag register (TagReg[SRAM]). Once the tag is set, the
machine mode program can use the obfuscated 1KB memory for executing the AES algorithm

either in software or hardware. Critical parts like key getting and salting can be done inside this
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safe space. The machine mode program stack is also allocated in the obfuscated SRAM. The
DMA is also capable of writing to this area according to figure 44 from the AHB bus. After the
encryption is done, the machine mode returns the interruption to continue the execution in user

mode. The user can send the ciphertext B through the channel.

C
—<Wh||e 1 true> | C= pomter to[A] | | Tag = RNG() | A

[ TagRegISRAM] = Tag |

e Measure Al | Tngger MSIP ]
|
| B= Encrypt Waltforlnt IKey:GetKeyl U-mode
i stack
Send [B] Clear[ USIP] | B=AES[A] |
AES
: Vars
—CCIoseWhlIe 1) return [B] ) Int. Return[ User ] | o
1 Yy

M-mode
| |_stack

3KB
w

bfuscated

(o)

1KB (Obfuscated)

User mode Machine mode

Figure 46. Example flowchart where the secure SRAM is bounded around an encryption AES
execution.

3.3. Layout Obfuscation

We implemented a layout obfuscation technique based on a previous work involving
generated standard cells Gomez et al. (2019). In this previous work, by randomizing the stan-
dard cells from a catalog of different layouts, a digital circuit could be obfuscated with minor
overhead in timing, power, and area. The first step to obfuscate a digital circuit is to generate
the standard cell library for obfuscation.

From a given netlist, a circuit can have different placement arrangements. By slightly
altering the placement of transistors, the routing can significantly change without altering the
behavior of the specified netlist. It is possible to output different placements for the same circuit
by configuring the placement algorithm. For the PBSAT-based algorithm stated in section 1.1,

the next placement can be extracted by constraining the previous successful placement. For
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the graph-based algorithm described in section 1.2, reversing the tree and storing several best-
solution chains can output several placements Hwang et al. (1990). In chapter 1, the standard
cell generators were built with a focus on horizontal net optimization for routing algorithms.
The placement algorithm can use this metric to output a series of standard cells with different
layouts for the same netlist to output the best number of placements. Algorithm 6 presents
a modification of the standard cell layout generator presented in section 1.1 (algorithm 2) to
support multiple placements. In short, for a number N of placements generated by the placement
algorithm, we try to route them using a maze router. This router can be something simple like
prioritized routing or SAT routing involving a series of generated maze routes Ryzhenko and
Burns (2012). A new geometry can be generated if the router can successfully connect all the
terminals. This approach has demonstrated a great rate of success if the maze router can trace
in polysilicon and 2nd level metal. Simple cells such as ties, inverters, fillers, and capacitors

cannot use this approach.
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Algorithm 6 Standard cell layout generator

1: procedure LAYOUTGEN(netlist,levels)

2:

10:

11:

12:

13:

cells < Placement(netlist,levels)
for cell in cells do
cell.bins < Stick(cell)
cell.stick < Routing(cell.bins)
if not exists cell.stick then
cells < Placement(netlist, 1)
else
cell.layout < Layout(cell.stick)
LIB.cells < cell
end if
end for

save(LIB)

14: end procedure

> N placements

> DR constrained bins
> Maze router
> If can’t route

> Append 1

> Append cell to library

In this proposal, we generated four layouts per cell. Each complete library is named a

level. Figure 47 shows some examples of 4-level standard cells generated. In the case of the

AND, the different placements differ mainly on the detachment of the output inverter. The al-

ternative placements detach the inverter and iterate the NAND placement around three possible

placements.

Further levels will probably detach all the N-P pairs of transistors, increasing the area

overhead. In the D-latch’s case, the scrambling occurs in the coupled inverters and tri-stated
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inverters in the middle of the circuit. The input and the output stage remain similar, but the
routing changes drastically in the middle regardless of this similarity. The D-flip-flop shows
some exciting results by detaching several chains of transistors. The different iterations of tran-
sistor ordering change the layout more heavily. The generated library spans around 18 differ-
ent types of cells, including NAND, NOR, AND, OR, OR-ANDs, AND-ORs, XOR, Negated
XOR, Multiplexers of 2/3/4 inputs, D-Latch, D-Flip-Flop with and without an asynchronous

reset, Half-Adder, and Full-Adder.

AND2 D-Latch D-Flip-Flop

I

Figure 47. An example of a 4-level standard cell generation for 12-tracks.

In order to verify the impact on non-optimal gates, a characterization of generated cells
is performed for different environmental and process conditions, using a library of 12-tracks
height cells. The characterization extracts power and timing specifications for typical and worst
cases. Finally, the area for all different shapes of the same standard cell remains constant,
resulting in no penalties for this specification.

Table 9 depicts performance extraction for the typical case and worst case scenarios. In

the worst case, timing performance overhead raises up to a 13% for NAND cell non-optimal
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alternatives, whereas timing penalties for inverter variants remains less than 5%. Power perfor-
mance can have an overhead up to 16% in the case of the NAND2D1. Overheads in non-optimal
cells are due to additional routing usage that increases inner cell capacitances, degrading the
performance. Besides, the usage of non-optimal placement can result in increased diffusion ca-
pacitances. Although this table presents a reduced number of gates, such as the inverter, NOR
and NAND gates for one column size, a larger cell library has been used for complex circuits
demonstrating experimentally that these three cells are a representative sample of the large set.
Average performance indicates that a large timing penalty occurs if non-optimal cells appear

inside a critical path which limits the placement to non-critical paths.

Table 9

Basic gates characterization at typical case (TC) and at low voltage supply, slow-slow process
corner, and 125C (WC). This characterization is presented as the ratio between the specifica-
tions of cells with non-optimal layouts and cells with the optimal ones.

INVD1

CORNER | TC | WC | TC WC | TC wWC | TC WwC
POWER | 1 1 1.04 |1.03 | 103 |1.03 |1.09 | 1.08
TIMING | 1 1 1.01 |1.02 | 101 |1.02 |1.04 |1.05

NAND2D1
A B C D
POWER |1 1 1 1.005 | 1.15 | 1.15 | 1.16 | 1.16
TIMING |1 1 1 1.004 | 1.11 | 1.12 | 1.12 | 1.13
NOR2D1
SPEC A B C D
POWER |1 1 099 |099 |1.14 | 1.14 |1.15 | 1.15
TIMING | 1 1 099 (099 |1.10 |1.12 |1.11 | 1.12

LND1
SPEC A B C D

POWER | 1 1 1.072 | 1 1.053 | 1.073 | 1.019 | 1.009
TIMING |1 1 0.997 | 1.004 | 1.038 | 1.038 | 1.012 | 1.012

With the generated levels of standard cells, we can obfuscate the digital circuit. Algo-
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rithm 7 depicts the basic algorithm for obfuscation. This algorithm is applied after the digital
synthesis but before the place and route. The algorithm reads a synthesized netlist, and detects
all the cells in the first level (zero level). The algorithm extracts all the available levels from the
library for the implemented cell. We randomly pick a replacement from this catalog of cells and
put it into the obfuscated netlist. This obfuscated netlist is then saved, placed, and routed using
electronic design automation (EDA) proprietary tools. We can output fully-automated digital

obfuscated circuits with minor overheads with this approach.

Algorithm 7 Layout obfuscation algorithm
1: procedure LAYOUTOB(netlist,LIB,levels)

2: for inst in netlist do > Explore all instances
3: zero <— inst.cell > Cell in zero level
4: cells <— LIB.cells|zero] > Get the other cells
5: cells < cells.slice(levels) > Use up to "levels"
6: ob < Random(cells) > Pick other cell random
7: inst.cell = ob > Replace zero cell with obs
8: end for

9: save(netlist)

10: end procedure

3.4. Results
The SoC and the obfuscated circuits were implemented in a 0.2um technology. Some
of the masked SBOX circuits were obfuscated in layout using up to 4 levels of standard cells.

We use Degate to test the resistance to gate reverse engineering. Degate is a program for
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semi-automatic VLSI reverse engineering of digital logic in chip Degate Community (2022).
Figure 48 shows an example of detection in Degate for a 4-level obfuscated masked SBOX
circuit. We first extract the layout of the obfuscated circuit through diffusion, polysilicon, and
first metal with blending and post-processing to mimic micro-photographs. The images are
introduced into Degate for recognition. The levels of the standard cell library are also integrated
into the software with the same blending and post-processing. In figure 48, the pictures show
the detected cells in green and the non-detected cells in red. More of the standard cells get

successfully detected if the number of detection levels inside Degate increases.

1-level detection

Masked SBOX Layout

2-levels detection 4-levels detection

Figure 48. Example of detection results over a 4-level obfuscated masked SBOX
implementation using several levels for detection. Green: Detected. Red: Not detected. Cyan:
Wrong detected.
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In table 10 we present a detailed report for the area of the cells detected by Degate. This
table shows the results for different obfuscation levels and different detection levels introduced
into the tool. For a non-obfuscated circuit, labeled as 1-level obfuscation, the base detection rate
for Degate is around 62.6% without wrong detections. For 2-level obfuscation circuits, the base
standard cell library will be detected around 29.7% with an additional 5.1% of wrong detection.
This metric goes further down with a 4-level obfuscated circuit with an 18.7% detection and
1.1% the wrong detection. In this likely scenario, the attacker first tries to do reverse engineering
using decapping tools.

Nevertheless, the attacker may eventually be capable of recognizing two out of the four
possible levels shown in this scenario for each one of the 18 implemented cells. In this case,
with 2-level detection, the 2-level obfuscated circuit returns to a similar detection rate of 72.1%
compared to the non-obfuscated version. The 4-level obfuscation increases its rate of identi-
fication to 36.0%, but still is not totally reversed. The 4-level obfuscation finally reaches up
to 63.8% of the detected cells by acknowledging all 4-levels of standard cells in the library in

Degate.

Table 10
Detection results over a masked SBOX.

1 level detect [%] | 2 levels detect [%] | 4 levels detect [ % ]
SBOX| D | ND | W D ND| W D ND| W
1lv | 626|373 | 0.0 | NJA|N/A| N/A | NJA | N/A | N/A
2lv | 29.7 651 | 5.1 | 721|274 | 04 | N/A | NA| NA
4lv | 187 1 80.1 | 1.1 |36.0 639 | 0.0 |63.8|36.1| 0.0
D = Detected, ND = Not Detected, W = Wrongly detected

Table 11 presents the implementation results of the SoC in the 0.2um technology. The
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first table presents the digital implementation of the processor, buses, and peripherals. The
RISC-V processor occupies most of the area with 24.11%, and the connected SBOX instruc-
tion represents 4.57%. The AES core without the DMA controller occupies 19.65%, which is
similar to the processor with the SBOX instruction. The DMA controller used for the AES core
represents the low area with 5.7%. The combination of peripherals such as GP1O, UART, and
SPI ROM represents roughly 16%, while the buses have 5%. The TRNG represents a very low
overhead for the area with less than 1%. The debug system occupies 19.81%. Other devices
such as JTAG, the reset system, and bus buffers represent 4.18%. In general, the digital part of
the SoC is contained in 1.3 mm?.

The implementation in area of the obfuscated SRAM is similar in size to the digital
SoC with 1.28 mm?. The digital part of the oblivious obfuscator was obfuscated in layout and
inserted in the SRAM as part of the row and column decoders. The table 11 presents different
obfuscation layouts levels. The overall overhead in area is about 2.7% compared to the RAM,
regardless of the levels of layout obfuscation.

Regarding frequency and power, the system consumes about 16 mW of power at 10
MH2z in nominal voltage of 1.8 V. The SRAM consumes a similar power with 16.5 mW also at
nominal conditions. Power consumption of the SRAM obfuscator is around 1.5 mW, represent-
ing around 8% of overhead compared to the RAM, and 4.2% compared to the overall system.
The original SRAM presents 51.2 MHz of maximum frequency. If the obfuscator is used, the
memory operations need to operate up to 46.7 MHz, which represents 8.7% of overhead in
timing.

The final layout of the implemented SoC can be seen in figure 49. This chip contains
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Table 11

Implementation results of the SoC in a 0.2um technology.

Digital Area Eq Cells Util
SoC [um?] [NAND] | [%]
Processor | 316261.60 19831 24.11%
SBOX Insn | 60009.13 3763 4.57%
AES Core | 257735.63 16161 19.65%
Debug 259930.74 16299 19.81%
SPI ROM 91500.06 5737 6.97%
DMA 74984.31 4702 5.72%
GPIO 65884.38 4131 5.02%
UART 54360.35 3409 4.14%
AHB 58488.14 3667 4.46%
APB 10037.67 629 0.77%
TRNG 7897.45 495 0.60%
Other 54841.98 3439 4.18%
Total 1311931.43 | 82263 | 100.00%
Obfuscated Area Eq Cells Util
SRAM [um?] [NAND] | [%]
Obs 1 35464.78 2224 2.75%
Obs 2 34929.79 2190 2.71%
Obs 4 35775.82 2243 2.77%
RAM 1289972.77 | 80886 | 100.00%
Power & | Max Freq Power
Frequency [MHz] [uW@10MHZz]
System 26.05 16065.6
Obs 4 46.68 1434.5
RAM 51.20 16652.8
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the previously mentioned processors and buses, the SRAM with the obfuscator, and some of
the SBOX obfuscated layout examples. The 4K SRAM is also presented in transistor view to
illustrate the usage of the SRAM obfuscator implemented inside of the SRAM. This SRAM was
generated using OpenRAM with unique configurations added to support the 0.2um technology
Guthaus et al. (2016). The obfuscated SBOX implemented in this design is the same as featured

in figure 48 but pictured up to the upper-layer metals.
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Figure 49. Chip layout capture.

3.5. Chapter Summary

We presented in this chapter a system-on-chip for low-power and low-area applications
featuring security peripherals such as a TRNG, AES core, SBOX custom instruction, and obfus-
cated SRAM. The obfuscation of the SRAM scrambles the address of the transactions coming
from an AHB bus. The obfuscation can be enabled by writing a random value from the TRNG
in machine mode. Once the processor exits machine mode, the peripheral resets the value in the

register used for scrambling. This design and some masked SBOX blocks were obfuscated in
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layout. The layout obfuscation uses a series of generated standard cells from the same netlist.
These layouts, named levels, are randomly replaced in the synthesis netlist of a digital circuit
with low overhead in timing, power, or area. The success rate of detecting 4-level obfuscated
circuits is 18.7% only for attackers with only knowledge of the base standard cell library. The
SoC is implemented in a 0.2um technology with 1.3 mm? of area and 16 mW of power at 10

MHz. The overhead of in power of the obfuscator represents 2.7% in area and 8% in power.
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4. Summary and Conclusions

Several security concerns were analyzed in this book related to system-on-a-chip imple-
mentations, and solutions were proposed. The main problems were stated in the introduction
where we specifically boarded security problems such as imaging reversing, RAM access, code
injection, firmware extraction, and channel capture. The solution involves several algorithms
and methodologies described in chapters 1, 2, and 3, which are addressed as the contributions
of this dissertation. This final chapter will summarize all the findings and expose them to the
reader to offer a clear perspective of the solutions described.
4.1. Compiled list of contributions

The key contributions of this dissertation are as follows:

* An standard cell placer which is optimized for horizontal routing span, and features two

different algorithms for placement: Boolean Satisfiability and Graph Reversal.

* An standard cell generator by integrating the previous placement algorithms with two
routing algorithms: Maze Router by Priorities and Maze Generator with Boolean Satisfi-

ability.

* An SBOX custom instruction for RISC-V that is capable to run the AES algorithm for

32-bit simultaneous operation which saves load/save instructions.

* An AES core for low-energy systems which exploits the usage of a low-power DMA con-

troller for a RISC-V microcontroller.

* Olinguito, a chip generator based on the Chisel Scala library for generation of low-power
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systems for security, optimized for analog mixed-signal implementations and padring

generation.

* Functional and formal methodologies to verify processors based on the Yosys synthe-
sizer for the formal verification, and a general-purpose genetic algorithm (1 GP) for the

functional verification.

* An oblivious memory obfuscation circuit which can be integrated inside of a generated

memory using OpenRAM.

* A layout obfuscation methodology using the standard cell generator which uses several

alternatives of layouts of the same cell for 17 different types of circuits.

These contributions were reviewed by academic peers and their respective publications
are listed at the end of this chapter.
4.2. Conclusions

Layout circuit obfuscation is critical to protect design information in security systems.
This dissertation has proposed circuit generators that can create security systems and the stan-
dard cells that integrate them. The cells can output a range of different layout results that can be
used to protect low-overhead circuits. The target security system can handle AES cryptography,
whose data in memory is secured through a low-overhead oblivious memory obfuscator. This
low-overhead circuit can be obfuscated in layout to prevent circuit extraction using imaging
tools and reverse engineering software.

The standard cell generation is fundamental for the layout circuit obfuscation. EDA tools

do the integration of these circuits by using standard cells. In chapter 1, we introduced two
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standard cell generation procedures with different placement algorithms. The first algorithm
is based on boolean satisfiability (SAT) to find the positions of individual P-N transistors in
a double-row arrange Duran and Roa (2021b). A series of clauses are introduced into the
SAT solver to guarantee transistor abutment, common vertical gates, and unique positioning.
This alternative supports optimization for routing by using pseudo-boolean satisfiability (PB-
SAT). The algorithm introduces an optimization function that minimizes the horizontal span of
the placed transistors and the common vertical gates and diffusions within a cell. The second
algorithm presents a graph-reversal with a best-search implementation, explained in section
1.2. The program detects clusters in the netlist, then pairs P-N transistors based on a list of
priorities or a smaller aided placement implementation of the PB-SAT algorithm. Finally, the
chaining procedure reverses the graph constructed with the P-N transistor pairs with a best-
search algorithm. The graph-based alternative shows better routing congestion because of the
horizontal net optimizations implemented in the PB-SAT alternative as the aided placement for
pairing.

This dissertation proposes a custom instruction SBOX and an AES core for security in
low-power designs Duran et al. (2021); Duran and Roa (2021a). The custom instruction SBOX
can operate over 32-bit registers in a RISC-V processor. This instruction can be adapted into
a lightweight AES software implementation. The energy consumption decreases between 100
and 400 times when using the instruction. Regardless, the quantity of instructions in the soft-
ware is focused on store/load instructions due to the data fetching for encryption. An AES core
is implemented to solve this problem in push-pull and DMA automaton versions. The push-pull

version requires the processor to move the data, while the DMA automaton can automatically
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fetch and save the data. Using the DMA, the whole system-on-chip can go as low as 9.7 pJ/cyc
of energy consumption.

A system for security requires to be reliable. This dissertation proposes Olinguito, a chip
generator designed for low-power systems. This generator can output several types of system-
on-chips with RISC-V processor, system memory, common peripherals (GP1O, UART, SPI),
security peripherals (DMA, AES), and the power management unit (PMU). This management
is handled in a separate always-on domain (AON), which contains programmable state ma-
chines for sleep and wake-up routines of the other domains. The generator can manage analog
instantiations and configurations of signal interactions for the PMU. Additional to this manage-
ment, Olinguito can also generate padring instantiations which are aware of both the system
signals and the chip packaging attached. This work demonstrates the concept of generating
low-power SoC by showing two chips in 180nm and 65nm technologies.

For a system to be reliable, the circuits must be verified using different methods. The
previous chip generator implements a RISC-V processor, verified using two different methods
shown in this dissertation. The first is a functional approach that utilizes genetic algorithms
(1 GP) to generate tests programs that the processor will execute under verification (PUV). The
execution of the instructions is analyzed by a coverage tool, whose metrics are used as the
optimization value of the genetic algorithm. By optimizing this way, this functional approach
can encounter errors in executing most of the possible covered scenarios for the implemented
RISC-V instructions. The second is a formal approach that introduces clauses and assertions to
the signals inside the processor. Implementing the RISC-V formal interface evaluates register

statuses, instruction decoding, program counter, and memory interactions. The formal approach
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encounters errors according to the formal deck, which contains constraints and assertions of
each of the RISC-V instructions and some additional keep-alive tests.

Low-overhead memory security needs layout obfuscation. A low-overhead oblivious
memory obfuscator is presented. This circuit scrambles the address of the system inside of an
SRAM module to obfuscate the contents. An oblivious register and SBOX units are included
inside the peripheral to perform a 1-to-1 address translation as a demonstration circuit. This
secure memory can protect critical information such as the key and algorithm critical execution
of cryptography such as AES. The user-mode program can request execution of such algorithm
in machine mode, and then a random value is fetched and written into the write-only oblivious
register. When the execution ends, or the processor exits machine mode, the oblivious register
is reset, leaving the memory contents obfuscated in position.

Low-overhead security circuits can be easily identifiable in layout because of the size.
The circuit behavior can be extracted and further reversed using imaging tools and the standard
cell library knowledge. This dissertation presents a layout obfuscation technique using the
standard cell generators previously discussed. The generators can output several solutions of
the placement by modifying the algorithms. The layout of the standard cells changes drastically
if the solution is different for the same netlist. Each of the layouts is named a level. The digital
circuit can be scrambled from the synthesis phase of the EDA implementation by replacing
the cells with several levels of the same cell. The circuit is then obfuscated in the layout by
performing place and route with minimal overhead for timing, power, and area. First iterations
of reverse engineering using imaging tools show under 20% of success of identification for the

cells implemented in the low-overhead security circuits.
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4.3. Future work

Although the placement algorithms were presented in this dissertation, the routing algo-
rithms are not adequately explored. In section 1.1, the PB-SAT algorithm optimizes according
to the horizontal routing span, but the vertical routing and subsequent vertical congestion are
not taken into the formulation. Detail placements in the vertical axis are also not formulated in
this dissertation. A similar localized version of the optimizer can be applied to aid the routing
algorithms further.

The power management unit inside the always-on domain can compromise the system’s
security. Because the design relies on external analog interfaces, the events handled by the PMU
can be induced by an attacker. These events interrupt the execution of the protected algorithm.
Some external resources can be leaked into non-secured memory or processor registers if timed
correctly. An interaction between the low-energy peripherals and the cryptography peripherals
is necessary to solve this issue.

The RISC-V processor is verified using two different procedures. Further exploration of
these approaches can be applied to AES and arithmetic operations. Currently, the verification
over operations only includes a list of test vectors. The functional genetic algorithm case can
create random test vectors but will not cover the whole range of possibilities in a single run. In
the same way, the formal verification of operations is not possible. The creation of assumptions
and assertions for an operation comes down to the same tests vectors. According to the current

calculation round, there is a possibility to specify the behavior of certain aspects of AES.
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